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ABSTRACT Visual language models (VLMs) have demonstrated outstanding performance in high-value
domains such as autonomous driving, unmanned system navigation, and intelligent question-answering;
however, the security of their cross-modal alignment mechanisms has not yet been fully verified. Existing
visual adversarial patch attacks typically rely on continuous, dense pixel perturbations, which are easily
detected and blocked by anomaly detection systems in practical engineering applications. This paper
proposes a novel sparse adversarial patch attack algorithm (Sparse Patch Attack, SPA), which successfully
misleads the text generation results of VLMs by generating highly dispersed discrete pixel perturbations in
non-salient regions of the image. To achieve this, we introduce a differentiable LO-norm approximation
and a cross-attention masking mechanism to minimize the number of modified pixels. Furthermore,
addressing the characteristics of large-scale model open-ended text generation, we construct a multi-
dimensional robustness evaluation framework covering semantic deviation, target achievement rate, and
visual concealment. Preliminary experiments on mainstream visual-language models (such as LLaVA and
BLIP-2) demonstrate that the SPA algorithm can achieve high success rates in targeted cross-modal attacks
with an extremely low pixel modification rate (<1%). This study reveals a novel security vulnerability in
visual-language models within complex real-world environments and provides a quantitative evaluation
benchmark for future defense mechanisms in multimodal models.

INDEX TERMS Vision-Language Models, Sparse Adversarial Patch, ADMM, Robustness Evaluation

I. INTRODUCTION

With the rapid advancement of artificial intelligence tech-
nology, large vision-language models (VLMs) have demon-
strated exceptional semantic alignment capabilities in multi-
modal understanding and generation. Pre-trained models such
as LLaVA [1] and BLIP-2 [2] not only possess outstanding
image description and visual question-answering capabilities
but are also gradually extending their applications from purely
digital domains to embodied intelligence and physical sys-
tems. These models are rapidly penetrating high-value real-
world engineering applications such as autonomous driving,
visual navigation for unmanned aerial vehicles (UAVs), and
intelligent traffic inspection [3,4].

However, deep neural networks are generally vulnerable
to adversarial examples [5-7]. Since VLMs introduce end-
to-end visual perception into the decision-making chain of
autonomous navigation, this security risk is further amplified.
In real-world open physical environments such as urban roads
and building complexes, attackers do not need to infiltrate the
internal control network of the unmanned system. Instead,
by deploying specific visual interference patterns on the
top of vehicles, traffic signs, or building surfaces, they can
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induce severe semantic hallucinations in the VLM, causing
the unmanned system to misinterpret the scene or even result
in collisions.

Traditional adversarial attacks typically rely on applying
dense, imperceptible pixel perturbations across the entire
image. However, implementing such dense perturbations
across the entire image is impractical in real-world outdoor
environments. In contrast, adversarial patches [8,9], because
of their localized nature and ease of physical printing,
pose a more realistic security threat. To evade existing
visual anomaly detection systems, minimizing the number
of modified pixels in the patch to the absolute minimum,
thereby achieving a sparse adversarial patch attack, would
significantly enhance the stealth of physical deployment.

Current research on multimodal adversarial attacks [10]
primarily faces three challenges. First, existing patch attacks
tend to be dense and visually noticeable. Second, sparse
perturbation requires optimizing the discrete norm, a typical
NP-hard problem, which causes gradient-based backpropa-
gation to fail easily. The Alternating Direction Method of
Multipliers (ADMM) proposed by Boyd et al. [11] pro-
vides a theoretically sound continuous mapping framework
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for discrete-constrained optimization, but its application in
the parameter space of cross-modal large models remains
exploratory. Third, adversarial examples that perform well in
digital environments often fail in complex outdoor physical
environments, where drone perspective, illumination, and
scale vary substantially. Athalye et al. [12] proposed the
Expectation over Transformation framework, yet existing
evaluations are still mostly limited to closed-source classi-
fication settings and lack semantic and physical metrics for
VLM text outputs.

To fill the research gap mentioned above, we develop an
end-to-end sparse adversarial patch attack and robustness
evaluation framework for vision-language models under
physical security scenarios. The core contributions of this
paper can be outlined in four aspects:

1. Novel sparse attack architecture design. Different from
existing dense adversarial patch methods, the proposed
SPA framework combines cross-attention-guided non-salient
region selection with sparse pixel perturbation, enabling
covert visual interference while preserving the semantic attack
objective for VLM generation.

2. Discrete optimization and theoretical formulation. To
address the non-differentiable LO sparse constraint, we con-
struct an ADMM-based augmented Lagrangian optimization
scheme that decouples the cross-modal adversarial loss from
hard sparse projection. This design retains gradient-based
optimization efficiency while enforcing a strict pixel-budget
constraint.

3. Practical engineering scenario extension. The proposed
method is further integrated with EoT-based physical transfor-
mation simulation to evaluate sparse patch robustness under
viewpoint variation, illumination change, scale disturbance,
blur, and rotation, making the attack analysis closer to UAV
imagery, autonomous driving, and open outdoor deployment
environments.

4. Comprehensive multimodal robustness validation. We
build an evaluation protocol for generative VLMs that jointly
considers targeted attack success, semantic shift, structural
similarity, sparsity ratio, and physical robustness. Experi-
ments on representative VLMs and public visual datasets
demonstrate that SPA achieves stronger concealment and
competitive attack effectiveness compared with dense-patch
and random sparse baselines.

Il. THEORY AND FUNDAMENTALS

This chapter provides a systematic overview of the core
theoretical foundations underlying this research. First, we
describe the architectural framework and cross-modal align-
ment mechanisms of large visual language models (VLMs).
Second, we explore the fundamental principles of adversarial
attacks and their evolution in multimodal settings. Finally, we
focus on analyzing the mathematical challenges associated
with Ly norm optimization, thereby providing the theoretical
background for the introduction of the ADMM algorithm in
Chapter 3.
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FIGURE 1. Architecture of VLMs

A. ARCHITECTURE OF LARGE-SCALE VISUAL
LANGUAGE MODELS

Large-scale visual-language models (VLMs) are designed to
achieve high-dimensional semantic alignment between visual
information and natural language. Current mainstream VLM
architectures, such as LLaVA and BLIP-2, typically consist
of three core components, as shown in Figure 1.

Vision Encoder. This component typically employs a pre-
trained ViT (Vision Transformer) [13] or CLIP-ViT [14,15].
Its role is to map the input raw image X to a sequence of visual
features.

Modality Projection Layer. Since visual features and lan-
guage tokens do not reside in the same feature space, a linear
projection layer or a perceiver resampler is required to map
the visual features Zv into a sequence of visual tokens Hv that
the language model can understand.

Large Language Model (LLM). Serving as the model’s
brain, the LLM takes visual tokens Hv and text prompt tokens
Ht as inputs and generates a predicted text sequence through
a self-attention mechanism.

B. PRINCIPLES AND CLASSIFICATION OF
COUNTERMEASURES

An adversarial attack involves adding a carefully designed
minute perturbation ¢ to the original input, causing the model
to generate an incorrect output with extremely high confidence
[5-7]. To ensure stealthiness, the perturbation ¢ is typically
constrained within an L, norm ball. The L, norm limits
the maximum pixel change, the L2 norm limits the total
perturbation energy, and the Ly norm limits the number of
modified positions, which is the sparsity condition of interest
in this paper.

Unlike label tampering in traditional classification tasks, at-
tacks targeting VLMs usually manifest as targeted misleading.
The attacker aims to minimize the conditional log-likelihood
loss between the target text ytarget and the model’s actual
output text y’.

méinLadv = —log P()’target | x + 67t) (1

C. COUNTERMEASURES AND LOCALIZED ATTACK
MECHANISMS

An adversarial patch is a local attack [8,9]. It introduces noise
with strong discriminative features into a local image region,
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thereby obscuring the semantic information of the original
scene. Compared to global minor perturbations, adversarial
patches are physically feasible, because they can be printed
and affixed to the surface of a physical target, and they
may be robust against image downsampling and perspective
transformations [12]. However, traditional dense rectangular
patches are easily detected, making sparse adversarial patches
an important balance between attack effectiveness and stealth.

D. LO-NORM OPTIMIZATION AND DISCRETE
CONSTRAINT PROBLEMS

When implementing sparse attacks, Lp-norm optimization
presents significant mathematical challenges. The Ly norm
counts the number of non-zero elements in a vector. Since
this function is discontinuous at zero and its gradient is
always zero at non-zero points, traditional gradient-based
optimization operators cannot be directly applied. The L
norm is often used as a convex approximation [16], but in
visual-language models its solutions tend to approach zero
rather than become strictly zero, generating diffuse fog-like
noise instead of absolutely sparse discrete points.

The generic Lp-norm geometry is not repeated as a figure;
the discussion is instead grounded in established sparse-
optimization literature [11,16].

For this study, the important point is not the generic shape
of the norm balls, but the computational consequence of the
LO constraint: it produces a discontinuous sparse feasible
set, so the attack objective must be split into a differentiable
VLM loss subproblem and a hard-threshold sparse projection
subproblem. This motivates the use of ADMM rather than a
simple L1 relaxation.

. AN ADMM-BASED SPARSE ADVERSARIAL PATCH
GENERATION ALGORITHM

A. MODELLING CROSS-MODAL ATTACKS UNDER
SPARSE CONSTRAINTS

Let x denote the original input image, ¢ denote the adversarial
perturbation, t denote the user text prompt, and y denote the
target induced text set by the attacker. The forward generation
process of a VLM can be abstracted as a mapping function
f(-). To induce the model to output the target text, the
cross-modal adversarial loss L,qy is defined as the negative
log-likelihood of the target text given the input. To achieve
sparsity, the objective combines adversarial loss and an LO
penalty.

Hl5in-£adv(x+6’ t) +/1“§||0 (2)

where ||6]|o denotes the number of non-zero elements in the
perturbation matrix, and A > O controls the trade-off between
sparsity and attack strength.

Compared with earlier sparse adversarial methods, the
proposed SPA does not claim sparsity as a new concept.
Its contribution is to combine sparse-patch generation with
VLM-specific cross-attention guidance and ADMM con-
straint splitting. ADMM separates the non-differentiable LO
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FIGURE 2. Redesigned Pipeline of the SPA Algorithm

projection from the differentiable cross-modal adversarial
loss, so the optimization can retain gradient-based attack
effectiveness while enforcing a strict pixel-budget constraint.

The core advantage of applying ADMM lies in its
constraint splitting mechanism. It avoids the catastrophic
gradient vanishing caused by the non-differentiable Ly norm.
By transferring the discrete projection into an independent
subproblem with an exact hard-thresholding solution, ADMM
ensures both the effectiveness of gradient-based cross-modal
attacks and strict physical-space sparsity.

Table I summarizes the principle, key limitation, VLM
applicability, and SPA gain of each representative sparse or
dense patch method, including One-Pixel attack [17] and
dense patch baselines. It shows that SPA differs from earlier
sparse attacks by combining ADMM-based LO projection
with cross-attention masking, thereby balancing targeted
ASR, strict sparsity, and visual stealth. Figure 2 presents the
redesigned SPA pipeline, linking sparse perturbation mod-
elling, cross-attention guided non-salient region selection,
and ADMM-based alternating optimisation.

B. RECONSTRUCTION OF SOLUTIONS BASED ON THE
EXTENDED LAGRANGIAN

Since the L norm is a discrete and non-convex step function,
direct gradient optimization would result in vanishing gra-
dients or computational failure. To decouple the continuous
adversarial loss from the discrete penalty term, an auxiliary
variable z is introduced, reformulating the problem into an
equality-constrained optimization problem.

min Logy (x +06,7) + Alzllo s.t.6 =2 3)
(%4

For this constrained optimization problem, an augmented
Lagrangian is constructed. By introducing a scaled dual
variable u and a penalty parameter p>0, the objective
becomes:

L,(8,z,u) = Lagv(x +0,1) + Alzllo
1Y 2 P 2
+ 5”5 -Z+ u”z - 5”“”2

Figure 3 shows the attention mask generation process,
which supports sparse perturbation placement in visually non-
salient regions rather than prominent semantic targets.
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TABLE 1. Comparison with Representative Sparse Adversarial Patch Methods

Method Principle Key limitation

VLM? SPA gain

SparseFool Linear-boundary sparse search
text
One-Pixel [17]
L1-relaxed sparse [16]
Random sparse attack
Dense patch [8,9]

Proposed SPA

Differential evolution search
Convex L1 surrogate

Random sparse pixels

Dense local patch

ADMM LO projection + atten-
tion mask

Obvious and easy to detect
Iterative alternating updates

Needs a closed-set classifier boundary; VLMs output open No

Query and dimension cost explode for large VLMs No
Often yields diffuse fog-like noise
Unstable; no semantic guidance

Optimizes semantic target loss

Uses gradient plus attention prior

Limited Hard-thresholds exact pixels

Baseline Attention-guided placement

Yes Sparse scattered perturbation

Yes Balances ASR, strict sparsity and

stealth

(a) Original Image x ) Ao HeRERAR A (c) Non-salient Mask M

FIGURE 3. Attention Mask Generation

C. ALTERNATING OPTIMISATION ITERATION PROCESS
Using the ADMM framework, minimization of the augmented
Lagrangian is decomposed into three sub-optimization prob-
lems. At the k-th iteration, the perturbation variable § is first
updated by gradient descent with z* and u* fixed.

okl = argméin (Ladv(x +8,1) + ’gH(S -ZF+ uk||§) (5)

The quadratic term acts as structured regularization, re-
stricting the current perturbation from deviating from the
sparse state of the previous iteration. An approximate optimal
solution can be obtained using PGD or Adam.

7t = argmzin (/l||Z||0+ §||5k+] _Z+uk”%) ©

This subproblem is a sparse coding problem with an
analytical hard-thresholding solution. Let v = 6%*! + uX; for
a pixel at position i, the solution is:

Z’F+1 — Vi, |Vi| > VZ/I/)(L

' 0, otherwise,

)

Finally, the dual variable is updated using the residual
between ¢ and z, accumulating the penalty for constraint
violation.

S N (5k+1 _ Zk+1) (8)

Within this alternating framework, gradient optimization
in continuous adversarial feature space is bridged with hard
clipping in discrete physical space. As iterations increase,
the residual converges to zero and the perturbation strictly
satisfies the LO constraint. Compared with heuristic random
pixel dropout, the ADMM path provides a theoretically sound
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and convergence-stable solution for sparse adversarial attacks
on VLMs.

D. THEORETICAL CONVERGENCE AND COMPLEXITY
ANALYSIS
Convergence Analysis. Although the Ly norm is non-convex
and discontinuous, making global optimization NP-hard,
the ADMM framework provides strong local convergence
guarantees under the Kurdyka—ILojasiewicz (KL) property.
Let the augmented Lagrangian be £, (6, z, u). In each alter-
nating iteration, the z-subproblem is exactly solved via hard-
thresholding, and the §-subproblem is optimized via gradient
descent. Assuming the penalty parameter p is sufficiently
large, the sequence (6", z*, uk) monotonically decreases the
augmented Lagrangian objective. The residual of the equality
constraint, ||6% — z¥||2, strictly converges to zero as k — oo,
meaning the generated perturbation ¢ eventually strictly
satisfies the discrete L sparsity constraint without oscillation.
Computational Complexity. A major concern for attacks on
large-scale VLMs is computational overhead. In the proposed
SPA algorithm, the most time-consuming step is the J-
update, which requires backpropagating gradients through the
massive VLM, resulting in a complexity of O(Cy,), where
Cyim 1S the computational cost of one VLM forward-backward
pass. Crucially, the ADMM-specific updates for z and u are
both element-wise analytical operations. The complexity of
the hard-thresholding projection for z is O(N), and the dual
variable update for u is also O (N), where N is the total number
of image pixels. Since N < Cyn, the overall complexity per
iteration remains O (Cyi ). Therefore, our ADMM constraint-
splitting mechanism achieves strict Ly sparsity with negligible
additional computational cost compared to standard PGD
attacks.

IV. A COMPREHENSIVE ROBUSTNESS EVALUATION
FRAMEWORK FOR LARGE-SCALE VISUAL LANGUAGE
MODELS

The evaluation of adversarial attacks on traditional computer
vision models typically relies on the degree of decline
in classification accuracy. However, the outputs of visual-
language models (VLMs) consist of open-ended natural
language sequences, which exhibit a high degree of semantic
diversity and uncertainty. Consequently, traditional binary
classification evaluation metrics are no longer applicable. To
comprehensively and objectively quantify the effectiveness
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and stealthiness of sparse adversarial patch attacks (SPA), this
section proposes a multi-dimensional robustness evaluation
framework tailored to VLMs’ generative tasks, covering three
dimensions: semantic-level goal achievement rate, quantifica-
tion of visual stealthiness, and adaptability to physical scenes.

A. SEMANTIC-LEVEL ROBUSTNESS EVALUATION OF
GENERATED TEXT

Given the text-generation characteristics of VLM, this paper
abandons rigid exact string matching in favour of a soft
evaluation metric based on a high-dimensional semantic
vector space. Semantic Shift is used to measure the degree of
semantic deviation between the text y’ generated by the model
after an attack and the original text yclean generated from the
clean input. This paper employs pre-trained text encoders,
such as Sentence-BERT or CLIP Text Encoder, to extract text
feature vectors and calculates the shift using cosine distance:

Shift(yclean, y,) =1- COS(Etext(yclean)’ Etext(y,)) &)

where Eix(-) denotes the text feature extraction operator.
The closer this value is to 1, the more severe the semantic
disruption caused by the attack.

In a targeted attack scenario, the attacker’s objective is to
induce the VLM to output a specific malicious instruction or
erroneous description ytarget. This paper constructs an ASR
metric based on a semantic similarity threshold. Given a test
set D containing N samples, ASR is defined as:

N
1 ,
ASR = ﬁ Z I(COS(Etext(yi)s Elext(ytargel,i)) > T) (10)
i=1
where I(+) is the indicator function, which takes the value
1 when the inner condition is satisfied and O otherwise; 7 is a
pre-set strict semantic similarity threshold, empirically set to
0.85 in this study.

B. QUANTIFICATION OF VISUAL CONCEALMENT AND
SPARSITY

High concealment is the core advantage of sparse adversarial
patches. To quantify the visual imperceptibility of the at-
tack algorithm, this paper employs the following evaluation
metrics in combination. Sparsity Ratio directly reflects the
effectiveness of Lo-norm optimisation and is defined as the
percentage of modified pixels relative to the total number of
pixels in the image:

16110

HxWxC

Achieving a high ASR at an extremely low sparsity ratio,
such as, serves as key evidence to validate the superiority of
the ADMM optimisation algorithm proposed in this paper.
Given that sporadic pixel modifications may disrupt local
image texture, this paper introduces SSIM [18] to align
with the perceptual mechanisms of the human visual system.

SR = x 100% (1)
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SSIM comprehensively measures the similarity between the
attacked image () and the original image x across three
dimensions: luminance, contrast and structure:

(Q'lux,ux+6 + Cl)(zo-x,x+6 + CZ)
(:u,zv + M,ZH.(; + Cl)(o-)% + O-)%_H; + CZ)
12)
where ¢ and o represent the mean and variance of the
image blocks, respectively. The closer the SSIM value is to 1,
the better the visual concealment.

SSIM(x,x + 6) =

C. EOT-BASED PHYSICAL-SCENE ROBUSTNESS
EVALUATION

Given that VLMs are often deployed in complex real-
world physical environments, such as visual navigation for
unmanned systems and industrial inspection, generated sparse
patches tend to fail after being resampled from the physical
to the digital domain. Therefore, this paper introduces the
Expectation over Transformation (EoT) algorithm to evaluate
the physical robustness of sparse attacks. Let T denote the
set of physical transformation distributions, encompassing
perturbations such as camera tilt, lighting variations, Gaus-
sian noise, and motion blur. In the assessment of physical
environment adaptability, the physical attack success rate
(Physical-ASR) is reformulated as the expectation under
multiple physical transformations:

ASRphysical = ET~T[
I(cos(Ewext(F(T(x +6),1)),  (13)
Eext (y:

By introducing the EoT mechanism into the evaluation
framework, we can rigorously test the actual destructive
capability of the sparse adversarial patches proposed in this
paper when removed from an ideal digital environment.

D. COMPREHENSIVE VULNERABILITY SCORE (CVS)

To provide a unified security benchmark across different VLM
architectures, this paper integrates the aforementioned metrics
into a single scalar—the Comprehensive Vulnerability Score
(CVS)—to intuitively reflect the model’s overall resistance to
attacks:

CVS =a-ASR+8-SSIM+y -exp(—SR)  (14)

where @, 8 and y are weighting coeflicients such that & +
B + v = 1. This scoring system requires attackers to strictly
control image distortion and the area of modification whilst
pursuing a high success rate, thereby providing a rigorous and
comprehensive quantitative standard for subsequent research
into defence algorithms.

V. EXPERIMENTAL RESULTS AND ANALYSIS
A. EXPERIMENTAL SETUP AND DATASETS

Experiments were conducted on mainstream open-source
vision-language models, including LLaVA [19], InstructBLIP
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[20], and MiniGPT-4 [21]. The evaluation datasets include
MSCOCO [22], VQAV2 [23], and VisDrone [24], covering
natural scenes, visual question answering, and UAV aerial
imagery. The experimental design aims to determine whether
SPA can induce targeted semantic shifts with extremely low
sparsity, whether it offers visual stealth advantages over
dense patches, and whether it remains robust under physical
transformations.

B. IMPLEMENTATION DETAILS AND BASELINES

The SPA algorithm is compared with DPatch, a dense
rectangular adversarial patch that directly optimizes all pixels
in a local region; RSA, a random sparse attack that does not
use a cross-attention mask or ADMM optimization; and the
proposed SPA with ADMM and cross-attention masking. The
optimization process uses the semantic target loss of VLM
generation while constraining perturbation sparsity through
the ADMM update process.

The baseline selection also follows the transferability
constraints of generative VLMs. SparseFool is not directly
introduced as an experimental baseline because it relies on
a locally linearized classification decision boundary, whereas
VLMs generate open-ended natural-language sequences and
do not provide a single class boundary that can be lin-
early approximated. One-Pixel Attack is also theoretically
unsuitable for large VLM evaluation because its differential-
evolution search suffers from dimensionality explosion and
unacceptable query cost in the high-dimensional visual-token
and language-generation space.

Therefore, RSA is retained as a representative sparse
baseline, while DPatch and the Ll-relaxed sparse attack
represent dense-patch and relaxed-sparsity alternatives.

This setting highlights that the main contribution of SPA is
not sparsity alone, but the combination of ADMM constraint
splitting and attention-guided sparse placement.

C. QUANTITATIVE EVALUATION RESULTS

As summarized in Table II, SPA achieves a better trade-off
than dense-patch and random sparse baselines: it keeps the
pixel modification rate below 1% while maintaining a high
targeted attack success rate and better structural similarity.
The table format also makes the comparison clearer for
readers than a mixed line-bar figure.

D. QUALITATIVE ANALYSIS: VISUAL COMPARISON
Broader sparse-patch baselines are compared in Figure 4.

Recent STKPS-Net research on anomalous action recogni-
tion further shows that selecting informative spatio-temporal
key patches can strengthen anomaly-related recognition,
supporting the motivation for attention-guided sparse patch
placement in this study [25].

The qualitative comparison indicates that DPatch generates
distinct geometric patches near the target object, making
the attack easily perceived. RSA reduces visible concentra-
tion but lacks semantic guidance, while the proposed SPA
modifies only scattered pixels in non-salient regions and
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Clean Image Dense Patch Attack Proposed SPA
a
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Visual comparison of adversarial attacks. The proposed SPA achieves successful evasion while malntaining minimal visual footprint.

FIGURE 4. Representative Visual Comparison of Adversarial Attacks on
VLM-Based UAV Imagery

(b) Rotation (0=15°)

(a) Original SPA Image

(c) lllumination Shift

(d) Gaussian Blur (o=12)

FIGURE 5. Robustness Samples under Physical-World Simulations. (a)
Original SPA Attacked Image; Transformed Samples Include Rotation,
Brightness Variation, Scaling, Blur, and Perspective Disturbance

still induces targeted misleading output. To address the fact
that sparse patches are not first introduced in this paper,
Table I further compares SPA with representative sparse
adversarial approaches and clarifies that the advantage of
SPA lies in ADMM-based constraint splitting and attention-
guided sparse placement rather than sparsity alone. As
shown in the visual comparison, while traditional methods
fail to limit the modified area effectively, ADMM’s hard-
thresholding mathematically eliminates weak perturbations
during optimization, leaving only highly concentrated discrete
points guided by the cross-attention mask.

E. ROBUSTNESS UNDER PHYSICAL
TRANSFORMATIONS (EOT)

As shown in Figure 5, under physical-world simulations, SPA
maintains adversarial effectiveness across multiple transfor-
mations. EoT optimization improves robustness to changes
in viewpoint, brightness, scale, blur, and rotation, which is
important for UAV imagery, autonomous driving, and other
open physical environments.

F. ABLATION STUDY

The ablation study verifies the role of each component. If
the ADMM framework is removed and ordinary gradient
descent is used, perturbations tend to become diffuse and
cannot satisfy strict sparsity. If the cross-attention mask is
removed, the algorithm loses the ability to identify non-salient
regions, increasing visual detectability and reducing attack
efficiency. These results confirm that ADMM optimization
and attention-guided masking are both necessary for SPA.
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TABLE 2. Quantitative Comparison of Attack Effectiveness and Visual Concealment

Attack method Targeted ASR Sparsity ratio (SR) SSIM / visual stealth Physical robustness

DPatch dense patch High High modification area Lower; visible geometric patch Moderate

Random sparse attack (RSA) Low to medium < 1% High but unstable Weak

L1-relaxed sparse attack Medium Low but diffuse Medium; fog-like perturbation Moderate

Proposed SPA High < 1% High; scattered in non-salient regions Strong with EoT evaluation
VI. CONCLUS'ONS [14] H. Yang, M. Xu, Z. Sun, and J. Chen, "CLIP-ViT detector: Side adapter with prompt for

This paper investigates sparse adversarial patch attacks
and robustness evaluation for visual-language models. The
proposed SPA algorithm combines ADMM-based LO sparse
optimization with cross-attention masking to generate highly
dispersed discrete perturbations in non-salient image re-
gions. Compared with dense patches and random sparse
perturbations, SPA achieves better visual concealment while
maintaining high targeted attack success rates. The robustness
evaluation framework further quantifies semantic deviation,
target achievement, visual stealth, and physical transformation
robustness.

The study still has limitations. The experiments mainly
rely on open-source VLMs and publicly available datasets, so
the results may not fully represent closed-source commercial
systems. Physical robustness is simulated through transfor-
mations rather than large-scale real-world deployment. In
addition, the design of target text and semantic evaluation
may influence attack measurement, and future studies should
further standardize generative-model robustness metrics.

Future research can extend sparse patch attacks to more
complex multimodal agents, embodied navigation systems,
and real physical scenarios. Defense mechanisms should com-
bine attention anomaly detection, robust multimodal align-
ment, sparse perturbation filtering, and adversarial training.
The findings of this paper reveal a new security vulnerability
in VLMs and provide a quantitative benchmark for evaluating
future multimodal defense strategies.
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