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ABSTRACT High-speed, low-latency and massive connectivity have emerged as a result of the rapid
development of 5G networks, but so have security threats. Current intrusion detection tools are poorly
adapted to the distributed, heterogeneous, and dynamic 5G environment where a flood of real-time
information is generated over a spectrum of devices at the edges and network layers. Federated learning
has been suggested in response to these threats as a new paradigm to aid in the training of intrusion
detection systems without having to aggregate the information. This review provides a detailed study
of intrusion detection systems in 5G networks that are federated learning-based, and how the federated
learning-based intrusion detection systems can address the challenges mentioned above. The paper will
also entail the discussion of the basic ideas and principles of federated learning, the importance of
robust federated optimization techniques to enhance the robustness of models, and architectural design
of distributed intrusion detection systems. Moreover, accuracy, efficiency, and resilience to adversarial
attacks are also used as indicators of performance, which emphasizes the potential and strength of
federated learning when used in complex network conditions. The key challenges and the difficulties,
including the heterogeneity, communication, and security, are also discussed and analyzed. Lastly, the
new trends and possible directions of research, such as the combination of Al explanations, adaptive
learning, and federated learning with other emerging technologies, such as edge computing and blockchain,
are also presented. In general, the paper provides a detailed and extensive perspective on the design
and development of scalable and privacy-conserving and smart intrusion detection mechanisms on next-
generation 5G networks.

INDEX TERMS 5G Networks, Intrusion Detection Systems (IDS), Federated Learning, Network Security,
Privacy-Preserving Learning, Robust Federated Optimization, Edge Computing, Non-IID Data, Adversar-
ial Attacks, Explainable Artificial Intelligence (XAI), Distributed Machine Learning, Cybersecurity in
5G

I. INTRODUCTION
The accelerated development of the fifth-generation (5G)
communication technologies, the geometric increase of the
Internet of Things (IoT) devices and cloud-based services
have already altered the contemporary digital ecosystems
considerably (Altowaijri and Ayari, 2025). The develop-
ments promise ultra-high data rates, low latency and massive
connectivity, and support applications like smart cities,
autonomous systems and real-time analytics. However, the
growing size, heterogeneity, and complexity of 5G net-
works have made network infrastructures more vulnerable
to a wide spectrum of advanced cyber threats including
distributed denial-of-service (DDoS) attacks, data breaches,
and advanced persistent threats (Rasheed and Alam, 2024).
IDS are indeed valuable, in the maintenance of network
security. They monitor what is occurring on the network
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discover things that do not appear right and inform us
when someone is possibly attempting to assault us. The
traditional method of operating the Intrusion Detection
Systems whereby all the operations are centrally managed
and we apply hard-coded rules to determine what is bad is
not effective in 5G environments.

There is plenty of data in 5G environments we are looking
at to say that the network is distributed throughout the space
and nothing ever stays the same. This renders it difficult to
maintain the old Intrusion Detection Systems and keep them
functioning properly. To remain safe in 5G environments
Intrusion Detection Systems must be capable of handling
large amounts of data and adapt rapidly (Serddio et al.,
2023).

Intrusion detection systems (IDS) are increasingly using
machine learning (ML) and deep learning (DL) methods
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to overcome these challenges. These methods are able to
automatically discover complex and nonlinear patterns in
large network data, and identify anomalies and novel forms
of attacks. Centralized ML-based methods, despite their
benefits, pose serious issues associated with data privacy,
communication overhead, and the necessity to centralize
sensitive data at the point of aggregation that is in most
cases unfeasible and dangerous in distributed 5G settings.

Federated Learning (FL) has become one of the most
promising solutions to those problems because it allows
decentralized training of models on multiple devices or edge
nodes without any need to exchange raw data. This privacy-
saving paradigm enables joint learning on distributed data
without loss of the confidentiality of the data. Federated
learning in the context of 5G networks can be applied to
create intelligent intrusion detection systems, which can use
a variety of data sources among network elements and IoT
devices to enhance detection accuracy and generalization
(Rashid et al., 2023).

Nevertheless, federated learning in intrusion detection
is not implemented with ease. The heterogeneity of 5G
environments and the distribution of data variability and un-
trustworthy or malicious participants may negatively impact
the quality of models (Blika et al., 2024). Also, federated
systems are susceptible to adversarial attacks, including
data poisoning and model manipulation, that can affect the
integrity of the learning process and decrease the quality of
intrusion detection.

Federated learning-based intrusion detection systems have
been proposed to be supported by robust federated optimiza-
tion methods to improve the reliability and robustness of
the systems. The objectives of such methods are to enhance
model resilience to noisy, biased or adversarial data and
provide efficient convergence and scalability. Robust feder-
ated optimization, with mechanisms of secure aggregation,
anomaly-resistant training and adaptive learning, can offer
a promising avenue to the development of trustworthy and
high-performance intrusion detection solutions in dynamic
5G networks (Su, 2024).

This review brings out an extensive discussion of in-
telligent intrusion detection techniques in 5G networks
with specific emphasis on effective federated optimization
techniques. It reviews contemporary developments, outlines
major issues, and points out further research opportunities to
introduce secure, scalable, and privacy-compliant intrusion
detection in the next-generation communication systems as
shown in Figure 1.

Il. BACKGROUND ON 5G NETWORKS

The fifth-generation (5G) mobile communication paradigm
is an important innovation in the network architecture,
providing ultra-low latency, massive machine type commu-
nication (mMTC), and ultra reliable low latency communi-
cation (URLLC), in addition to mobile broadband (eMBB)
enhancement(Jain, 2025). Such applications can include
transformative applications like autonomous vehicles, dis-
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Fig. 1. Intelligent Intrusion Detection in 5G Networks: A flowchart of
how IDS challenges in the past have evolved to be more intelligent with
machine learning, federated learning, and robust optimization techniques

to achieve better network security.

tant surgery, immersive AR/VR, and large scale industrial
IoT implementations. It has been observed that globally 5G
subscriptions are increasing at a high pace and it is estimated
that the subscriptions are going to surpass billions in the
next few years, a situation that indicates the large number
of subscriptions being introduced in commercial and critical
infrastructures. As a result, security concerns have taken a
more prominent role in 5G research and deployment (Cook
et al., 2023).

Although it has its benefits, the 5G architectural innova-
tions such as network slicing, software defined networking
(SDN) and network function virtualization (NFV) present
distinct security vulnerabilities and considerably increase
the attack surface. In contrast to legacy cell systems, 5G
spreads both control and data plane tasks on distributed
cloud native environments, rendering them vulnerable to
advanced threats, including control plane attacks, API abuse,
and slice based exploitation (Theodoropoulos et al., 2023).
The implementation of SDN also complicates the conven-
tional security postures with decoupling network logic and
hardware, and posing a threat to the conventional intrusion
detection mechanisms.

These challenges are enhanced by the ubiquity of 5G
connectivity, especially in the industrial and IoT markets. As
the number of tens of billions of IoT devices interconnected
around the globe is projected to grow in the near future, 5SG
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networks will be required to support exponentially larger
amounts of heterogeneous traffic. Such an upsurge increases
susceptibility to distributed denial of service (DDoS), eaves-
dropping, and subsequent lateral movement attacks that
require real time and adaptive intrusion detection systems
(Wang et al., 2025).

Traditional intrusion detection systems (IDS) are not very
scalable to dynamic 5G settings because of their fixed
signature based models and low adaptability. The urgent
necessity is to adjust IDS structures to the next generation
network designs, and evaluate the relevance of features in
SDN control space. The heterogeneity and high throughput
of 5G traffic require anomaly based detection mechanisms
that are capable of analyzing complexing temporal patterns,
detecting new threats and working with low false alarms
(Rahman et al., 2022).

In order to address these needs, extensive research has
aimed at incorporating machine learning (ML) and deep
learning (DL) into intrusion detection systems. These tech-
niques use the modern pattern recognition to identify un-
known and adaptive threats that the traditional signature
based systems cannot identify. Federated learning based on
edge Al is one of those methods that promise to become a
viable paradigm in the future, allowing joint model learning
on decentralized clients without the sharing of raw data
hence improving privacy and scaling anomaly detection in
5G enabled IoT ecosystems (Duan et al., 2023).

On device inference On device inference Deep learning
models Lightweight models like autoencoders and long
short term memory (LSTM) networks have proven effective
in threat detection in real time. Autoencoders have been
shown to be especially effective in the latent representation
of normal network behavior, which in turn allows robust
detection of anomalies in high velocity 5G traffic. The
time series network data that 5G delivers can be effectively
handled by LSTM networks due to their ability to capture
sequential and time series dependencies an essential require-
ment considering the high throughput and the variety of
services that 5G can provide (Baz et al., 2024).

In addition to recurrent architectures, Transformer based
models with multi head self attention mechanisms have also
recently achieved state of the art performance on global
temporal dynamics of heterogeneous network traffic. Such
models are always more effective than conventional convo-
lutional architecture in identifying complex time-dependent
patterns among network slices, which allows more precise
and scalable intrusion detection in multi-tenant 5G settings
(Fernando, 2024).

lll. CHALLENGES IN 5G INTRUSION DETECTION
SYSTEMS (IDS)

The emergence of 5G networks represents a transformative
step in telecommunications, introducing ultra-low latency,
massive device connectivity, network slicing, and highly vir-
tualized architectures such as Open Radio Access Networks
(Nuriev et al., 2024). Although these innovations make a
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wide range of applications possible, including autonomous
vehicles and industrial IoT, they also pose new challenges to
intrusion detection systems on an unprecedented scale. The
decentralized, diverse, and dynamic property of 5G ecosys-
tems creates massive amounts of real-time traffic of mobile
users, IoT devices, and edge computing nodes, rendering
traditional centralized or signature-based IDS frameworks
ineffective in detecting threats in time. Network slicing and
virtualized network functions increase the attack surface,
which doesn’t limit the attack but provides several points of
vulnerability where more advanced cyberattack can spread
through layers without being readily detected. Artificial
intelligence and deep learning integration in IDS boosts its
detection ability but presents other security threats, such
as adversarial attacks, model poisoning, and the challenge
of maintaining robustness and interpretability in complex
artificial intelligence models (Alotaibi and Rassam, 2023).
Another important obstacle is the computational complexity,
with resource-intensive models (especially generative and
deep neural networks) having difficulties with efficient op-
eration in real-time, and requiring an invention in model
compression, pruning, and hardware acceleration. Moreover,
the lack of annotated data on a variety of 5G applications
does not allow training generalized models, and the dis-
parate performance of devices between high-performance
smartphones and low-performance IoT sensors makes it
difficult to implement homogenous detection policies (Ahad
et al., 2026). The issues of privacy also limit the data shar-
ing, which makes the idea of centralized training methods
difficult, and the unstable network conditions at the edge
make the possibility of detecting all data incomplete or
delayed. All these contribute to a challenge in ensuring high
detection rates, low false-positive rates, and low response
time, which is essential to ensure the quality of service
and reduce packet loss in 5G applications. Consequently,
the demand is high to find intrusion detection solutions
that are not merely adaptive, scalable, and privacy-sensitive
but are also capable of confronting high traffic, in real-
time, and in large volumes without collapsing under the
pressure of advanced and emerging cyber threats. These
difficulties demonstrate the need to carry out studies on
distributed, intelligent, and strong IDS architectures capable
of functioning within the multifaceted 5G ecosystem (Alam
et al., 2026) as shown in Figure 2.

IV. FUNDAMENTALS OF FEDERATED LEARNING IN
NETWORK SECURITY

Federated learning has become a revolutionary framework
of overcoming the shortcomings of traditional intrusion
detection tools, especially when it comes to distributed and
privacy-aware 5G networks (Rezaei et al., 2025). In contrast
to centralized learning, federated learning allows multiple
devices or edge nodes to jointly train machine learning
models without having to transfer raw data to a central
repository. The individual nodes have their own local dataset
and train a model separately, and only send model updates
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Fig. 2. Intrusion Detection challenges in 5G Networks: A flow chart
identifying major challenges that include the volume of traffic, expanded
attack surfaces, AI/ML security risk and data privacy issues all boiling
down to the fact that effective and adaptable intrusion detection solutions
are required in 5G environments.

or gradients to a central aggregator to build a global modeL
(Fang et al., 2023).

This decentralized model maintains privacy of data,
lessens overhead communication and taps the diversity
of traffic patterns and operational information among dis-
tributed network elements to allow intrusion detection sys-
tems to generalize better and identify a previously unknown
threat. Federated learning minimizes the latency by process-
ing data nearer to its origin, and thus is ideal in real-time
detection in high-speed 5G networks (Liu et al., 2024).
Moreover, the paradigm enables models to dynamically
change with changing attack vectors and non-identically
distributed and non-uniform (non-I1ID) data, increasing re-
silience to advanced cyber threats and reducing the risk of
data disclosure and adversarial examples.

In addition to privacy, federated learning also solves
more practical problems with traditional centralized systems
such as computational limits on resource-constrained edge
devices, dynamic network topologies, and fault tolerance.
Nonetheless, federated learning brings with it a different set
of complications. The heterogeneity of data about clients
and computational resources may result in incompatibility
of local model updates, whereas it is essential to uphold the
security of local model updates in aggregation to avoid infer-
ence attacks or model poisoning (Nabavirazavi et al., 2023).
The training efficiency, participation encouragement, and
integrity of the global model requires efficient aggregation
mechanism, adaptive weighting of client contribution, and
incentive structure. Along with these obstacles, federated
learning provides a powerful structure of intrusion detection,
allowing the privacy preserving, scalable, and adaptive se-
curity solutions to work efficiently in the complex, dynamic,
and high-volume 5G networks. It also decreases storage
and computation overhead on clients and central servers,
protects sensitive user and operational information and in-
creases the responsiveness and dependability of real-time
threat detection systems through decentralizing the learning
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process (Hammad and Abu-Zaid, 2024).

V. ROBUST FEDERATED OPTIMIZATION TECHNIQUES
FOR IDS

In order to overcome the fundamental weaknesses of fed-
erated learning in intrusion detection systems, especially
in the dynamic and heterogeneous nature of 5G networks,
powerful federated optimization methods have been created
to maximize model resilience and reliability. The aim of
these techniques is to alleviate the impact of noisy, biased or
malicious updates, which are propagated by the edge nodes
or other involved devices, which, when unmitigated, may
jeopardize the integrity of the global model (Mahadevappa
et al., 2024).

The major techniques are secure aggregation schemes,
which make updates of models to be aggregated without
revealing individual gradients, anomaly-resistant gradient
processing, which removes the outliers, and adaptive weight-
ing schemes, which can assign influence depending on
the reliability and quality of client gradients. Furthermore,
the convergence rates and model accuracy in the case of
various data distributions and different client devices can be
enhanced by the use of advanced optimization algorithms,
including robust stochastic gradient descent, proximal fed-
erated methods, and hybrid ensemble approaches (Khan et
al., 2025).

With a combination of these methods, the intrusion detec-
tion system can be very precise and recalls high, even under
adversarial scenarios, and less vulnerable to data poison-
ing, model inversion, and other targeted attacks. Federated
learning is inherently decentralized, which, in turn, means
the absence of single-points of failure, which improves
continuity and resiliency of operations in case of coordinated
network attacks. In addition, these powerful methods enable
the implementation of lightweight and resource-efficient
models that can be deployed to edge computing nodes,
optimize memory, computational expenses, and communica-
tion overheads, and do not compromise detection accuracy
(Khalid et al., 2026).

Client-level data balancing, gradient clipping, reputation-
based aggregation further techniques are used to make
sure that the minority or infrequent classes of attack are
sufficiently represented during the training process, and that
improperly low-frequency and yet crucial intrusion incidents
are detected. Hybrid aggregation system, which combines
reputation and statistical filtering provides additional protec-
tion against bad nodes and allows strong functioning without
trusted validation datasets (Sheikhi et al., 2025). Notably,
these approaches are also privacy-sensitive, which allows
the IDS to incorporate the knowledge of several sources
without revealing sensitive user or operational information.
Together, powerful federated optimization will make feder-
ated learning-based IDS a scalable, resilient and privacy-
preserving system, which can autonomously adapt to the
changing and complex threat landscape of 5G networks
whilst achieving high efficiency, low latency, and wide
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applicability to an extensive range of network topologies
and devices (Banafaa et al., 2024).

VI. PROPOSED 5G INTRUSION DETECTION
FRAMEWORK

The proposed solution is a strong federated optimization-
based intrusion detection system in 5G networks to over-
come the issues of scalability, privacy protection, and real-
time threat detection in highly distributed systems (Chen-
noufi, 2025). Within this structure, edge devices and network
nodes are constantly gathering traffic data and extracting
local feature, which allows the detection of anomaly prelim-
inary near the source of data. Federated learning protocols
are used to train local models, so that sensitive raw data is
never transferred out of the device, but only model updates
are exchanged with a central aggregation server (Khan et
al., 2025).

This aggregator uses powerful optimization techniques to
amalgamate updates, which reduces the effects of noisy,
biased, or malicious updates, and produces a global model,
which is replicated by all the participating nodes. This
feedback mechanism allows learning and adjustment to
changing attack patterns, which makes the system very
receptive to the changing conditions of 5G networks. The
layered architecture facilitates the large-scale implementa-
tion on a wide variety of devices and network segments and
reduces communication overhead and ensures high privacy
assurances (Jangjou and Sohrabi, 2022).

The cross-silo and cross-device federated learning mech-
anisms can be added to promote flexibility in heterogeneous
environments and enable the cross-collaboration between
various administrative domains and network slices and
the efficient processing of non-identically distributed data.
The combination of smart data processing methods, such
as sophisticated feature engineering and context-sensitive
analysis, enhances the capacity of the system to identify
sophisticated and multi-phase attacks at more than one layer
of the network (Abou Elasaad et al., 2025).

Moreover, the incorporation of the semantic analysis fa-
cilities via the lightweight language-based models facilitates
processing of unstructured network logs, refutes feature
representations and enhances detection capabilities of sub-
tle or previously unknown attack patterns. Such semantic
improvement enables the framework to go beyond the
conventional statistical detection and integrate the contextual
understanding, which is especially useful when it comes to
detecting more advanced threats (Alzaabi and Mehmood,
2024).

The other important element of the recommended frame-
work is the integration of explainable artificial intelligence
mechanisms, which overcome the absence of transparency
that can be linked to sophisticated machine learning mod-
els. The system has the benefit of increasing the level
of trust, accountability and usability of the network by
administrators because it provides interpretable insights as
to why certain network behaviors are considered malicious
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(Aminu). The latter explainability features allow security
analysts to get insights into the rationale behind detection
decisions, which can be used to respond to incidents more
effectively and audit the system more effectively. Moreover,
the mechanisms of detecting and segregating compromised
or unreliable nodes are internalized into the framework,
which guarantees the integrity and reliability of the global
model under adversarial conditions.

Federated learning, strong optimization, semantic intel-
ligence, and explainable AI create a full-scale intrusion
detection system that can work effectively in an intricate
and dynamic environment of 5G networks. This system is
capable of providing high accuracy in detection, flexibility,
and transparency besides maintaining data privacy and min-
imizing latency. With the help of distributed intelligence and
a high level of analytical functions, the suggested framework
can be seen as a crucial move towards the creation of
next-generation intrusion detection systems that have the
potential to protect large-scale, heterogeneous, and mission-
critical 5G infrastructures (Kalodanis et al., 2025).

VIl. PERFORMANCE EVALUATION AND EXPERIMENTAL
RESULTS

Federated learning-based intrusion detection systems in 5G
networks need to be evaluated in terms of a range of
criteria, such as detection accuracy, false positive rates,
communication efficiency, computation overhead, scalabil-
ity, and resistance to adversarial attacks. The experimental
results are consistent, showing that federated IDS structures
could detect at a similar or better accuracy than traditional
centralized ones, and at the same time, retain data privacy
(Fedorchenko et al., 2022).

This is augmented by the adoption of strong federated
optimization methods, which increase the stability of the
system by reducing the effect of noise, biased, or malicious
client updates, increasing the reliability and stability of
the global model. Such systems exhibit high potentials in
identifying sophisticated and decentralized attack patterns
on a large number of edge devices, and adapting to changing
threat environments and supporting performance on 5G high
volume and real-time networks. Common evaluation mea-
sures like precision, recall, F1-score, accuracy, and conver-
gence speed have become common measures to assess the
performance of a system to provide a balanced perspective
on the effectiveness of detection and the efficiency of the
operation (Diallo et al., 2024).

In addition to these basic measures, performance analysis
may take into account the implications of communication
limits, the distribution of data differently in clients, and the
use of adversarial or Byzantine participants on convergence
properties and model robustness. Federated IDS models
have been shown to be significantly more efficient, and
the efficiency of some of the implementations have been
reported as high as 99, precision 95, and recall rates of
94, and the latency and communication overhead has been
reduced by large factors over centralized models. Besides
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this, it has also been shown that time savings of over
80 percent have been achieved with some configurations,
which points to how efficient distributed learning can be in
reducing computational load without reducing detector per-
formance. The capability to keep the rates of false positives
low is especially important in the real world deployment
because a high number of false alarms will overload network
administrators and make people distrust automated detection
systems (Alahmadi et al., 2022).

More empirical experiments indicate that federated mod-
els can reach macro-F1 scores of up to 98 percent, with an
accuracy of between 92 percent and 98 percent on a variety
of data sets and deployment scenarios, both in-domain
and cross-domain. The findings highlight the high level of
generalization of federated learning, which is improved with
iterative model updates to constantly improve the level of
detection (Li et al., 2025).

Relative to more basic approaches to federated opti-
mization like standard federated averaging and proximal
optimization, more sophisticated approaches to federated
optimization have shown observable gains in accuracy,
precision, recall, and Fl-score, and are also very likely to
provide performance gains without sacrificing energy usage
and communication expenses. The integration of privacy-
preserving techniques, such as differential privacy and
encryption-based ones, have also demonstrated little effects
on the overall performance of the models, preserving a high
level of detection accuracy and preserving the confidentiality
of sensitive information (Xu et al., 2021).

Besides, federated deep learning models have levels of
performance that are very similar to those of centralized
deep learning models with limited differences in accu-
racy and significant advantages in terms of training time
reduction and scalability. Federated IDS structures have
even shown superiority over centralized models in some
situations especially those where data are non-identically
distributed and in a diverse environment (Khraisat et al.,
2024).

This benefit is further increased by the fact that federated
learning is iterative and adaptive, thus improving model
generalization and addressing the impact of concept drift in
changing network conditions. Constant review of benchmark
datasets prove that federated IDS can reach a high accuracy
(more than 97 percent) and effectively recognize a great
variety of attack types without losing its strength and
efficiency. All these findings illustrate the great potential of
federated learning and robust optimization-based methods
to provide high-performance, scalable and privacy-friendly
intrusion detection solutions specifically designed with the
complex and data-intensive environment of 5G networks
(Noor et al., 2025).

VIIl. FUNDAMENTALS OF FEDERATED LEARNING

As one of the potent distributed machine learning frame-
works, federated learning has established itself as a strong
model that allows the training of models in a decentralized
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environment involving multiple clients without allowing
the flow of raw data, thus maintaining the privacy and
security of data (Beltrdn et al., 2023). Federated learning
is an alternative to traditional centralized methods, in which
data has to be aggregated at one location, unlike federated
learning where individual devices or edge nodes can train
models on their own data and send only model updates to
one central aggregator. This decentralized structure greatly
limits the risks involved in data exposure and fits the
description of environments in which there are stringent reg-
ulatory demands or corporate policies that prevent sharing
of data. These properties ensure that federated learning is
especially appropriate to 5G networks, where large amounts
of sensitive and heterogeneous data are being constantly
created at the network edge by mobile devices, [oT systems,
and distributed applications (Lee et al., 2024).

Local processing also promotes privacy, in addition to
better efficiency, as it lowers the communication overhead
and allows low-latency processing, which is essential to real-
time applications in 5G settings. Federated learning can
ease the pressure on core network infrastructure by only
transmitting model parameters, rather than raw data, and
enable them to scale to a large number of devices, including
those with low computational and storage resources. This is
particularly relevant to resource constrained edge environ-
ments, where it is vital to utilize bandwidth and processing
power efficiently. Moreover, the decentralized structure of
federated learning facilitates the combination of knowledge
based on a wide variety of different and geographically
dispersed sources, which allows intrusion detection systems
to learn a wider range of network behaviors and attack
patterns, and as a result, enhances the generalization of
models and the accuracy of detection (Khraisat et al., 2024).

The other important merit of federated learning is that
it can accommodate heterogeneous and non-identically dis-
tributed data, which is typically one of the features of real-
world 5G networks. The distribution, patterns, and charac-
teristics of data produced by different devices and network
segments are often diverse, and federated learning can
address this diversity by enabling localized training and still
participating in a single global model. This feature improves
the strength and flexibility of intrusion detection systems to
work well in different working conditions. Furthermore, fed-
erated learning allows continuous and incremental updates
of models to ensure that systems can change along with
network conditions and new cyber threats without having to
be retrained entirely (Ghimire and Rawat, 2022).

To enhance further privacy and protection, federated
learning systems can be improved with more sophisticated
methods, including differential privacy, secure aggregation
and gradient obfuscation, that assist in safeguarding sensi-
tive data even at the stage of model updates shared. Such
mechanisms make sure that the individual data contributions
cannot be reverse-engineered, which increases the confi-
dence in collaborative learning environments. Simultane-
ously, the federated learning nature makes it less dependent
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on centralized infrastructure, which eradicates the system
weak points and enhances the system resilience to targeted
attacks. Federated learning can offer a scalable, efficient,
and privacy-sensitive basis of current intrusion detection
systems, especially in the complex, fast-paced, and data-
rich environment of 5G networks by permitting collaborative
intelligence among multiple devices, maintaining the privacy
of data (Rehman et al., 2024).

IX. CHALLENGES IN FEDERATED LEARNING-BASED
INTRUSION DETECTION SYSTEMS FOR 5G NETWORKS
Although federated learning-based intrusion detection sys-
tems have many benefits, their implementation in 5G set-
tings raises many important challenges that need to be
resolved to achieve stable and scalable performance (Chen-
noufi et al., 2024). The data heterogeneity among distributed
clients is one of the most important ones: the data collected
locally tend to be non-identically distributed (non-1ID). This
inconsistency may adversely affect convergence behavior
and generalization ability of the global model resulting in
decreased detection accuracy, especially in complex and
dynamic network scenarios. The solution to this problem
is the creation of new optimization techniques that would
be able to properly combine different model updates without
compromising the stability of the system and its function-
ality on heterogeneous devices and data streams (Liu et al.,
2026).

Another significant issue in federated learning systems
is communication overhead, particularly in large-scale 5G
networks with the high connectivity of a large number of
devices. High frequency transfer of model updates between
edge devices and central aggregators may cause a strain on
network resources, add latency and reduce scalability. The
concern is also worsened by the fact that real-time intrusion
detection is required which necessitates fast and low latency
communication protocols (Tsikoudis et al., 2014). Thus,
in order to render fed learning mechanisms like update
compression, selective participation, asynchronous training
communication, communication-efficient mechanisms must
be designed in practice. In addition to that, the dynamic
nature of 5G networks with changing topology, in-between
connectivity, and variable network state makes the task of
model synchronization hard and may be subject to incon-
sistencies during the training (Gkonis et al., 2020).

Security vulnerabilities also pose a significant challenge
to federated learning-based IDS. The decentralized structure
of the framework is vulnerable to different adversarial
attacks, such as data poisoning, manipulation and evasion
attacks, and inference-based privacy attacks. The integrity
of the global model can be compromised by malicious
actors who can inject updates into the training process that
are corrupted, making the model ineffective (Chen et al.,
2020). To alleviate these risks, strong defense protocols,
like secure aggregation, client update anomaly detection,
and Byzantine-resilient optimization are needed. It is also
essential to make sure that the updates of the models are
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confidential since it is possible to infer sensitive informa-
tion by the presence of gradients unless privacy-preserving
methods are applied (Shokri and Shmatikov, 2015).
Practically, edge devices have limited computational and
power resources which further inhibit deployment. Most 5G-
connected devices, especially IoT sensors, are limited in the
processing power, memory, and battery life, as it is difficult
to run complex machine learning models. This requires the
design of lightweight and power efficient algorithms that
can work efficiently within the resource constraints without
affecting the detection performance. In addition, scaling of
federated learning systems in large and highly dynamic
settings is an unresolved issue especially when trying to
adjust to changes in client participation and differences in
the quality of data between nodes (Beltran et al., 2023).
The other significant weakness is the quality and ac-
cessibility of datasets to train and test. The absence of
heterogeneous, representative, and realistic 5G data prevents
the possibility to strictly evaluate the performance of mod-
els and their generalization. This is even complicated by
the fact that realistic attack scenarios and dynamic traffic
patterns are difficult to capture and are fundamental in
developing effective intrusion detection systems. Also, the
theoretical premises of most federated learning algorithms,
including similarity in the data between clients or consistent
attendance, are frequently not met in practice, and the
convergence behavior is unpredictable, and efficiency in
anomaly detection tasks is diminished (Gow et al., 2017).
Lastly, the fast propagation of 5G-based IoT environments
compounds these pressures further by raising the complexity
of systems, resource consumption, and vulnerability to risks.
To deal with such problems, a comprehensive solution is
needed that involves powerful optimization methodologies,
effective communication systems, sophisticated security so-
lutions, as well as the implementation of adaptive learning
systems. Further studies in these directions are crucial to
achieve the full potential of federated learning in intrusion
detection to create scalable, secure, and efficient solutions
that can operate in the highly dynamic and heterogeneous
environment of the current 5G networks (Noor et al., 2025).

X. FUTURE DIRECTIONS

The 5G intrusion detection systems research in the future
will mainly aim at improving robustness, scalability, adapt-
ability, and interpretability in federated learning. The ne-
cessity of autonomous and intelligent security mechanisms
increases as 5SG networks keep becoming more and more
complex (Blika et al., 2024). Among the main directions,
the creation of more sophisticated aggregation methods and
customized federated learning frameworks capable of man-
aging heterogeneous data distributions in various network
nodes can be observed, benefiting the accuracy of detection
and efficiency of work. Concept drift in online, continual
and transfer learning is also a crucial concept to address to
ensure that online intrusion detection systems are still valid
in the environment of dynamically varying traffic patterns
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and the development of cyber threats (Jemili et al., 2025).
In this regard, adaptive learning processes that dynamically
update model parameters on real time basis will be very
important in ensuring system relevance and responsiveness.

The other valuable area of research is the incorporation
of explainable artificial intelligence into federated learning
systems. As intrusion detection models grow more complex,
it is critical to offer transparent and understandable insights
into such models to gain trust, speed of incident response
and accountability in critical processes. Further ways of
improving the scalability, interpretability, and performance
of the models are advanced methods like attention mecha-
nisms, knowledge distillation, and self-supervised learning.
Simultaneously, the integration of advanced deep learning
structures such as graph-based models and multi-modal
learning techniques may be of great value to the capacity of
the IDS to identify intricate constraints and identify subtle
and multi-contextual attack patterns in highly dynamic 5G
settings (Yao, 2023).

The security and integrity of a federated learning system
itself is also a difficult concern, especially when it is subject
to adversarial attacks, including data poisoning, model inver-
sion, and gradient manipulation attacks. The next generation
of work should be directed at creating strong defense
measures that will help identify and eliminate such attacks
without disrupting the collaborative characteristics of feder-
ated learning. The hierarchical federated architectures and
decentralized client-clustering strategies provide potential
solutions to the enhancement of scalability and efficiency
in large-scale IoT and edge computing systems. Also, it
is necessary to test IDS frameworks in adversarial settings
and in hostile environments to confirm their resilience and
practical use (SABRINE et al., 2024).

Federated learning as a technology combined with com-
plementary technologies also has great potential of being
innovated. Federated IDS can be used in conjunction with
other security strategies, including intrusion prevention sys-
tems and adaptive firewalls, which may result in more
thorough and multilayered security solutions. Moreover,
the integration of blockchain technology may contribute
to greater transparency, confidence and tracking of model
updates, which will allow the network participants to col-
laborate securely and in a decentralized manner. Privacy-
protecting methods, such as differential privacy and secure
multi-party computation will remain crucial in keeping the
data protection regulations and high detection rates (Bala-
murugan, 2025).

In addition to technical improvements, the effects of
network-level issues, including the instability of the com-
munication, changes in latency, and resource limitations, on
federated IDS performance should also be included in future
research. To make practical deployments, it is necessary to
develop lightweight, energy efficient models that can work
under these conditions.

Besides, the ability to extend federated intrusion detection
architectures to a variety of 5G applications, such as indus-
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trial IoT, smart cities, and mission-critical applications, will
necessitate domain-specific solutions that consider domain-
specific requirements and constraints (Rafique et al., 2024).
Lastly, the societal and ethical aspects of Al-based intrusion
detection systems should be taken into account.

There should be problems concerning the algorithmic
bias, fairness, and responsible use of automated decision-
making processes to provide fair and reliable security
practices. The privacy preservation versus effective threat
detection is another interesting aspect that concerns ex-
ploration, especially in multi-stakeholder 5G environments
where contradictory demands might occur.

On the whole, the further evolution of federated learning,
along with powerful optimization, explainable Al, and new
technologies, offers a bright future of creating safe, scal-
able, and intelligent intrusion detection systems that could
protect the diverse and dynamic environment of 5G network
(Alanazi, 2023) as shown in Figure 3.

XI. CONCLUSION

To sum up, federated learning as an extension of intrusion
detection systems is a major step in the right direction in
combating the security threats of contemporary 5G net-
works. Federated learning due to its distributed and privacy-
preserving nature can be used to train a model collabora-
tively across a variety of network nodes without sharing
sensitive data, making it especially suitable to the decen-
tralized and data-heavy nature of 5G environments. In this
review, the federated learning-based IDS frameworks have
been proven to have high detection accuracy, scalability, and
adaptability with low latency and minimized communication
overhead. The integration of strong federate optimization
strategies also contributes to the resilience of the system to
adversarial attacks that guarantee efficient operation even
with the presence of corrupt or untrustworthy actors.

In spite of these benefits, a number of issues persist,
such as managing non-IID data distributions, providing
efficient communication, managing resource limitations on
the edge devices, and resistance to advanced adversarial
attacks. There is also the limitation of the standardization of
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datasets and real-world evaluation structures to fully validate
such systems in real-world deployments. Nevertheless, the
current developments of adaptive learning methods, privacy-
sensitive approaches, and explainable Al should help over-
come these shortcomings and further enhance the efficiency
of federated IDS.

In the future, federated learning intersects with new
technologies like edge intelligence, blockchain, and state-
of-the-art deep learning architectures, which offer high
innovation potential. Such developments will probably allow
the development of more powerful, open, and scalable
intrusion detection systems that can run effectively in highly
dynamic and heterogeneous environments. Finally, federated
learning provides a good direction to the development
of next-generation security solutions that are capable of
safeguarding not only critical 5G infrastructure but also
guarantee privacy, trust, and resilience in an increasingly
interconnected digital ecosystem.
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