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ABSTRACT This paper proposes a multi-attribute graph modeling method based on attention-enhanced
GCN to analyze open source component dependency graphs, addressing biases in complexity scores
caused by intricate dependency structures and missing version semantics. By integrating multi-attribute
dependency information with graph neural networks, this approach improves the accuracy of identifying
risks within engineering software supply chains. A multi-attribute dependency graph is constructed with
components as nodes and dependencies as edges, integrating dependency types, version constraints, and
maintenance metadata as node and edge features. A version-aware edge weighting mechanism is then
designed to calculate version intersection coverage by parsing semantic version expressions, enhancing
the semantic expression of graph compatibility. Furthermore, a hierarchical edge-attention GCN module is
applied, leveraging multi-head attention to dynamically learn propagation weights for critical dependency
paths and enhance feature aggregation for high-risk delivery chains. Finally, a fully connected layer
generates a fine-grained complexity score that incorporates structural depth, dependency breadth, version
fragmentation, and maintenance health, and gradient attribution is used to make the score interpretable.
Experiments show that in terms of scoring discrimination ability, the F1-score of the proposed method
in large-scale (>500 nodes) scenarios is 0.85±0.018, and the accuracy is 0.88±0.015, which effectively
copes with structural complexity; in terms of project scoring consistency assessment, the Spearman rank
correlation coefficient in high-fragmentation (≥3 major versions) scenarios is 0.90±0.016, and the KL
divergence is 0.32±0.025, which alleviates the problem of missing version semantics.

INDEX TERMS open-source components, dependency graph, graph convolutional network, supply chain
complexity, engineering software

I. INTRODUCTION

THE widespread reuse of open-source components has
led to a highly interconnected software ecosystem

within manufacturing and technical fields, where the struc-
tural characteristics of these digital dependencies directly
affect the security and maintainability of industrial systems.
This architectural complexity determines the overall stability
and operational resilience of the modern industry when
integrating advanced digital tools [1,2]. Components form a
multi-level topological network through explicit dependen-
cies and implicit transfers, in which version constraint logic
and maintenance status are intertwined within the graph
structure, forming a complex co-evolutionary system [3].
Accurately characterizing the organizational laws of this
network requires moving beyond the limitations of sim-
ple topological analysis and integrating multidimensional

attributes such as semantic compatibility, dependency type
weights, and ecological activity [4-6]. Constructing a seman-
tically aware scoring system can not only reveal potential
cascading failure paths but also provide a quantitative basis
for architectural optimization, dependency updates, and risk
response [7,8].

Current models and evaluation systems for open source
component dependency graphs suffer from a deep gap
between structural representation and semantic integration.
Most methods simplify dependency relationships into binary
connections, ignoring the logical structure and compatibility
intent of the version constraint expressions carried by the
edges, resulting in a severe sparsity of semantic information
on the edges in the graph [9-10]. Version numbers, as key
attributes, are often treated as discrete labels or simple
numerical vectors, failing to reflect the asymmetric compat-
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ibility ranges defined by operators such as tilde and caret
under the SemVer specification, leading to misjudgments of
the actual upgradeable ranges between components [11-12].
Node features are often limited to basic metadata, lacking
dynamic modeling of maintenance cadence, release patterns,
and community response delays, making it difficult to reflect
the potential decline in long-term component availability
[13]. Graph neural networks generally employ a homoge-
nized neighborhood aggregation mechanism during feature
propagation, failing to distinguish between the roles of direct
and transitive dependencies in risk transmission, nor do they
apply a learnable mechanism for stratified weighting of the
influence of different dependency types [14-16]. The gen-
eration phase often relies on linear combinations or empir-
ical formulas, lacking a decoupled mapping structure from
graph representation to complexity dimensions, making it
difficult to trace output results back to specific dependency
paths or structural patterns [17-18]. More critically, existing
frameworks generally lack the ability to attribute score
composition, failing to answer the core governance question
of “why a component is complex” [19-20]. These issues
collectively restrict the evolution of complexity assessment
from static description to dynamic explanation, limiting its
practical utility in dependency optimization and architectural
decision-making. This paper aims to establish a struc-
tural complexity metric for open source component supply
chains, overcoming the limitations of traditional metrics in
semantic expression and propagation modeling. Its core con-
tributions are reflected in four key areas: First, it proposes
a multi-attribute dependency graph construction paradigm
that unifies component metadata, dependency types, and
version constraint expressions to form a graph representation
that combines both structural and semantic information.
Second, it designs a version intersection coverage calcu-
lation model that generates continuous edge weights by
parsing SemVer expressions, accurately reflecting the actual
compatibility potential between components and compen-
sating for the information loss caused by discrete judg-
ments. Third, it develops a hierarchical edge-attention GCN
(Graph Convolutional Network) module that dynamically
learns the propagation importance of each dependency edge
during message delivery, particularly focusing on features
of high-risk paths and improving the model’s sensitivity
to critical links. Fourth, it constructs a four-dimensional
complexity scoring system that measures structural nesting
depth, dependency radius, version distribution dispersion,
and maintenance health. Using gradient attribution tech-
niques, it traces the scoring back to the source, achieving
an interpretable mapping from scoring results to specific
dependency paths. This method not only provides a fine-
grained risk profile but also supports dimensionally broken
down optimization recommendations, assisting developers
in identifying refactoring priorities. The experimental part
verifies the model’s advantages in complexity discrimina-
tion, risk prediction accuracy, and attribution consistency
on mainstream open source ecological data sets, and proves

its practical value in supply chain governance.

II. RELATED WORK
There have been various modeling attempts in academia for
structural analysis of dependency graphs. Early studies used
static graph traversal methods to count topological features
such as in-degree, out-degree, and path length to identify
core nodes and potential bottlenecks [21-22]. Subsequent
work applied complex network theory to calculate indicators
such as betweenness centrality and clustering coefficient,
attempting to reveal the distribution of component influence
in the network [23-24]. In the field of machine learning,
some studies have attempted to represent components as
low-dimensional vectors and use Node2Vec or DeepWalk
for embedding learning, which has been widely used in
community structure theory and network detection [25-26].
In terms of version processing, Ajibode A’s research re-
vealed that the 52,227 pre-trained language models released
on Hugging Face had problems such as confusing naming,
insufficient documentation transparency, and arbitrary ver-
sion control, emphasizing the need to establish standardized
and semantic versioning practices [27]. Kathi S R proposed
an AI-assisted method that automatically repairs and pri-
oritizes dependency vulnerabilities in enterprise-level Java
systems through dependency analysis, vulnerability infor-
mation, and machine learning models, thereby improving the
efficiency and effectiveness of security maintenance [28].
However, these methods generally regard version constraints
as Boolean judgments, lack a quantitative assessment of
the degree of overlap between version intervals, and cannot
reflect the size of the actual upgrade space. At the same
time, most models assign equal weights to all adjacent edges
during message transmission, ignoring the differentiated
impact of different dependency types and version matching
quality on risk propagation. More importantly, the existing
scoring system mostly stays at the macro-aggregation level,
lacks decoupled modeling of structural depth, dependency
breadth, version fragmentation, and maintenance status, and
is difficult to provide actionable optimization suggestions.
Overall, current research still has obvious gaps in seman-
tic parsing accuracy, dynamic weight allocation, and fine-
grained indicator generation.

The development of graph neural networks has provided a
new path for modeling complex dependency structures [29-
30]. In recent years, attention mechanisms have been applied
to the GNN (Graph Neural Network) architecture, enabling
the model to selectively aggregate neighbor information.
For example, GAT (Graph Attention Networks) adjusts the
importance of edges through learnable attention coefficients,
demonstrating superior performance in social networks and
recommendation systems [31-32]. In the field of software
engineering, some studies have used similar structures to
identify vulnerable code modules and trace defect propa-
gation paths using attention weights [33]. Another type of
work explores joint encoding strategies for multi-attribute
graphs, mapping multiple features of nodes and edges to a
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unified representation space to enhance the model’s ability
to integrate heterogeneous information [34-35]. It is worth
noting that the hierarchical attention structure performs well
in capturing long-range dependencies, allowing the model
to focus on local and global patterns at different levels, and
has been applied to the field of traffic prediction[36]. Despite
this, existing applications have mostly focused on isomor-
phic graphs or simple attribute graphs, failing to specifi-
cally design for the dynamic nature of version intersections
and the sparsity of maintenance metadata unique to open
source dependency graphs. While attempts have been made
to employ edge-attention mechanisms, these mechanisms
often rely on manually set thresholds or static rules and
lack the ability to adaptively learn from data. Furthermore,
most models output classification labels or risk ratings,
lacking explicit decomposition and attribution analysis of
the scoring components, limiting their practical applicability
in governance. In light of this, this paper constructs a
version-aware multi-attribute graph modeling framework,
combining hierarchical edge-attention GCNs with gradient
attribution techniques to achieve end-to-end generation from
raw dependency data to interpretable complexity scores.

III. DEPENDENCY GRAPH MODELING BASED ON
ATTENTION-ENHANCED GCN
Figure 1 illustrates an open-source supply chain complexity
assessment system based on an attention-enhanced graph
convolutional network. Starting with multi-source data in-
put, the system constructs a multi-attribute graph containing
node metadata and dependency edge semantics. Its core
innovation lies in version-aware edge weight calculation,
which parses semantic version constraints into continuous
compatibility metrics. The hierarchical attention GCN mod-
ule dynamically learns the importance of dependency paths,
capturing complex propagation patterns through a multi-
head mechanism. Ultimately, it outputs interpretable scores
based on four dimensions: structural depth, dependency
breadth, version fragmentation, and maintenance health.
Combined with an interpretability layer, this provides a
quantitative basis for supply chain governance.

A. BUILDING A MULTI-ATTRIBUTE OPEN SOURCE
COMPONENT DEPENDENCY GRAPH
1) Multidimensional Metadata Encoding Mechanism for
Node Features
In the construction of the multi-attribute dependency graph,
each node represents an open source component, and its
semantic representation consists of a set of maintainability
indicators extracted from real ecological data. To charac-
terize the long-term evolution trend and governance quality
of the component, the initial feature vector of the node is
generated by aggregating metadata of multiple dimensions.
The maintainer activity is measured by the density of code
submissions per unit time, which serves as the core metric. It
is worth noting that a high submission frequency alone does
not directly equate to high maintenance quality; this work

effectively suppresses noise signals caused by emergency
fixes or development turbulence by introducing Pull Request
response latency and Issue closed-loop stability as adjust-
ment factors. This combined indicator reflects the response
consistency of the project maintenance subject. The update
frequency uses a sliding window to count the logarithmic
mean of the intervals between version releases in the past
12 months, and is processed by minimum smoothing and
interval normalization to eliminate noise interference caused
by sudden changes in the release rhythm. Vulnerability
history information is extracted by linking public records
in the national vulnerability database to extract component-
related security defect entries, and an exponential decay
function is applied to perform weighted accumulation on
the time span. The expression is:

Vi =
∑
v∈Ci

e−λ·∆tv (1)

Vi represents the cumulative vulnerability strength of a
component; Ci is the set of all associated security incidents;
∆tv is the time difference between the incident disclosure
time and the current moment (in months); and λ is the
decay rate parameter, which controls the rate at which
the impact of historical risks decays over time. These
indicators are normalized and concatenated to form a high-
dimensional node attribute vector. Furthermore, a binary flag
is applied to encode the lifecycle status of a component,
including whether it is under maintenance, marked as a
core dependency by the official ecosystem, or has been
deprecated, further enhancing the semantic differentiation
of nodes within the structure. All features are organized at
a unified scale to form the initial input representation of
each node in the graph, ensuring that the subsequent graph
neural network can effectively capture the dynamic behavior
patterns of components in the supply chain.

2) Structural Attribute Modeling of Dependency Edges
Dependencies connect nodes as directed edges, from the
depender to the dependee, fully preserving call semantics.
Each edge carries three structural attributes: dependency
type, call strength, and version constraint semantics. Depen-
dency type is determined based on the hierarchical position
of the dependency declaration. By parsing the differences
between direct references and nested dependency paths in
the project configuration file, edges are classified as direct or
transitive and embedded in the edge feature space in a one-
hot encoding format. Call strength is obtained by statically
analyzing the frequency of references to external component
APIs (Application Programming Interfaces) in the source
code. The raw counts are logarithmically compressed and
Z-score normalized to suppress the over-dominance of fre-
quently called components in graph propagation. It should
be noted that the call intensity in this work is based on
static source code analysis and may not cover scenarios
such as reflection or runtime dynamic loading; however,
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FIGURE 1. Open Source Supply Chain Complexity Assessment System

in the dependency relationships of mainstream open-source
components, explicit API references remain the main form
of dependency coupling, and this metric, used in conjunction
with other edge attributes, can mitigate the bias caused by
incomplete coverage to some extent.

The extraction of version constraint semantics relies on
the grammatical parsing of SemVer specification expres-
sions, using a finite state machine to identify operator
patterns and map them into a mathematical description of
version compatibility intervals. The parsing result includes
the minimum acceptable version, the maximum acceptable
version, and the interval open and closed flag, forming a
four-dimensional real number vector. After being concate-
nated with other edge attributes, this vector is independently
normalized and linearly projected into a unified feature
space to form an edge attribute tensor. Ultimately, the
entire dependency graph is defined by the node feature
matrix, edge connection index, and edge attribute tensor,
forming a multi-attribute heterogeneous graph with both
topological structure and semantic details. This modeling
method embeds key governance signals such as version
strategy, usage intensity, and dependency hierarchy into
the underlying structure of the graph, providing a fine-
grained input foundation for subsequent semantically-aware
risk propagation modeling.

B. DESIGNING A VERSION-AWARE EDGE WEIGHT
CALCULATION MECHANISM
1) Parsing and Standardizing Semantic Version Ranges
To achieve a precise semantic understanding of version
constraints in dependency relationships, this paper adopts
a syntax-driven parsing strategy to convert raw version
expressions into computable numeric intervals. All input
version constraint strings are first preprocessed with reg-
ular expressions to remove redundant modifiers and illegal
characters to ensure format consistency. Then, based on the

state transition rules defined in the SemVer specification, a
finite state automaton is constructed to identify and classify
operators, including common patterns such as the caret (^),
tilde (~), and ranges (>=, <, =). Each type of operator
triggers the corresponding interval generation logic, and the
corresponding minimum and maximum acceptable versions
are calculated using the preset version semantic rule engine.

For major version locking class constraints, the maximum
boundary is set to the previous version with the major
version number incremented; for minor version locking class
constraints, the minor version increment is used as the upper
limit. All generated intervals are uniformly represented in
closed and open form, that is, left-closed and right-open
intervals, to avoid compatibility misjudgments caused by
boundary processing ambiguity. The interval endpoints are
mapped to real number vectors through dotted decimal
encoding to facilitate subsequent numerical operations. This
process converts discrete text expressions into structured
mathematical descriptions, making the version strategies
between different components comparable and operational,
and solving the semantic loss problem caused by treating
versions as labels in traditional methods. This standardized
representation serves as the basis for subsequent intersec-
tion calculations, ensuring that compatibility evaluation is
conducted within a unified semantic framework.

2) Quantification of Version Intersection Coverage and
Generation of Edge Weights
After completing the resolution of the version ranges of both
dependent parties, it further calculates the degree of overlap
in their actual compatible ranges, which serves as the core
basis for edge weights. Assuming that the acceptable version
range declared by the relying party is [amin, amax], and the
version coverage range actually released by the dependent
party is [bmin, bmax], then the intersection of the two is
defined as:
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I = [max(amin, bmin),min(amax, bmax)] (2)

If the lower bound of the intersection is not less than
the upper bound, it is determined that there is no valid
intersection and the weight is reset to zero; otherwise,
the ratio of the intersection length to the length of the
interval declared by the relying party is calculated to form
a normalized coverage index:

w =
min(amax, bmax)−max(amin, bmin)

amax − amin
(3)

w is the version compatibility strength weight of the depen-
dency edge, with a value range between [0,1], reflecting
the proportion of the actual satisfyable version space to
the declared range. This indicator not only captures the
degree of overlap of the version range but also implies
the influence of the strictness of the constraint - when the
declared range is narrow, a small version mismatch causes
the weight to drop significantly, thereby amplifying the risk
signal of potential upgrade conflicts. To enhance robustness
against edge cases, a small threshold is applied. When the
denominator is less than this value, it is regarded as an
exact match to prevent division by zero anomalies. The
weights of all edges are quantile-normalized globally to
eliminate systematic offsets caused by differences in version
release density between different ecosystems. Finally, the
weight matrix is embedded in the adjacency structure of the
graph, replacing the traditional binary connection identifier
to form a weighted adjacency representation. In subse-
quent graph convolution operations, this weight directly
participates in the weighted aggregation of features during
message passing, giving dependency paths with high version
compatibility a higher propagation priority in information
flow. Through this mechanism, the model can dynamically
distinguish between “nominal dependencies” and “actually
operational dependencies,” effectively alleviating the prob-
lem of false connections caused by version mismatches
and improving the graph’s ability to accurately depict real-
world supply chain behavior. Here, “actually operational
dependencies” does not refer to runtime behavior, but rather
to dependencies with nonzero version overlap coverage in
the static dependency declaration, i.e., dependencies with
actual satisfiability at the version semantic level; in con-
trast, “nominal dependencies” only refers to declarations
existing in the configuration file, regardless of whether they
can actually be satisfied. This weight construction method
elevates semantic compatibility from a Boolean judgment
to a continuous metric, providing a fine-grained structural
basis for complexity assessment.

Figure 2 shows a scatter plot of the correlation between
dependency type, call intensity, and version coverage. The
horizontal axis shows normalized call intensity, and the
vertical axis shows calculated version intersection coverage.
Blue dots represent direct dependencies, and red dots rep-
resent transitive dependencies. The data shows a very clear

distribution pattern that fully aligns with theoretical expecta-
tions: blue dots (direct dependencies) are prominently clus-
tered in the upper right quadrant of the graph. Specifically,
direct dependencies have version coverage greater than 0.4
(high compatibility) and call intensity greater than 0.5 (high
usage intensity). This indicates that developers actively
maintain and call stable and compatible direct dependencies,
which are core to project functionality. In contrast, red dots
(transitive dependencies) are mostly distributed in the lower
left quadrant of the graph. Transitive dependencies mostly
have version coverage less than 0.4 (low compatibility) and
call intensity less than 0.5 (low usage intensity). These are
often indirectly imported dependencies that have not been
carefully evaluated, applying potential compatibility risks.
This stark contrast demonstrates the absolute necessity of
distinguishing dependency types in edge features.

Figure 3(a) shows a continuous response curve of the
“intersection coverage weight” as the starting point of
the dependent component’s release interval changes. The
horizontal axis represents the minimum version number of
the actual release interval, which ranges from 1.0 to 2.2,
covering the typical migration interval from major version 1
to 2. The vertical axis shows the proposed intersection cov-
erage weight and the traditional Boolean matching degree.
The data shows that when the minimum version number is
lower than 1.2, the intersection coverage weight increases as
it rises, reaching a peak after the minimum version number
is 1.2. It then decreases after the minimum version number
is greater than 1.6 as the release interval gradually moves
outside the declared range, forming an asymmetric bell-
shaped response. This change reveals that compatibility is
not a sudden change, but rather has a gradual overlap and
decay period. Traditional Boolean methods show a hard
jump in this period and fail to reflect the true compatibility
potential. Figure 3(b) shows a weighted adjacency matrix
heat map of a five-node open source component subgraph.
The data is an explicitly defined 5×5 matrix, no longer
relying on random generation. The horizontal axis represents
the dependency initiator component, and the vertical axis
represents the dependent target component. Matrix elements
represent the version compatibility weights from the initiator
component to the dependent component. The dependency
weight of initiator component 2 on dependent target com-
ponent 1 is 0.65, indicating strong compatibility. The depen-
dency weight of initiator component 4 on dependent target
component 1 is 0.78, the highest in the graph, indicating
a close match between their version strategies and stable
maintenance. The dependency weight of initiator component
5 on dependent target component 3 is 0.12, approaching the
failure threshold, indicating potential version fragmentation
or maintenance lags. Edge weights constructed using version
intersection coverage are not only mathematically rigorous
but also clearly visualize differences in the actual com-
patibility potential between components, supporting fine-
grained modeling of subsequent complexity scores.
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FIGURE 2. Dependency Attribute Association Analysis

FIGURE 3. Visualization of Version Compatibility and Dependency Weight

C. IMPLEMENTING THE HIERARCHICAL ATTENTION
GRAPH CONVOLUTION MODULE
In each layer of the graph convolution operation, to achieve
dynamic regulation of the propagation strength of the depen-
dency path, an attention calculation structure that depends
on edge attributes is designed. This mechanism takes the
edge feature vector between node pairs as input, including
version compatibility weights, dependency type encodings,
and call strength normalization values. It generates attention
precursor representations through learnable linear transfor-
mations. Specifically, for any directed edge-connected node,
its edge feature vector is mapped to a low-dimensional latent
space, processed by a nonlinear activation function, and then
spliced with the current layer embeddings of the source and
target nodes to form a joint attention input. The spliced
vector is then weightedly projected through another set of
trainable parameters to output a scalar attention score. The
process can be expressed as:

aij = w⊤σ
(
W1[h

(l)
i ,h

(l)
j , eij ]

)
(4)

aij is the unnormalized node-to-node attention coeffi-
cient; h

(l)
i and h

(l)
j are the hidden states of nodes i and

j at layer l, respectively; eij is the attribute vector of
the corresponding edge; W1 is the shared transformation
matrix; σ is the LeakyReLU (Leaky Rectified Linear Unit)
activation function; and w is the attention weight vector.
The attention scores of all adjacent edges are normalized
on the set of incoming edges of the target node using the
Softmax function to ensure that the weight distribution has
an interpretable probabilistic meaning.

To further enhance the model’s ability to capture complex
dependency patterns, a multi-head attention mechanism is
applied to perform the aforementioned attention calculation
process in parallel across multiple independent subspaces.
Each attention head is equipped with an independent pa-
rameter matrix, allowing the model to learn differentiated
dependency importance distributions across different rep-
resentation subspaces. The weighted aggregation results of
the outputs from each head are concatenated and then
mapped back to the original hidden dimensions via a linear
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transformation to form the final layer output representation:

h
(l+1)
i = σ

∥∥∥∥K
k=1

 ∑
j∈N (i)

α
(k)
ij W

(k)
2 h

(l)
j

Wo (5)

α
(k)
ij is the normalized weight calculated by the attention

head; N (i) is the node i’s neighbor set; ∥ represents
the vector concatenation operation; W

(k)
2 is the feature

transformation matrix for each head; and Wo is the output
projection matrix. Furthermore, during inter-layer transport
in the four-layer GCN, residual connections are used for
gating and fusing the state of the previous layer’s nodes
with the output of the current layer, thereby mitigating the
gradient diffusion problem that may result from four-layer
deep stacking. The gating mechanism is controlled by a
learnable parameter that dynamically adjusts the proportion
of historical states retained based on the information gain
of the current layer.

TABLE 1. Core Configuration of the Hierarchical Edge Attention GCN Module

Parameter Category Parameter Name Value

Network Architecture Number of GCN Layers 4
Number of Attention Heads 8
Node Hidden Dimension 128
Edge Feature Dimension 64

Training Configuration Learning Rate 0.001
Dropout Rate 0.3
Weight Decay 5 × 10−4

Batch Size 32
Early Stopping Patience 30

Attention Mechanism LeakyReLU Slope 0.2

Table 1 lists the core configuration of the layered edge
attention GCN module. The network consists of four layers,
each employing an 8-head attention mechanism. The node
hidden dimension is set to 128, and the edge feature di-
mension is 64, balancing expressiveness and computational
efficiency. During training, a learning rate of 0.001 and a
dropout rate of 0.3 are used to prevent overfitting; weight
decay is set to 5 × 10−4 for enhanced regularization. The
batch size is 32, with 30 epochs of early stopping to
ensure training stability. LeakyReLU activation is used in
the attention calculation, with a slope of 0.2. The over-
all parameter settings have been fine-tuned over multiple
rounds, ensuring that the model remains lightweight while
effectively supporting the fine-grained modeling of complex
dependency paths and accurately identifying high-risk trans-
mission chains.

D. GENERATING AN INTERPRETABLE COMPLEXITY
SCORE VECTOR
1) Four-Dimensional Decoupled Complexity Score
Generation Mechanism
After the graph neural network completes multi-layer feature
propagation, each component node corresponds to a high-

dimensional embedding vector that combines its structural
context within the dependency graph with multi-attribute se-
mantic information. To achieve a refined depiction of supply
chain complexity, a structured output layer is designed to
map the final layer node embeddings to four interpretable
complexity dimensions. Specifically, a set of independent,
fully connected subnetworks is used to process the em-
bedding vectors separately, each dedicated to generating a
scoring component for a specific dimension. This ensures
that the various indicators do not interfere with each other
during the learning process, resulting in decoupled model-
ing. The structural depth is evaluated by the sub-network at
the nesting level of the node in the dependency call chain,
and by capturing the longest and shortest path distribution
between it and the top-level application, it quantifies the
depth of its position in the supply chain; the dependency
breadth reflects the radiation range of the component refer-
enced by different projects or modules, and combines the in-
degree statistics and cross-subgraph connectivity indicators
to measure its ecological coupling strength. The version
fragmentation is determined by analyzing the degree of
dispersion of the version constraint intersection coverage
distribution of all its upstream dependencies. The standard
deviation and range information are implicitly encoded in
the feature propagation path, extracted by the corresponding
sub-network, and normalized for output. Maintenance health
is based on the dynamic evolution pattern of the node’s own
maintenance metadata, and evaluates the comprehensive
performance of its update regularity, vulnerability repair
delay, and community response level. Although the various
complexity dimensions are correlated in reality, the use
of independent sub-networks aims to achieve dimensional
decoupling and attribution clarity of the scoring results; it
is worth noting that, since all sub-networks share the same
context-aware embedding extracted by the same graph neu-
ral network, the potential dependencies between dimensions
have been fully modeled at the feature level. The output
of each sub-network is compressed to the [0,1] interval by
Sigmoid transformation to form a standardized score:

sd = σ(w⊤
d h

(L)
i + bd) (6)

sd represents the score of the d-th complexity dimension;
h
(L)
i is the final embedding of node i at layer L; w⊤

d and bd
are the learnable weight vector and bias term corresponding
to that dimension, respectively. This design avoids the
dimensional confusion caused by traditional linear weighted
combinations, focusing each scoring component on a spe-
cific governance dimension, improving the semantic clarity
of the results and their optimization guidance value.

2) Gradient Sensitivity-Based Rating Attribution Analysis
Method
To enhance the traceability and governance support ca-
pabilities of scoring results, a gradient-based attribution
mechanism is applied to locate the graph structural elements
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that contribute most to the scoring output. In the specific
implementation, each complexity score is regarded as a
differentiable function of the original input features and
the graph structure, and an automatic differentiation system
is used to calculate the gradient amplitude of the score
relative to the weight of each dependent edge. The larger
the absolute value of the gradient, the more significant
the impact of the edge on the final score in the feature
propagation path. Through the backpropagation chain rule,
the gradient information is traced back step by step along
the network layer to locate the key dependency path:

gij =

∣∣∣∣ ∂sd∂wij

∣∣∣∣ (7)

gij represents the attribution strength of the edge’s dimen-
sion score, and wij is the edge’s weight in the adjacency
matrix (i.e., version intersection coverage). This gradient
value, after global normalization, can be used to rank and
select the top k dependency edges that contribute most
to complexity. Furthermore, the attribution strengths are
mapped back to the original dependency graph, generating a
heatmap visualization that highlights the specific dependen-
cies that lead to unusual structural depth or increased version
fragmentation. This method requires no additional training
or proxy models, leveraging the differentiable structure of
the backbone network for efficient attribution, ensuring
that interpretations are strictly consistent with the model’s
decision logic. This mechanism allows developers to pre-
cisely identify specific dependencies that contribute to high
complexity, such as a transitive dependency that applies
highly fragmented version constraints or a component that
hasn’t been updated for a long time, which significantly
reduces the maintenance health score. This attribution ca-
pability transforms abstract scores into concrete governance
actions, significantly improving the practical applicability of
complexity assessments for dependency refactoring, upgrade
prioritization, and architectural optimization.

Vulnerability Database). To ensure representative evaluation,
it samples components from various ecosystems stratified
by popularity and ecosystem role, ultimately constructing a
multi-attribute graph dataset containing over 12,000 com-
ponent nodes and 85,000 dependency edges. All graph
structures are segmented at the project level to ensure
no overlapping dependency paths between subgraphs and
prevent information leakage. During data preprocessing,
version expressions are standardized and mapped uniformly
into computable compatibility intervals. Sparse features are
also smoothed and normalized. This dataset combines scale
diversity, ecosystem heterogeneity, and semantic integrity,
providing a solid foundation for evaluating model perfor-

IV. SUPPLY CHAIN COMPLEXITY EVALUATION BASED
ON MULTIDIMENSIONAL INDICATORS
A. EXPERIMENTAL DATA
The experimental data are derived from real dependency
graphs of mainstream open-source ecosystems, covering
the three major platforms of PyPI, npm, and Maven. Data
collection is performed by parsing the metadata repositories
of each ecosystem to obtain explicit dependencies between
components. This data is then expanded using static depen-
dency trees to extract transitive dependencies and construct
a complete directed dependency graph. Version constraint
information is accurately extracted from configuration files,
retaining the original SemVer expressions to support sub-
sequent semantic parsing. Maintenance metadata includes
component release history, commit frequency, maintainer
response latency, and CVE (Common Vulnerabilities and
Exposures) vulnerability records, all of which are linked and
supplemented via the GitHub API and the NVD (National

mance under different dependency patterns.

Figure 4 analyzes the maintenance patterns and security
risk characteristics of open source components. Figure 4(a)
shows the joint distribution of maintainer activity and update
frequency. The horizontal axis represents normalized main-
tainer activity, and the vertical axis represents normalized
update frequency. Most data points are clustered in the lower
left corner (low activity, low update frequency), forming a
distinct cluster. However, a small number of components
exhibit both high activity and high update frequency. This
demonstrates that in the open source ecosystem, most com-
ponents evolve slowly, while core components exhibit high
activity, validating the effectiveness of feature extraction in
distinguishing component activity levels. Figure 4(b) shows
the empirical data histogram and exponential fit of the
probability distribution of cumulative vulnerability strength.
The horizontal axis represents the normalized cumulative
vulnerability strength value, and the vertical axis represents
the corresponding probability density. The blue histogram
shows that the vulnerability strength values of most compo-
nents are close to less than 0.4 (safe). As the strength value

B. MULTIDIMENSIONAL ANALYSIS OF OPEN 
SOURCE COMPONENT  MAINTENANCE STATUS
To analyze the maintenance status of open source com-
ponents from multiple dimensions, the evaluation process 

first extracts multidimensional features based on the actual 

metadata of the open source ecosystem, including main-
tainer activity, update frequency, and vulnerability history.
Maintainer activity is calculated by calculating the density 

of code commits and weighting the issue resolution cycle.
Update frequency is calculated using a sliding window 

to calculate the logarithmic mean of the release interval 

and normalize it. Vulnerability intensity is recorded in a 

linked security database, and an exponential decay model is 

applied to perform a time-weighted accumulation of histor-
ical vulnerabilities. The Pearson coefficient matrix is used 

for feature correlation analysis to verify the independence 

and complementarity of signals in each dimension. Finally,
the feature encoding mechanism’s ability to represent real-
world component behavior is verified through visualization 

of distribution patterns and statistical goodness-of-fit.

increases, the probability density decreases sharply (in line
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FIGURE 4. Multidimensional Analysis of Component Node Characteristics

with the exponential distribution law, red fitting line). Only
a very small number of components have high vulnerability
strengths. This reflects the design intention of applying an
exponential decay function to perform a weighted sum-
mation of historical vulnerabilities: recent, high-frequency
vulnerabilities have a much greater impact on the current
security status of a component than isolated vulnerabilities
from older times, allowing the feature to effectively capture
the real-time security risks of components.
C. VERSION COMPATIBILIITY AND OVERLAP  
ANALYSIS IN DEPENDENCY NETWORKS

In Figure 5(a), the horizontal axis represents version num-
bers, and the vertical axis represents different dependency
pairs. The blue line represents the acceptable version range
declared by the relying party, the red line represents the
version range actually released by the dependent party, and
the thick green line represents the actual intersection of the
two. Six dependency pairs are set in the data. The first pair
declares a range of [1.0, 3.0], while the dependent’s range
is [2.0, 4.0]. There is an overlap between the two in [2.0,
3.0]. The third and fourth pairs have no intersection at all,

During the evaluation process, it first defines the version
ranges for each pair of dependencies, including the version
range declared by the relying party and the released version
range of the dependent party. Next, it calculates the size
of the intersection of these two intervals, and based on
the ratio of the intersection length to the total length of
the declaring interval, it derives the compatibility weight
of each pair of dependencies. The larger the intersec-
tion, the greater the compatibility between the versions.
Subsequently, it aggregates the weights of all dependency
pairs and analyzes the compatibility distribution between
different dependency pairs. Finally, based on the intersection
coverage calculation method, it generates a visualization
of the interval intersections and compares the matching of
the version constraints of different dependency pairs with
the actual releases, ultimately evaluating the overall version
compatibility of the system.

so the green line is missing. Visualizing these intersections

To systematically validate the model’s adaptability in
heterogeneous ecosystems, it selects 5,000 representative
component subgraphs from the PyPI and npm ecosystems
as the evaluation benchmark, ensuring coverage of supply
chain structures of varying scale and complexity. Using a
stratified sampling strategy, it divides the subgraphs into
three scale ranges based on the number of nodes: small
(<100 nodes), medium (100-500 nodes), and large (>500
nodes). It retains 500 independent samples from each scale
category to ensure statistical significance. For each sub-
graph, it calculates the binary classification performance
of the model output based on a manually annotated list of
highly complex components (determined by dual thresholds
of structural depth and version fragmentation). The core

clearly demonstrates the degree of match between different 

dependency strategies, thereby intuitively reflecting poten-
tial compatibility risks. Figure 5(b) shows the distribution of 

version compatibility weights. The vertical axis of the bar 

chart represents weight, while the horizontal axis represents 

the sequence number of different dependency pairs. Data 

calculation results show that: the weight of the first group of 

dependency pairs is 0.5, indicating that half of the declared 

range can be satisfied by the actual versions; the weight 

of the second group is less than 0.2, indicating that only a 

small number of versions meet the requirements; the weight 

of the third group is 0.0 (almost no compatibility); and the 

weight of the sixth group reaches 1, indicating that they 

have high compatibility. Overall, the weight values vary 

significantly between different dependency pairs, revealing 

the differences in the impact of the strictness of dependency 

declarations and the release policy of the dependent party 

on compatibility. The data shows that dependency topology 

information alone is not sufficient to characterize risk;
the semantic intersection of version constraints must also 

be considered, which can provide a fine-grained basis for 

complexity scoring.
D. COMPARISOM OF SCORING DISCRIMINATIVE 
ABILITY AT DIFFERENT ECOLOGICAL SCALES

evaluation metrics used are F1-score and accuracy, with
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FIGURE 5. Version Compatibility and Overlap Analysis in Dependency Networks

5-fold cross-validation used to mitigate data segmentation
bias. Comparative experiments included the popular stan-
dard GCN, GAT, GraphSAGE (Graph Sample and aggre-
GatE), and the proposed GCN model. All models are trained
on the same preprocessed data, and hyperparameters are
uniformly tuned using Bayesian optimization.

Figure 6 compares the discriminative performance of the
proposed method and mainstream graph neural network
models on subgraphs of varying sizes from the PyPI and
npm ecosystems. All models achieve relatively optimal
discriminative performance on medium-sized graphs. This
is attributed to the balance between the number of nodes
and connection density achieved by such graph structures:
sufficient topological complexity to support semantic learn-
ing, while avoiding information dilution or oversmoothing
during feature propagation due to overscaling. In contrast,
small-scale graphs are limited by insufficient contextual
information and struggle to capture deep dependency pat-
terns. Large-scale graphs, on the other hand, suffer from
path redundancy and noise accumulation, which impair
the accuracy of identifying key paths. The proposed GCN
model significantly outperforms the baseline method across
all scales, with a particularly strong performance in large-
scale scenarios, achieving an F1-score of 0.85±0.018 and
an accuracy of 0.88±0.015. This demonstrates that its
hierarchical edge attention mechanism effectively enhances
sensitivity to long-range dependency chains and enhances
feature selection. Furthermore, the proposed model achieves
a significantly smaller error margin, demonstrating the en-
hanced stability and reproducibility of its predictions. The
data verify the robustness and generalization ability of the
designed version of perception weight and multi-attribute
fusion strategy in heterogeneous ecosystems.

versions), medium (2 major versions), and low (only 1 major
version), based on the number of different major versions
of the same component in their dependency tree. 400 rep-
resentative projects are selected for each category to ensure
balanced coverage of the sample in terms of ecological
distribution, functional categories, and maintenance cycles.
Using this classification as an external benchmark, the
Spearman rank correlation coefficient between the version
fragmentation scores generated by each model and the actual
fragmentation level is calculated to measure their ranking
consistency. The KL (Kullback-Leibler) divergence is also
applied to assess the degree of divergence between the
probability distribution of the scores and the actual cate-
gory distribution. This dual-metric system comprehensively
characterizes the semantic fidelity of the scores from the
perspectives of ordinal alignment and distributional approx-
imation. All models underwent 5-fold cross-validation, and
their hyperparameters are independently tuned. This design
effectively isolates structural biases and accurately assesses
the models’ ability to perceive version management quality.

Figure 7 shows the consistency evaluation results between
version fragmentation scores generated by different graph
neural network models and the actual dependency manage-
ment quality in the Node.js ecosystem. Using two comple-
mentary metrics, the Spearman rank correlation coefficient
and KL divergence, the system measures the ordinal align-
ment and distributional approximation of the score output
to the true version distribution. Experimental results show
that all models exhibit lower correlation and distributional
bias on low-fragmentation projects. This is attributed to the
clear dependency structure and unified versioning strategy of
such projects, which allows the models to more accurately
capture their governance characteristics. However, as the
degree of fragmentation increases, version conflicts and
compatibility gaps increase, making it significantly more
difficult to match the scores with the true state. Notably,
the proposed GCN model significantly outperforms baseline
methods in all categories and demonstrates greater robust-
ness in high-fragmentation scenarios, with a Spearman rank
correlation coefficient of 0.90±

E. PROJECT SCORING CONSISTENCY ASSESSMENT
To validate the ability of complexity scores to reflect actual 

version management quality, an external consistency assess-
ment protocol based on real dependency structures is con-
structed. In the Node.js ecosystem, projects are categorized 

into three levels of version fragmentation: high (≥3 major 0.016 and a KL divergence
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FIGURE 6. Scoring Ability

FIGURE 7. Item Scoring Consistency Assessment

of 0.32±0.025, indicating that its version-aware edge weight
mechanism and hierarchical attention structure effectively
enhance its ability to parse complex version logic. Further-
more, the model achieves a smaller error margin, reflecting
its higher predictive stability across different project types.

gradient attribution analysis is used as the ranking criterion,
and the top K high-risk edges output by each model are
extracted to form the predicted path set. Precision@K and
Recall@K are used as core evaluation metrics to measure
the degree of overlap between the predicted edge set and
the real vulnerability propagation paths: the former reflects
the purity of the top K prediction results, while the latter
assesses the proportion of the real critical path covered.
The K value is set to 10, 20, and 30 based on typical
dependency tree depths to cover common call chain lengths.

F. CRITICAL PATH IDENTIFICATION PERFORMANCE
To validate the model’s ability to identify supply chain risk 

propagation paths, a path restoration evaluation framework 

based on real vulnerability associations is constructed. The 

importance score of each edge in the graph obtained in All models used a unified preprocessing graph structure and
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normalization strategy to ensure evaluation fairness.

TABLE 2. Critical Path Identification Performance

Model K Precision@K (mean
± std)

Recall@K (mean ±
std)

Standard GCN 10 0.42 ± 0.038 0.31 ± 0.042
20 0.38 ± 0.035 0.48 ± 0.039
30 0.35 ± 0.033 0.59 ± 0.037

GAT 10 0.48 ± 0.036 0.36 ± 0.040
20 0.44 ± 0.033 0.53 ± 0.036
30 0.40 ± 0.031 0.61 ± 0.034

GraphSAGE 10 0.45 ± 0.037 0.34 ± 0.041
20 0.41 ± 0.034 0.50 ± 0.038
30 0.37 ± 0.032 0.58 ± 0.036

Proposed GCN 10 0.63 ± 0.024 0.52 ± 0.028
20 0.58 ± 0.021 0.69 ± 0.025
30 0.54 ± 0.019 0.76 ± 0.022

[Note: std is the abbreviation of Standard deviation]
Table 2 compares the performance of different graph

neural network models for identifying real vulnerability
propagation paths, using the precision@K and recall@K
metrics for the first K high-weight edges. Experimental
results show that as the value of K increases, the recall
of all models increases, while the precision gradually de-
creases, reflecting the noise applied by the expansion of the
candidate edge set. The proposed GCN model significantly
outperforms standard GCN, GAT, and GraphSAGE across
all K settings, achieving a precision of 0.63 ± 0.024 and
a recall of 0.52 ± 0.028 at K=10, demonstrating that its
hierarchical edge attention mechanism effectively focuses
on the most critical propagation links. More notably, this
model exhibits a lower standard deviation in five-fold cross-
validation, indicating that its predictions are more stable
and reproducible, and are not significantly affected by local
graph structure perturbations. This low standard deviation
further validates the robustness of the version-aware weight-
ing and attention-driven feature aggregation strategy for
risk transmission path identification. Compared with the
baseline model, the proposed method not only improves the
coverage of real vulnerability paths but also enhances the
credibility of key edge sorting, providing a more operational
decision-making basis for priority repair and dependency
reconstruction in actual scenarios.

and the model is directly deployed on the target domain’s
dependency graph to predict complexity scores without any
fine-tuning or retraining. Using the target domain’s true
scores (generated based on manual annotation and statistical
benchmarks) as a reference, prediction bias is quantified
using three metrics: root mean squared error (RMSE), mean
absolute error (MAE), and coefficient of determination (R2).
This protocol rigorously simulates real-world migration sce-
narios, testing the model’s robustness to ecosystem-specific
noise and its ability to universally represent cross-domain
structural patterns, revealing the applicability boundaries of

To validate the model’s ability to generalize scores across 

heterogeneous open source ecosystems, a cross-domain mi-
gration experiment is designed to evaluate its adaptability 

to unseen ecosystems. The source domain is the PyPI 

ecosystem, characterized by high version update frequency 

and moderate dependency density; the target domain is the 

Maven ecosystem, characterized by low update frequency 

and high dependency nesting depth, typical of enterprise-
grade applications. After the model is fully trained to 

G. TESTING THE GENERALIZABILITY OF 
SCORES IN A CROSS-ECOSYSTEM MIGRATION 
SCENARIO

convergence in the source domain, all parameters are frozen

different architectures for cross-ecological governance tasks.

TABLE 3. Rating Generalization

Model RMSE (mean ±
std)

MAE (mean ±
std)

R2 (mean ±
std)

Standard GCN 0.286 ± 0.032 0.214 ± 0.025 0.682 ± 0.041
GAT 0.263 ± 0.029 0.197 ± 0.023 0.721 ± 0.038
GraphSAGE 0.271 ± 0.031 0.203 ± 0.024 0.708 ± 0.039
Proposed GCN 0.192 ± 0.018 0.141 ± 0.016 0.834 ± 0.026

Table 3 shows the generalization performance of each
model in a cross-ecosystem migration scenario, using met-
rics such as RMSE, MAE, and coefficient of determination
(R2). The source domain is PyPI, and the target domain
is Maven. Experimental results show that all models ex-
perience varying degrees of performance degradation in
cross-domain prediction, reflecting the distribution shift
challenge caused by differences in update frequency and
dependency structure between ecosystems. Lower RMSE
and MAE indicate that the model’s estimate of target domain
complexity is closer to the true distribution, while higher
R2 values demonstrate its ability to effectively capture
structural patterns in the high dependency density of the
Maven ecosystem. The proposed GCN model significantly
outperforms standard GCN, GAT, and GraphSAGE across
all three metrics, achieving the lowest standard deviation,
with an R2 of 0.834±0.026. This demonstrates that its
predictions are not only less biased but also more stable
across different data partitions. The small standard deviation
reflects the model’s robustness to inter-domain heterogene-
ity, preventing significant fluctuations due to differences
in training and testing environments. This performance is
attributed to its multi-attribute edge feature modeling and
hierarchical attention mechanism, which enables it to extract
common risk propagation patterns across ecosystems while
suppressing ecosystem-specific noise. The results verify that
this method has good transferability in actual supply chain
governance and is suitable for cross-platform dependency
risk assessment and the construction of a unified scoring
system.

V. CONCLUSION
This paper addresses the risk assessment bias in industry
digital frameworks caused by dependency structure com-
plexity and missing version semantics within integrated

VOL. 15, NO. 3, AUGUST 20267267



H. Xia et al.

open-source component ecosystems. By refining these tech-
nical evaluations, the research ensures greater operational
stability for advanced manufacturing and technical engi-
neering systems. It proposes a multi-attribute dependency
graph modeling method based on attention-enhanced graph
convolutional networks (GCNNs). By constructing a multi-
dimensional graph representation that integrates dependency
types, version constraints, and maintenance metadata, and
designing an edge weighting mechanism driven by version
intersection coverage, it significantly enhances the graph’s
ability to express compatibility semantics. A hierarchical
edge attention (GCN) module is applied to dynamically
focus on high-risk propagation paths and enhance feature
aggregation of critical dependency chains. Ultimately, a
fine-grained complexity score is generated that incorporates
structural depth, dependency breadth, version fragmentation,
and maintenance health, and gradient attribution is used
to make the score interpretable. Experiments demonstrate
that this method exhibits excellent scoring discrimination,
scoring consistency, path identification, and transfer gener-
alization across multiple ecosystems and scales. In large-
scale scenarios, the F1-score is 0.85±0.018, and the ac-
curacy is 0.88±0.015. In highly fragmented scenarios, the
Spearman rank correlation coefficient is 0.90±0.016, and
the KL divergence is 0.32±0.025. This research not only
provides a quantifiable and traceable assessment framework
for industry open-source software risks, but also, through
semantically aware and attribution-driven design, enhances
the practical guiding value of complexity metrics in manu-
facturing system optimization and architecture governance,
providing technical support for building a highly trusted
digital engineering ecosystem.
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