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ABSTRACT To address the core challenges of internal audit systems in cloud environments, including
the trade-off between multisource sensitive data privacy and audit efficiency, rigid process execution, and
insufficient mining of hidden associations in distributed enterprises, this study proposes an information-
based internal audit decision-making support system integrating lightweight federated learning, adaptive
differential privacy, and a BPMN-based automated process engine. Considering the increasing demand
for secure intelligent information processing in cloud-edge infrastructures that also underpin large-scale
electromagnetic information systems, the proposed framework enables privacy-preserving collaborative
analysis while maintaining high computational efficiency. At the edge layer, a four-level privacy
classification strategy is employed, where LSTM-based anomaly detection models are trained locally
and only e-differential privacy-protected encrypted gradients are uploaded for FedAvg aggregation in the
cloud. Rényi differential privacy dynamically adjusts privacy budgets, while entropy weight-TOPSIS risk
evaluation and a Neo4j knowledge graph drive adaptive task scheduling through the BPMN engine. NLP-
based report generation, Elasticsearch logging, and blockchain anchoring further ensure traceability and
reliability. Experimental results demonstrate an average end-to-end latency of 8.441.4 s, audit coverage
of 93.94+2.2%, risk identification F1-score of 89.242.7%, data re-identification rate of 2.5+1.0%, and
process automation exceeding 89%. The proposed framework effectively resolves the privacy—efficiency—
process dilemma and provides a secure, intelligent, and scalable decision-support paradigm for cloud-
enabled enterprise auditing, while offering methodological insights for trustworthy information processing
in distributed electromagnetic and cyber-physical infrastructures.

INDEX TERMS cloud computing, federated learning, automated process engine, differential privacy,

intelligent information processing

I. INTRODUCTION

ITH the acceleration of enterprise digital transfor-

mation, internal audit is gradually evolving towards
information technology and intelligentization. This shift is
particularly pronounced in the complex, globalized industry,
where the sheer volume of compliance checks—from raw
material sourcing and factory social audits to quality con-
trol data—necessitates the adoption of intelligent systems
to move the internal audit function from a retrospective,
manual process to a continuous, data-driven system of risk
anticipation [1-3]. Cloud computing provides an efficient
infrastructure for cross-organizational data sharing and cen-
tralized auditing, while automated process engines promote
the standardization and dynamic scheduling of audit tasks
[4-6]. However, in cloud environments, the centralized pro-
cessing of multi-source sensitive data poses privacy risks.
Strict compliance requirements force data desensitization
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or isolation, leading to delayed information integration and
severely restricting real-time risk identification and audit
response efficiency [7-9]. Existing systems struggle to bal-
ance data security and analytical performance, and their
rigid processes prevent them from achieving a closed-loop
management model of “risk-driven, automated response.”
There is an urgent need to build a new audit decision-
making support system that balances security, timeliness,
and intelligence.

Existing research has made initial progress in improving
the level of internal audit intelligence, but it mostly focuses
on deepening a single technical path and fails to achieve
systematic coordination among privacy security, analytical
efficiency, and process automation. At the privacy and se-
curity level, Ullah F [10] proposed a privacy-aware security
data audit framework for online data integrity verification.
Users hide data files through a blinding process and generate
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corresponding signatures, using homomorphic technology
to implement data auditing. Wang Y [11] pointed out
that in the era of big data, the security risks of database
information systems are showing a diversified trend. Hanu-
manthaiah S [12] emphasized the urgency of organizations
adopting agile and adaptable audit methods to adapt to the
ever-changing digital threats and compliance requirements.
In the field of process automation, Moreno J H F [13]
aimed to analyze process robotic automation as a technical
tool for automating audit processes, which can perform
advanced data analysis, reduce audit costs, and improve
productivity. These methods are generally fragmented: fo-
cusing on analysis while ignoring data privacy constraints,
emphasizing security but sacrificing model performance,
and achieving partial automation but lacking linkage with
intelligent analysis. Therefore, existing research still lacks
an effective collaborative mechanism within the "privacy-
efficiency-process" triangle. There is an urgent need to
build an integrated audit decision-making support system
that integrates secure collaborative modeling, efficient risk
analysis, and intelligent process response.

This paper proposes a method for building an internal
audit decision-making support system that combines cloud
computing, federated learning, and an automated process
engine. First, through multi-source data access and privacy
classification mechanisms at the edge layer, sensitive data is
desensitized and differentially privately processed to ensure
data compliance. Second, a lightweight federated learning
model is deployed within a cloud-edge collaborative archi-
tecture to achieve anomaly detection for cross-organizational
data without leaving the domain. Adaptive Rényi differential
privacy is also used to dynamically adjust the privacy
budget, balancing model accuracy and security. Then, an
adaptive process engine was built based on the BPMN 2.0
standard. This leveraged the knowledge graph’s association
strength and entropy weight-based TOPSIS risk scoring
to drive event triggering, enabling dynamic scheduling of
audit tasks and exception recovery. Finally, a traceable audit
report was generated using structured templates and NLP
technology, and full-process operation log tracking was
achieved using Elasticsearch and blockchain technology.
The innovations of this method include the following:

(1) This paper proposes a "cloud-edge collaboration-
privacy computing-process intelligence" three-in-one archi-
tecture, which deeply integrates federated learning with the
BPMN process engine to achieve a paradigm shift from
passive auditing to active and intelligent response;

(2) It introduces a dynamic privacy protection mechanism
driven by task priority to improve response efficiency and
model sensitivity in high-risk scenarios, and effectively
balance security constraints and analytical performance;

(3) This paper constructs a risk decision-making model
based on knowledge graph and entropy weight-TOPSIS to
enhance the association mining and quantitative evaluation
capabilities of complex fraud behaviors.
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Il. DESIGN OF AN AUDIT DECISION-ASSISTING
SYSTEM BASED ON FEDERATED LEARNING AND A
PROCESS ENGINE

OVERALL SYSTEM ARCHITECTURE DESIGN

This paper constructs a three-in-one system architecture:
"Cloud-Edge Collaboration, Privacy-Privacy Computing,
and Process Intelligence," as shown in Figure 1. This
architecture is divided into three logical layers: the edge
layer, the platform layer, and the application layer, achieving
a deep integration of data security, process automation, and
decision-assistance capabilities.

The edge layer, deployed in each subsidiary’s local data
center, serves as the data holder and is responsible for
collecting, cleaning, and preprocessing raw business data.
The platform layer, located in the cloud computing center,
consists of three key components: a federated learning
aggregator, an adaptive process engine, and risk analysis
middleware. Inter-module collaboration is achieved through
a unified data service bus. The Federated Learning Ag-
gregator forms the core of the "privacy computing” layer,
receiving model updates from multiple edge nodes, execut-
ing the FedAvg algorithm for global model iteration, and
monitoring the cumulative privacy budget through the Rényi
differential privacy mechanism. The automated process en-
gine, based on Camunda BPMN, implements audit task
modeling, scheduling, and state management, forming the
"process intelligence" layer. It supports dynamic branching,
exception jumps, and multi-role collaborative approval. The
risk analysis module integrates the entropy weight-TOPSIS
scoring model with the Neo4j knowledge graph to provide
structured decision input. The application layer provides
auditors and management with a visual user interface and
intelligent output capabilities, including risk warning dash-
boards, process progress tracking, and automatic audit report
generation. To improve system throughput, a Kaftka message
queue is introduced to buffer and asynchronously process
high-concurrency events, avoiding service congestion.

The overall framework diagram in Figure 1 illustrates
the collaborative operation of the three-tier architecture
of "cloud-edge collaboration, privacy-preserving computing,
and process intelligence." Data originates from edge-tier
business systems such as ERP (Enterprise Resource Plan-
ning) and finance. After sensitive fields are desensitized,
a lightweight federated learning (FL) client is deployed
locally to train risk models. Only the encrypted gradients
are uploaded to the cloud aggregator at the platform layer.
The cloud uses the FedAvg algorithm to integrate updates
from each node, combining the knowledge graph with the
entropy-weighted TOPSIS model to generate a risk score.
This score then drives the BPMN process engine to dy-
namically trigger audit tasks. The automated process engine
uses pre-set rules and real-time risk signals, decoupled
from scheduling via the Kafka message queue. Finally,
a structured audit report is generated at the application
layer, and the entire process operation log is written to
Elasticsearch for traceability, forming a closed-loop audit
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chain from data collection, privacy modeling, intelligent
decision-making, to process execution.

The lightweight federated learning framework adopts
TensorFlow Federated 0.61.0—edge clients use TFF to
build Long Short-Term Memory (LSTM) anomaly detection
models (input dimension: 32, hidden units: 64, dropout:
0.2). The BPMN engine is based on Camunda BPMN 7.18,
with modeling via Camunda Modeler 5.12.0, 4 thread pools
for task scheduling, and exception rollback via Camunda’s
‘Compensation Event‘. The knowledge graph uses Neo4j
4.4, defining nodes and relationships, with entity ID indexes
and PathFinder implemented via Neo4j. All components
deploy on CentOS 7.9, with Java 11 and Python 3.9.

MULTI-SOURCE DATA PRIVACY GRADING AND
PREPROCESSING MODULE

To achieve unified governance of audit data across systems
and heterogeneous environments, this paper constructs a
multi-source data access and privacy grading processing
mechanism to ensure support for higher-level analysis tasks
while meeting compliance requirements. First, the paper
connected to core business systems such as ERP, financial
systems, and OA (Office Automation) platforms through the
JDBC (Java DataBase Connectivity)/ODBC (Open Database
Connectivity) interface, used Apache NiFi as the data in-
tegration engine, and configured an incremental extraction
strategy: using the timestamp field as the benchmark, the
paper executed an SQL (Structured Query Language) query
to obtain the newly added record set since the last collec-
tion [14,15]. Schema mapping is performed on structurally
inconsistent fields, and semantically identical fields across
different systems are normalized into a unified namespace.
During the data cleaning phase, multiple imputation meth-
ods are used to address missing values. For the continuous
variable set ¢ = (x1, 2, ..., x)) containing missing values,
the Gibbs sampling algorithm in the Markov Chain Monte
Carlo method is used to fill in the data by iteratively
sampling the full conditional distribution of each variable
[16,17]:

ac;tﬂ) ~P (;vj | x(_tz) (D

In formula (1), x_; represents all variables except x;.
Exception codes are standardized and uniformly mapped to
binary variables based on a predefined dictionary. At the
privacy protection level, a four-level sensitivity classification
system is established: LO (public information, such as de-
partment name), L1 (internal information, such as employee
number), L2 (sensitive information, such as ID number,
bank account), and L3 (core commercial secrets, such as
salary details and contract base price). The classification
function is defined as:
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For L2 fields, salted hash desensitization technology is
used [18]:

h(f) = SHA -256(f||s) 3)

In formula (3), s is a fixed-length random salt value,
which is stored in an independent key management system
to prevent rainbow table attacks. For the L3 numeric field
v, a random perturbation following the Laplace distribution
is applied [19]:

v=vie s~tap(52) @

In formula (4), sensitivity Ag represents the maximum
impact of a single record on the query result, and € is
the local privacy budget, which ensures local differential
privacy. All processing processes generate metadata logs
that record the original field value, operation type, de-
sensitization method, and timestamp for subsequent audit
traceability and compliance review.

RISK MODELING MODULE BASED ON FEDERATED
LEARNING AND DYNAMIC PRIVACY PROTECTION

To achieve collaborative modeling of cross-organizational
audit data while ensuring that the original data remains
within the domain, this paper designs a lightweight federated
learning architecture, incorporating an adaptive differential
privacy mechanism to achieve a dynamic balance between
model effectiveness and privacy security [20,21]. Each sub-
sidiary acts as a client ¢; € C' and locally maintains a private
transaction sequence dataset D; for training an anomaly de-
tection model based on a long short-term memory network.
Let ; = [as,vs, 7] be the input sequence, and a; be the
one-hot encoding of the operation type. v; is the normalized
transaction amount, and 7; is the approval level. After being
mapped by the embedding layer, it is fed into a two-
layer LSTM (Long Short-Term Memory) backbone network,
which outputs the sequence reconstruction error as the
anomaly score. The model parameters are denoted as 9§T).
In the r round of federated iterations, the client performs
local SGD (Stochastic Gradient Descent) optimization:

I GO vJ ) (9§"”f); Bk) L k=1,....K (5

In formula (5), K is the number of local iterations, 7 is
the learning rate, By, is the small batch sample, and the loss
function uses the mean square reconstruction error:

1 T
L:T;”xﬁmﬁ (6)
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FIGURE 1. System Framework

After completing local training, the gradient update

= 0(7"0 Q(T’K) is uploaded to the cloud server.

The central node uses the FedAvg (Federated Averaging)
algorithm for weighted aggregation [22,23]:

Aaglobal Z Z n. (7)
J

In formula (7), n; is the local sample size, ensuring that
nodes with larger data sizes contribute higher weights. To
prevent gradient inversion attacks from leaking sensitive
information, a local differential privacy mechanism [24] is
introduced. Laplace noise is applied to the gradient before
uploading on the client:

_ A
Af; = A0; +b, b~ Lap, (O7 f) 8)
€

In formula (8), A f is the gradient sensitivity. The privacy
budget € is dynamically adjusted according to the urgency
level of the audit task. High-priority tasks allow lower
privacy protection in exchange for faster convergence, while
lower-priority tasks increase the perturbation intensity. The
privacy budget is shown in Figure 2.

The practical application of e-DP in the cloud-edge FL
architecture focuses on e selection, accuracy impact quan-
tification, and residual leakage risk mitigation. For ¢ value
determination, a task-priority-adaptive strategy is adopted:
four audit task levels are mapped to e ranges [0.4, 0.6],
[0.8, 1.2], [1.5, 1.8], [2.0, 2.5], respectively. This mapping
satisfies GDPR’s "non-identifiability" (re-identification rate
<5% when ¢ < 2.5) and model convergence (loss <0.05
when € > 0.4). For residual leaks:

(1) gradient inversion attacks are mitigated via gradient
clipping (threshold=1, Table 1), limiting Af < 0.2 and
inversion success rate <1.8%;
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(2) L3 data uses "Laplace perturbation+salted hash" to
keep re-identification rate <2.5%;

(3) cumulative privacy overflow is controlled via Rényi
DP, ensuring €, < 1.2.

TABLE 1. Experimental Setup

Configuration Item Details

Number of Nodes 5 (1 central server + 4 edge nodes)

Operating System CentOS 7.9
Message Queue Kafka 2.8
Caching Service Redis 6.2

Elasticsearch 7.10

Camunda BPMN 7.18

2% (Fictitious Vendor: 0.8%,
Unauthorized Approval: 1.0%, Fund
Loopback: 0.2%)

Log Storage
Workflow Engine
Anomaly Injection Rate

Local Training Rounds 5
Global Communication Rounds 20
Gradient Clipping Threshold 1

The Rényi differential privacy framework is used to
analyze the cumulative privacy overhead under multiround
interactions [25]. Assuming that a single round satisfies
(a,p)-RDP (Rényi Differential Privacy), then the R round
combination satisfies:

Protal = L2 - P(Ol) 9
Convert to classic (¢,0)-DP boundary:

€ace(8) = igf (Ptotal(a) + 1og(1/6)> 10)

a—1

Figure 2 illustrates the dynamic relationship between
priority weights, local privacy budgets, and cumulative
RDP budgets for different audit task levels. The horizontal
axis represents three key indicators, while the vertical axis
corresponds to four task levels, from T1 (urgent) to T4
(routine). As task priority decreases, the local privacy budget
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FIGURE 2. Privacy Budget Heat Map

per round gradually increases from 0.5 in T1 to 2.0 in
T4, indicating that low-priority tasks use stronger noise to
protect data privacy. High-priority tasks trade smaller values
for greater model sensitivity and response speed, supporting
rapid risk management. Furthermore, the cumulative RDP
budget decreases with increasing task level, reflecting the
control of privacy consumption in high-frequency com-
munication scenarios. Heat Map 2 reflects the system’s
technical approach to achieving a dynamic tradeoff between
security and efficiency while ensuring data security through
an adaptive differential privacy mechanism.

BPMN-BASED ADAPTIVE PROCESS ENGINE AND
EVENT-DRIVEN MECHANISM

To achieve dynamic response and intelligent scheduling
of audit tasks, this paper constructs an adaptive process
engine based on the BPMN 2.0 standard. The decision logic
linking TOPSIS-based numerical risk scores and BPMN
visual process orchestration relies on a threshold-driven
event-triggering mechanism, integrating quantitative risk
evaluation results with process node activation. First, the
entropy weight-TOPSIS model outputs a relative closeness
value C; for each audit object, which is mapped to three
risk levels via predefined thresholds: high risk, medium
risk, and low risk. These risk levels serve as core input
parameters for BPMN process branching: when C; > 0.8,
the BPMN engine automatically activates the "Special Au-
dit" subprocess and passes TOPSIS-derived indicators to
process variables; for 0.5 < C; < 0.8, it triggers a
"Targeted Verification" process; for C; < 0.5, the process
skips manual intervention and executes "Auto-Pass" with
log recording. To avoid rigid threshold dependence, the logic
further incorporates knowledge graph association strength ~y
into the BPMN conditional routing function ®(z), adjusting
weights w; and wy to ensure process triggering aligns with
both quantitative scores and qualitative association insights,
enhancing decision rationality [26,27]. The process model
is represented as a directed graph G = (V, E), where the
node set V' corresponds to the activities in the process, and
the edge set E represents the sequence flow. Each node
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v; € V is associated with a state variable s;, and lifecycle
events are monitored through execution listeners. A dynamic
conditional routing mechanism is introduced to eliminate
static process paths. Branching decisions are made in real
time based on the external risk score 7, € [0,1] and the
strength of the knowledge graph association y € [0, 1]. Let
the decision function be:

o(z) = {TRUE,

WiTs + way > T, (1n

FALSE, otherwise.

In formula (11), the weights w;,ws are determined by
the AHP (Analytic Hierarchy Process) hierarchical analysis
method, and the threshold 7 controls the trigger sensitivity.
When ®(x) = TRUE occurs, the "Special Audit" sub-
process instance is activated, and context parameters such
as the risk ID and responsible department are passed in
to complete the execution environment initialization and
task dispatch. Assume that the enterprise organizational
structure is a tree-like hierarchy T = (O, <), O is a set
of positions, and < represents the superior-subordinate rela-
tionship. Given the business unit u to which the risk belongs,
the corresponding audit manager is obtained through the
Lightweight Directory Access Protocol query interface:

*

p

ar

g min
pERoleMap(u,Auditor)
(a - tioaa(p) + (1 — o) - d(p,w))

In formula (12), t10aq(p) is the number of tasks currently
pending for the person, and d(p,u) is the organizational
distance between the person and the organization where
the incident occurred, balancing workload and business
proximity. The process instance state is stored in the Redis
in-memory database using a key-value pair structure. The
value structure includes the current activity ID, variable con-
text, timestamp, and version number. It supports optimistic
locking concurrency control to ensure state consistency in
high-concurrency scenarios. In terms of exception handling,
the rollback operation R is defined as the orderly execution
of a series of compensating transactions:

12)
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R(P)=0QL,C (13)

In formula (13), C’;l represents the reverse operation of
the completed activity C;, and () represents the sequential
combination. Once a system failure or rule conflict is
detected, an interrupt event is triggered, R(P) is executed,
and an alert is sent to the management console. All process
transition records are written to an immutable log chain,
supporting full-process traceability and compliance auditing.

RISK ASSESSMENT MODULE COMBINING
KNOWLEDGE GRAPH AND MULTI-CRITERIA DECISION
MAKING

In order to achieve multi-dimensional quantitative evalua-
tion and hidden association mining of audit objects, this
paper constructs a composite risk scoring mechanism that
integrates the entropy weight method and TOPSIS, and
combines it with knowledge graphs for deep relationship
reasoning [28,29]. Suppose the audit object set is A =
{a1,a2,...,a;,}, and n risk indicators are extracted from
each type of object to form the original evaluation matrix
X = [%ijlmxn, including capital concentration, approval
deviation, and related transaction frequency. First, the data
is normalized to the range:

xij — mini xij

max; Tj; — HliIll' Tij ’ (14)

Tij = max; Tj; — T4y

max; Tj; — mini Lij '
The uncertainty degree of each indicator is calculated

based on the information entropy theory. The entropy value
of the j-th indicator is defined as:

1 m
e =—1— ;pzj Inp;; (15)
In formula (15), pij = 7ij/ > pey Tkj» Pij > 0 is the
entropy weight redundancy, and d; = 1 — ¢; is the entropy
weight. The final
weight is obtained by normalization:

__ 4

a ZZ:I dy.’
After obtaining the objective weights, the approximate

ideal solution ranking method is used to calculate the com-

prehensive evaluation value. The weighted normalization

matrix V' = [v;;] is constructed. The positive ideal solution
AT and the negative ideal solution A~ are determined:

w; i=12....n (16)

At = (maxvn,maxwz, e ,maxvm) )
1 1 1 (17)

AT = (min Vi1, MiN V9, ..., min vm)
1 1 1

Calculate the Euclidean distance of each audit object to
both:
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In formula (18), the relative closeness of v = max; vj;
and vj_ = min; v;; is defined as:
D
Ci= Df + Dy 1)
If the result is C; > 7., the object is considered high-
risk, triggering further review. At the association analysis
level, a Neodj-based audit knowledge graph G = (N, E)
is constructed. The node set N includes employee, bank
account, contract, and department entity types; the edge
set captures semantic relationships e.g. approval, collection,
affiliation, and related parties. The PageRank algorithm
identifies influential nodes in the network. A damping factor
is incorporated, and the stationary distribution is computed
iteratively until it converges. Nodes with larger scores
indicate possible hubs of fraudulent activity. The PathFinder
algorithm is used to further identify suspicious paths. Given
a starting point and an end point, all simple paths within
three hops are enumerated, and the structural suspicion of
each path is calculated:

k—1
Score(m) = };[1 (B - relweight(e;) (20)

+(1=B) time __ (e;))

In formula (20), relweight represents the relationship
confidence, timeanomaly indicates whether the operation
time is abnormal, and S is the adjustment parameter. The
top k paths with the highest score are considered suspicious
links for manual verification.

AUTOMATED REPORT GENERATION AND
FULL-PROCESS AUDIT TRACKING MODULE

The automated report generation module establishes a struc-
tured data pipeline between the Neo4j-based audit knowl-
edge graph (KG) and NLP template engine to ensure audit
evidence traceability and conclusion persuasiveness. First,
the KG outputs three types of structured data:

1) entity-relationship triples with relationship confidence
weights calculated via PageRank;

2) suspicious path details mined by the PathFinder algo-
rithm, including hop count, node attribute annotations, and
time anomaly flags;

3) risk level labels mapped from entropy weight-TOPSIS
scores. These KG outputs are standardized into JSON for-
mat, with each field linked to a predefined dictionary in the
NLP module. The BERT-LSTM-CRF model then extracts
entity mentions and quantitative indicators from the stan-
dardized KG data, mapping them to specific placeholders
in the Markdown template. This pipeline ensures that report
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content directly inherits KG’s association mining results,
avoiding manual evidence collation bias and enhancing the
consistency between audit findings and data-driven reason-
ing.

In the report generation phase, the paper uses a com-
bination of template-driven and information extraction.
It predefines a structured Markdown template 70 =
(S1,S52,...,5%), with each section S; containing place-
holder fields. Let’s assume the input text sequence w is en-
coded using BERT (Bidirectional Encoder Representations
from Transformers) to obtain a context vector representa-
tion:

hpt = BERT(w;w), 1=1,....,L (D

Send it to the bidirectional LSTM layer to extract se-
quence features:

% .

hi = LSTM¢orward (h})ilv h})ert) )

E = LSTMbackward (h})Jlr17 h]loert)
After splicing:

(22)

gt = [ ] (23)

Finally, the optimal tag sequence is decoded using a
conditional random field, entities are identified, and mapped
to corresponding placeholders. The populated document is
rendered using the Jinja2 template engine and converted to
an intermediate HTML format. To ensure content integrity
and non-repudiation, the document digest value is encrypted
using the RSA digital signature mechanism:

g = HSHA -256(Drep0rt)d mod N (24)

Verifiers use public key verification to build a comprehen-
sive operation log system for audit tracking. All user actions
are defined as a five-tuple e;: e; = (¢, u,ip,op,res), t is
the UTC timestamp, w is the username, ip is the source IP
address, op indicates the operation type, and res is the re-
source identifier. Each log record is appended with a unique
serial number and written to the Elasticsearch distributed
index cluster, where it is stored in date-based shards. Log
data is constructed with inverted and composite indexes
to support efficient multi-dimensional retrieval, ensuring
that audit trails can be quickly located and fully restored.
Furthermore, a chained hash mechanism is introduced to
protect logs from deletion and modification. Assuming the
log stream is sorted by time as {ey, e, ..., ey}, a hash chain
is constructed:

ho = H(salt), h; = H (h;—1||Hash(e;)), i=1,...,n
(25)

The final hash h,, is periodically uploaded to a private
blockchain or written to a read-only archive, forming an

irreversible audit trail.
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lll. EXPERIMENTAL ANALYSIS AND RESULTS
EVALUATION

EXPERIMENTAL DESIGN

A cluster of five Elastic Compute Service (ECS) servers was
used. One server served as the central server, running the
federation aggregator and process engine, and the remaining
four simulated subsidiary edge nodes. The operating system
was CentOS 7.9, and the middleware included Kafka 2.8,
Redis 6.2, Elasticsearch 7.10, and Camunda BPMN 7.18.
The data covered four business categories: expense reim-
bursement, contract payments, related-party transactions,
and asset disposals. A Python script was used to inject
anomalous transactions, including fictitious suppliers, over-
authorized approvals, and capital repatriation, to create a
labeled test set for subsequent evaluation. The experimental
setup is shown in Table 1.

PERFORMANCE EVALUATION

SYSTEM RESPONSE LATENCY TEST

A high-priority risk event was simulated at each node,
triggering the knowledge graph to output an alert signal
with a correlation strength greater than 0.8. The entire
process, from event generation to audit task creation and
assignment of responsible individuals in the process engine,
was recorded with time stamps. The time taken for each
stage was precisely captured: data collection — local model
inference — gradient upload — global aggregation —
process triggering — task dispatching, and the end-to-end
average latency was calculated.

Figure 3 compares the end-to-end response latency of
traditional manual auditing, centralized cloud auditing, fed-
erated learning + static rule engine, and this paper’s ap-
proach in four typical business scenarios. The horizontal
axis represents expense reimbursement, contract payment,
related-party transaction, and asset disposal, while the ver-
tical axis represents the end-to-end average latency. Tradi-
tional manual audit processes are the most time-consuming,
exceeding 298 seconds for all types of business, and as
high as 365.7 + 63.4 seconds for related-party transactions,
reflecting the lag inherent in relying heavily on manual
intervention. Centralized cloud auditing reduces latency to
44.9-49.3 seconds, but is limited by the transmission and
compliance approval overhead associated with centralized
data processing. A federated learning approach combined
with a static rule engine further optimizes the timeframe
to 16.9-24.7 seconds. This method achieves the lowest
latency across all business types: expense reimbursements
(7.9 &+ 1.2 seconds), contract payments (8.3 &+ 1.4 seconds),
related-party transactions (9.2 £ 1.6 seconds), and asset
disposals (8.0 4+ 1.3 seconds), for an average of 8.4 +
1.4 seconds. This outcome, which trades a slight loss of
accuracy for improved compliance, privacy, and efficiency,
confirms the core conclusion that the benefits of privacy
outweigh the performance losses.

This performance advantage stems from the deep synergy
between the system’s underlying "data, model, and process"
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FIGURE 3. Response Latency Test

framework. On the edge, a lightweight federated learn-
ing model enables local initial risk screening, eliminating
the wait associated with uploading raw data. The cloud
dynamically adjusts communication frequency through an
adaptive e-differential privacy mechanism, reducing aggre-
gation cycles for high-priority tasks and improving model
update efficiency. The adaptive process engine, based on the
BPMN model, implements event-driven, flexible scheduling.
When the knowledge graph identifies complex patterns
such as related transactions, the system automatically ex-
pands the audit path and dispatches subtasks in parallel,
rather than relying on pre-set static rules for step-by-step
progress. Furthermore, Kafka message queues and Redis
state caching ensure low-latency transactions even under
high concurrency. This allows the system to maintain a
stable response time of less than 10 seconds even in the most
complex related transaction scenarios, fully demonstrating
the technical superiority of its "privacy and security, efficient
analysis, and intelligent process" architecture.

PROCESS AUTOMATION COMPLETION RATE
STATISTICS
To assess the system’s level of automation in audit process
execution, the paper used the process automation completion
rate as a core evaluation metric. The paper selected 10
typical audit processes, each containing an average of 14
standardized nodes. The paper counted the number of nodes
in each process that were automatically advanced by the
system based on preset rules or event-driven processes
without requiring human intervention.

Figure 4 shows a comparison of the automation com-
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pletion rates of four typical audit models within the audit
process. The horizontal axis (1-10) represents ten audit
processes: special audits, exit audits, compliance checks,
financial statement audits, project audits, internal control
walkthroughs, contract execution audits, asset inventory
audits, procurement and bidding audits, and risk early
warning and response audits. The vertical axis represents
the automation completion rate. Traditional manual audits
have the lowest automation rates, ranging from 15.3 + 6.7%
(risk early warning and response) to 26.1% + 4.9% (con-
tract execution audits). These rates generally exceed 5%,
reflecting the inconsistency inherent in heavy reliance on
manual operations. The RPA (Robotic Process Automation)-
assisted approach increased the automation level to 36.6%
to 47.2%. The federated learning combined with a static
rule engine approach performed even better, ranging from
58.7% to 69.6%, but its fixed logic struggled to cope with
abnormal jumps and dynamic conditions. This approach
achieved significant leadership across all processes, with
automation completion rates ranging from 86.9% (project
audit) to 93.5% (risk warning response), averaging over
89% and maintaining a standard deviation within 3.7%.
This demonstrates its broad coverage, stable operation, and
scalability across multiple scenarios.

Traditional approaches rely on pre-set scripts or static
rules, rendering them ineffective if the process deviates
from the template. This approach, however, implements
configurable process modeling based on BPMN and en-
ables dynamic path activation through an event-driven ar-
chitecture. For example, in risk warning responses, when
the knowledge graph identifies highly correlated links, the
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FIGURE 4. Process Automation Completion Rate. (a) Traditional Manual Audit; (b) RPA-Assisted Approach; (c) Federated Learning +
Static Rule Engine; (d) This Approach

system automatically triggers multi-level evidence collection
and parallel approval sub-processes, completing a closed-
loop response without manual intervention. At the same
time, the risk score output by federated learning serves
as a process conditional variable, driving the direct con-
version of TOPSIS decision results into task scheduling
instructions, achieving a seamless transition from "analysis-
decision-execution." Furthermore, the Redis state cache
and compensating transaction mechanism ensure reliable
recovery after process interruptions, further enhancing the
robustness of end-to-end automation. This integrated "data-
driven + intelligent scheduling”" design enables the system
to maintain a nearly 90% automated completion rate even
for complex, non-standard audit tasks, driving the transfor-
mation of internal audit into a truly intelligent process.

SECURITY ASSESSMENT

A re-identification attack simulation method was used to
evaluate the effectiveness of de-identification. A subset of
ID card hash values was selected, and the attacker combined
it with external auxiliary information for a combined match.
Successful re-identification was defined as the existence
of a unique record that satisfied all public attribute con-
straints and whose hash value matched the target. The re-
identification rate was calculated as:

Re-IDRate — |{r € Diq : match(r) = unique}| 26)

| Dyl
Figure 5 compares the re-identification rates of four
privacy protection mechanisms across four typical audit sce-
narios: expense reimbursement, contract payments, related-
party transactions, and asset disposal. Data without any
protection faces extremely high risk in all scenarios, with
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re-identification rates ranging from 97.8% to 99.3%, in-
dicating that the original sensitive information is easily
reconstructed. Using a single hashing method significantly
reduces the risk, but it remains high at 41.2% to 45.3%.
Nearly half of individuals can be identified in contract
payment scenarios, demonstrating that static desensitization
is insufficient to protect against dictionary attacks. Further
introducing numerical perturbations into the hashing process
reduces the re-identification rate to 16.8% to 19.1%, signif-
icantly improving protection capabilities. However, the risk
of leakage persists in highly sensitive related transactions.
Proposed method achieves optimal performance across all
business types, with an average re-identification rate of only
2.5 £ 1.0% and a standard deviation of no more than
1.1%, demonstrating excellent privacy protection and cross-
scenario stability.

EFFECTIVENESS EVALUATION

AUDIT COVERAGE

The traditional model uses a stratified sampling strategy; this
system performs full data analysis. Assuming the number
of samples for traditional inspections is S,q, the number
of samples analyzed by the system is Spew, and the overall
scale is 7', the coverage rates are:

o Sold o Snew
C’old — Ta C’new — T (27)

Figure 6 compares the audit coverage of traditional man-
ual audits, centralized cloud audits, federated learning +
static rule engines, and this paper’s approach for four typi-
cal businesses: expense reimbursement, contract payments,
related-party transactions, and asset disposals. Traditional
manual auditing maintains a coverage rate between 5.0%
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and 7.5%, with a very small standard deviation (e.g., 5.0 £
0.3% for expense reimbursements). This reflects its high
reliance on pre-set rules, stable execution, but extremely
limited coverage. Federated learning combined with a static
rule engine increases coverage to 16.9% to 24.7%, but with
significant fluctuations (standard deviation of 3.3% to 5.1%),
indicating significant impact from communication delays
and fixed process constraints. Centralized cloud auditing
achieved high coverage, ranging from 79.2% to 83.6%.
However, the standard deviation across all business scenar-
ios generally exceeded 6.5%, indicating instability in the
data centralization process. Proposed method achieved high
coverage of 92.6% to 95.1% across all business scenarios,
with a standard deviation of 2.0% to 2.4%, and an average
of 93.9 £ 2.2%, demonstrating excellent comprehensiveness
and operational consistency.

On the one hand, federated learning enables local data
modeling and global collaboration, avoiding data unavail-
ability due to privacy compliance restrictions and signifi-
cantly increasing the sample base for analysis. On the other
hand, the adaptive process engine dynamically expands the
audit scope based on risk, supports automatic access to all
data, and recursive scanning of abnormal paths, overcoming
the limitation of processing only preset sample sets. Fur-
thermore, the edge node caching mechanism and task retry
strategy effectively mitigate the risk of interruptions caused
by network fluctuations, enabling the system to maintain
stable output with low variance and high availability even
in complex environments. This method not only surpasses
traditional and mainstream solutions in absolute coverage,
but also demonstrates excellent consistency and engineering
robustness across different business types, achieving reliable
wide-area audit coverage.

RISK IDENTIFICATION ACCURACY
Using manually annotated abnormal transactions as the true
value set, the system risk scoring model is run to output
prediction results. A confusion matrix is constructed, and
precision, recall, and F1-score are calculated.

Figure 7 compares the risk identification performance
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of traditional manual auditing, centralized cloud auditing,
federated learning + static rule engine, and this method
in expense reimbursement, contract payment, related-party
transactions, and asset disposal, covering three core metrics:
precision, recall, and F1-score. Traditional manual audits all
performed below 70% across all metrics, with an Fl-score
of only 62.4 £ 7.3% for related-party transactions, exposing
a blind spot in detecting hidden fraud. Centralized cloud
auditing and federated learning combined with a static rule
engine increased the average F1-score to 81.8% and 83.4%,
respectively. However, due to the limitations of fixed rules
and data perturbations, they still suffer from a high num-
ber of false positives and significant under-detection rates.
Proposed method achieved optimal performance across all
business scenarios: an F1-score of 89.3 £ 2.5% for expense
reimbursements and 88.9 + 2.6% for asset disposals. It
even reached 90.6 + 2.7% for highly complex related-
party transactions, with an average of 89.2 + 2.7% and an
overall standard deviation within 2.8%. This demonstrates
not only high accuracy but also robust stability, significantly
outperforming existing mainstream solutions.

This advantage stems from the system’s deep collabo-
rative mechanism within the "analysis-decision-response”
closed loop. Unlike traditional models that rely solely
on static feature inputs, this method leverages knowledge
graphs to dynamically mine implicit connections between
people, accounts, and transactions. This effectively identi-
fies cross-departmental profit chains in related transactions,
significantly improving recall (91.4 + 2.5%). Furthermore,
an adaptive process engine automatically expands the scope
of evidence collection based on risk scores, avoiding insuf-
ficient evidence for judgments due to process interruptions.
This enhances judgment confidence and maintains an accu-
racy rate of 89.8 & 2.9%. In the federated learning frame-
work, each node continuously feeds back local anomaly pat-
terns, and the global model continuously optimizes its judg-
ment boundaries through incremental aggregation, forming a
positive evolutionary mechanism that becomes increasingly
accurate with use. Combined with dynamic adjustments
using e-differential privacy, noise intensity is reduced in
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high-priority tasks to preserve critical signals, further al-
leviating the suppressive effect of privacy protection on
model accuracy, ultimately achieving a balance between
high accuracy and robustness.

REPORT GENERATION QUALITY

Three experts with at least five years of internal audit expe-
rience conducted a double-blind comparison of the system-
generated reports with their manually written counterparts.
They rated the reports on a scale of 1-5 based on the
problem description, evidence citation, and reasonableness
of the recommendations. Cohen’s Kappa coefficient was
used to measure consistency in the ratings:
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Table 2 shows the double-blind consistency of the scores
of three audit experts on the three dimensions of prob-
lem description, evidence citation, and reasonableness of
recommendations for system-generated and human-written
reports. Cohen’s Kappa coefficient was used for quantitative
evaluation. The results showed that the average Kappa val-
ues for each dimension were 0.81 £ 0.09, 0.84 £+ 0.09, and
0.77 £ 0.12, respectively. Evidence citation had the highest
consistency (0.84), indicating that the system was highly
standardized in extracting key facts and annotating sources.
The rationality of the recommendations was slightly lower,
but still within an acceptable range, indicating that some au-
tomated recommendations still have room for improvement
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in contextual adaptability. The Kappa values for pairwise
comparisons between the three expert groups all exceeded
0.75, and the overall consistency reached 0.81+0.06. This
indicates that the audit reports generated by the system ap-
proach the level of experienced auditors in terms of semantic
expression, logical structure, and professional judgment,
demonstrating strong credibility and application potential.

TABLE 2. Report Generation Quality

Assessment Expert A vs B Expert A vs C Expert B vs C Mean Kappa
Dimension
Problem 0.81 + 0.09 0.79 + 0.11 0.83 + 0.08 0.81 + 0.09
Description
Evidence Citation 0.85 + 0.07 0.82 + 0.10 0.86 + 0.09 0.84 + 0.09
Recommendation 0.77 £ 0.12 0.75 + 0.13 0.79 £ 0.11 0.77 £ 0.12
Rationality
Overall —_ — — 0.81 + 0.06
Consistency

IV. CONCLUSION

This paper details the construction of an internal audit
decision-making support system that strategically combines
cloud computing, federated learning, and an automated
process engine. This integration offers significant benefits
to the highly distributed industry, enabling it to leverage the
scalability of cloud infrastructure for managing vast supply
chain data, while simultaneously using federated learning
to build collective risk intelligence across multiple global
factory sites without compromising the sensitive, proprietary
production data of individual manufacturing operations.
Through a "cloud-edge collaboration-privacy computing-
process intelligence" architecture, it enables secure multi-
source data access, lightweight federated modeling, dy-
namic privacy protection, knowledge-graph-driven risk scor-
ing, and adaptive process triggering. While ensuring data
privacy, the system significantly improves audit response
speed, coverage, and automation. Experiments show that
this method reduces average response latency to 8.4 + 1.4
seconds, achieves an average audit coverage rate of 93.9
+ 2.2%, and achieves an average risk identification F1-
score of 89.2 + 2.7%. This solution effectively implements
closed-loop management from risk perception to intelligent
response, providing an efficient, secure, and intelligent so-
lution for internal audits in enterprises undergoing digital
transformation.
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