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ABSTRACT Existing cross-platform social media marketing evaluation methods are vulnerable to
selection bias, attribution error, and privacy risk, which restricts dynamic evaluation accuracy. This
paper develops a privacy-preserving dynamic evaluation system for cross-platform social media marketing
effectiveness based on federated learning. The system integrates advertisers as label holders and social
platforms as feature providers, and applies private set intersection with hash encryption for secure user
alignment. A vertical federated neural network combining secure multi-party computation and differential
privacy is then used to aggregate hidden-layer outputs securely. A federated causal attribution mechanism
based on Shapley values and counterfactual prediction dynamically quantifies the marginal contribution
of each platform to conversion. The experimental data cover user behavior logs from Douyin, Weibo,
and Xiaohongshu from January to December 2023, involving 40,000 cross-platform users and 5,862
conversion events, supplemented by a public digital marketing dataset for generalization validation. The
proposed model achieves an AUC of 0.897 and attribution consistency of 0.766, outperforming FedAvg,
FedTime, and FedDP by up to 46.5%. The information leakage risk probability is reduced to 0.184.
These results demonstrate that the system improves the accuracy, interpretability, and privacy protection
of cross-platform marketing evaluation.

INDEX TERMS cross-platform social media, marketing evaluation, federated learning, causal attribution,
privacy protection

I. INTRODUCTION

AMID the rapid development of social media, cross-
platform marketing has become a crucial means for

companies to achieve brand communication and targeted
reach—a necessity acutely felt by the industry as it seeks
to weave its products into the global digital marketplace.
In the real world of simultaneous multi-platform marketing,
dynamic evaluation of new media marketing effectiveness
remains challenging. Inconsistent data standards and statisti-
cal calibers across platforms introduce biases and distortions
in cross-platform integration. These discrepancies make it
difficult to align the behavioral trajectories of the same
user across different platforms, which can seriously mislead
budget allocation decisions [1,2]. At the same time, due to
data protection restrictions and platform technical barriers,
original user behavior data is difficult to share across plat-
forms, resulting in the formation of data islands. As a result,
existing methods rely more on local sampling or centralized
aggregation, which not only sacrifices evaluation integrity
but also faces compliance risks [3,4]. Most existing attribu-

tion analysis methods are based on behavioral records from
a single platform, lacking a cross-platform research perspec-
tive and making it difficult to comprehensively capture the
entire user interaction and conversion process. Furthermore,
without randomized controls, the ability to identify causal
effects is weak, and dynamic effect evaluations suffer from
significant biases, resulting in a lack of scientific basis for
marketing resource allocation and optimization [5,6]. How
to conduct high-precision collaboration and dynamic effect
evaluation of cross-platform data while ensuring privacy and
security is a key issue that urgently needs to be addressed
in new media marketing.

Current research focuses on breaking the limitations
of single-platform data and building a quantifiable and
comparable cross-platform marketing performance evalu-
ation system [7,8]. It mainly develops along three tech-
nical paths. The first type of method focuses on multi-
channel data integration. To comprehensively evaluate cross-
platform marketing performance, Kufile Omolola Temitope
proposed a unified attribution model suitable for dynamic,
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multi-channel environments, emphasizing the impact of data
granularity and real-time processing on model construc-
tion. This provides a theoretically rigorous and practically
feasible roadmap for cross-channel marketing performance
evaluation and promotes the development of attribution
science in the digital environment [9]. The second type
of method focuses on cross-platform market structure and
behavior analysis. In response to the limitations of single-
platform data, Kou Gang proposed a cross-platform mar-
keting structure analysis method based on multi-attribute
group decision-making. By building a cross-platform analy-
sis framework, online reviews from multiple e-commerce
platforms were integrated. The results showed that this
method could effectively identify market structure charac-
teristics and provide data support for enterprises to optimize
product design and competitive strategies [10]. To guide
product launch and distribution strategies, Krijestorac Haris
used the dissemination data of 381 videos on 26 platforms
to construct a synthetic control model to evaluate the reverse
spillover marketing effect, providing an important basis
for content distribution strategy and platform ecosystem
management [11]. The third type of method attempts a data-
driven unified analysis framework. Poturak Mersid further
constructed a unified analysis framework that integrated
population, platform, and participation, revealing the key
role of precise audience targeting and channel optimization
in improving advertising marketing, and providing empir-
ical evidence and practical guidance for digital marketing
strategies [12]. Kaveh Mojtaba used system dynamics and
network data envelopment analysis tools to simulate causal
loop diagrams and traffic inventory diagrams, and used
the simulation results as input to the data envelopment
analysis model to achieve effective analysis of marketing
performance [13]. To address data silos and privacy con-
straints, research in recent years has shifted to distributed
collaborative modeling based on federated learning (FL),
focusing on achieving cross-platform intelligent decision-
making without sharing original data [14,15]. Zhang Kai
proposed a privacy-preserving FL framework for digital
marketing scenarios, integrating differential privacy (DP)
and homomorphic encryption technology, and optimizing
cross-platform performance through an adaptive model ag-
gregation strategy with dynamic weight adjustment. Verifi-
cation based on ultra-large-scale real data showed that the
framework significantly improved advertising effectiveness
while protecting privacy [16]. In response to the problem
of data silos restricting open innovation, Zhang Xiaodong
proposed an intelligent decision-making model based on
FL, which achieved distributed collaborative learning while
ensuring the privacy and security of enterprise data at
each node. By comparing the prediction effects of overall
learning, local learning, and FL, the latter’s advantage in
improving prediction accuracy was verified [17]. Kim Dohy-
oung classified and reviewed existing FL methods from the
dimensions of data partitioning, privacy mechanisms, model
architecture, etc., emphasizing that it can promote fair model

training and enhance privacy protection in a cross-platform
distributed environment [18]. To address these challenges,
this article investigates a cross-platform dynamic social
media marketing effectiveness evaluation system integrated
with FL. The innovations of this article are:

(1) To address the challenge of data non-shareability,
a private set intersection (PSI) method based on hash
encryption and Bloom filters is used to securely align users
across platforms. This method achieves encrypted alignment
of user identities and collaborative construction of feature
spaces without exposing non-overlapping users.

(2) To address issues of static evaluation and high attribu-
tion bias, a streaming dynamic modeling architecture based
on vertical federated learning (VFL) is designed, combined
with Apache Flink for real-time feature updates and model
inference, overcoming the limitations of traditional post-
evaluation.

(3) To address the vulnerability of fragile causal identi-
fication, a federated attribution algorithm based on Shapley
values is applied to quantify the marginal contribution of
each platform through counterfactual predictions, improv-
ing attribution interpretability and the value of marketing
decisions.

This article offers companies an actionable decision-
making basis for cross-platform advertising budget alloca-
tion and channel optimization, providing a vital reference
for the sustainable development of the marketing tech-
nology ecosystem in privacy-compliant environments—a
transparency requirement parallel to the ethical and traceable
supply chains increasingly demanded within the industry.

II. CONSTRUCTION OF A DYNAMIC EVALUATION
SYSTEM FOR CROSS-PLATFORM SOCIAL MEDIA
MARKETING EFFECTIVENESS
The architecture of the dynamic evaluation system for cross-
platform social media marketing effectiveness integrated
with FL, as constructed in this article, is shown in Figure
1:

As shown in Figure 1, the system adopts a four-layer col-
laborative architecture, encompassing the data collaboration
layer, federated modeling layer, dynamic evaluation layer,
and decision feedback layer. The system first implements
privacy-preserving alignment of cross-platform user identi-
ties in the data collaboration layer. Using PSI technology
based on hash encryption and Bloom filters, it identifies
co-occurring user groups across multiple platforms without
revealing the identities of non-overlapping users. Under the
leadership of the label provider, a shared label alignment
mechanism required by VFL is constructed. User behavior
features are extracted locally on each platform to form a
heterogeneous yet aligned joint feature space, ensuring data
availability without visibility.

At the federated modeling layer, the system deploys a
vertical federated neural network model. Each participating
platform performs forward computation and gradient gener-
ation based on a local feature subset. Intermediate variables
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FIGURE 1. Dynamic evaluation system architecture for cross-platform social media marketing effectiveness

are encrypted and transmitted to a central coordination
server via the secure multi-party computation (SMPC) pro-
tocol. The server aggregates the model and issues updated
parameters. This layer combines DP and gradient clipping
to prevent information leakage and supports periodic and
incrementally triggered collaborative training, ensuring dy-
namic model evolution and privacy compliance. To more
clearly illustrate the specific implementation sequence of
privacy protection mechanisms in the modeling process,
Figure 2 further details the steps from user alignment to
model training, including the synergistic effects of PSI,
VFL, SMPC, and DP:

PSI is used to align user identities across multiple plat-
forms without revealing the identities of users from non-
intersecting sets; SMPC is used to encrypt and aggregate
intermediate computation results from all participants; DP
prevents model updates from leaking individual informa-
tion by injecting controllable noise into gradients; VFL
is suitable for scenarios where all parties hold the same
samples but have different feature dimensions, and is the
core framework for collaborative modeling in this system.

The dynamic evaluation layer leverages Apache Flink to
build a streaming data processing pipeline. Behavior logs
reported in real time by various platforms are cleaned,
windowed, and feature-engineered to generate standardized
input vectors. Trained federated models are then invoked
for online inference, outputting dynamic evaluation results
such as user conversion probability and influence scores.
Federated Shapley Additive Explanations (SHAP) is also
integrated to enable interpretable decomposition of cross-
platform contribution metrics.

At the decision feedback layer, the system presents per-
formance data charts, return on investment (ROI) trend

analysis, and user journey paths for each platform through a
visualization platform. It also utilizes reinforcement learning
to generate budget optimization recommendations, which
are fed back to each platform’s delivery system via an
interface, enabling a seamless transition from evaluation to
optimization to re-evaluation.

III. ENCRYPTED ALIGNMENT OF MULTI-PLATFORM
USER IDENTIFIERS AND COLLABORATIVE FEATURE
SPACE CONSTRUCTION
To break down data silos, this article utilizes PSI technology
based on hash encryption and Bloom filters. Using TikTok,
Weibo, and Rednote as participating social media platforms
(Platform A, Platform B, and Platform C), user account
IDs (identifiers) across each platform are securely matched
to identify co-occurring user sets across platforms without
exposing non-overlapping user information. Led by the label
provider, the shared label alignment mechanism required by
VFL is established. Each platform extracts user behavior
features locally, forming heterogeneous feature subsets be-
longing to different platforms but based on the same user
population, which form the basis of a joint feature space.

Suppose the platform set is P = {A,B,C},
each platform has a local user ID set UP =
{idP,1, idP,2, · · · , idP,nP

}. To avoid direct exchange of
original IDs, each platform uses a consistent, pre-agreed
keyed hash map hK(·):

ĩdP,i = hK(idP,i) ∈ {0, 1}L (1)

where, L is the hash output bit length, and K is the
session key. The hash map ensures the difficulty of reversing
the original identity and meets the basic irreversibility re-
quirement. Each platform inserts the hash value set into the
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FIGURE 2. Privacy collaborative modeling process

local Bloom filter BFP , whose bit length is m, and the hash
function group is H = {h1, · · · , hk}. The insertion rule is
to calculate k Bloom hashes for each ĩd and set them. The
Bloom filter allows efficient set operations and transmission,
and its false positive, no false negative characteristics can
control its error rate pfp through m, k, which is expressed
as [19]:

pfp ≈ (1− e−kn/m)k (2)

where, n is the number of inserted elements. To minimize
pfp, the optimal hash number is selected [20,21]:

k∗ =
m

n
ln 2 (3)

Based on this, the required bit length m is reversely
determined to meet the given pfp. After the Bloom filter is
constructed, the platforms exchange their respective BFP

and perform a bitwise AND operation on the bit vectors in
the encrypted domain to obtain the candidate intersection
Bloom filter:

BF∩ =
∧
p∈P

BFP (4)

Due to the existence of false positives in the Bloom
filter, the intersection bit vector only locates the candidate
set. To eliminate false positives and obtain the precise
co-occurring user set U∩, the system performs a second-
stage verification on the candidate set: each participant
calculates a salted signature sp for its candidate ID and only
submits the encrypted summary of the candidate signature

to the coordinator. The coordinator completes the equality
judgment under the ciphertext protocol to confirm the final
intersection U∩.

After completing user alignment, collaborative construc-
tion of the feature space begins. For the intersection user
set U∩ = {u1, u2, · · · , uN}, each platform extracts the
native behavior feature vector xP (u) ∈ RdP for each user u
locally, including content interaction frequency, dwell time,
forwarding link characteristics, and social graph attributes.
The platform’s total feature matrix is recorded as XP ∈
RN×dP . To ensure the comparability of features across
platforms on a statistical scale, each platform performs a
local normalization transformation:

xP (u) =
xP (u)− µP

σP
(5)

where, µP and σP are the local mean and standard
deviation of the corresponding features of the platform,
which are only calculated locally and not leaked externally.
The normalized local features constitute the input of the
VFL.

In real-world cross-platform marketing data, issues such
as user ID noise, incompleteness, or slight mismatches are
common, potentially affecting the recall rate of PSI align-
ment. To address this, this article introduces a lightweight
preprocessing mechanism before PSI: First, each platform
performs standardization and cleaning on the original IDs;
then, multiple ID variants suspected to belong to the same
user are clustered and merged locally to generate a uni-
fied anonymous identifier (UID) within the platform. This
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process is completed locally and does not involve cross-
platform information exchange. Based on this, PSI performs
intersection calculations using the standardized UIDs, reduc-
ing the risk of missed alignment due to ID heterogeneity.
If the PSI recall rate is too low, the system will trigger
a feature imputation strategy to mitigate sample bias and
ensure model training stability.

IV. COLLABORATIVE TRAINING OF DYNAMIC
EVALUATION MODELS BASED ON VFL
A privacy-preserving collaborative training mechanism is
constructed based on the encrypted alignment of multi-
platform user identifiers and the construction of a joint
feature space, a privacy-preserving collaborative training
mechanism for cross-platform marketing effectiveness eval-
uation models. While maintaining the original data strictly
locally and preventing cross-platform transmission, co-
occurring user conversion behaviors are jointly modeled,
and a dynamic evaluation model that supports the capture
of nonlinear relationships is constructed. The system utilizes
the VFL framework, as shown in Figure 3, with advertisers
as label providers and social media platforms as feature
providers, jointly training the model. During training, en-
crypted aggregation, SMPC, and DP are used to ensure
that intermediate information cannot be reversed back to the
original data from a single party. Training scheduling and
weighted update strategies address platform heterogeneity
and sample imbalance, enabling cross-platform collaborative
prediction.

In the VFL framework, the goal is to learn the joint
mapping f : XA ×XB ×XC → Y . Each platform defines
a differentiable feature transformer gP (·; θP ) locally, whose
output is a local latent representation:

zP (u) = gP (xP (u); θP ) (6)

The label provider holds the corresponding label set Y =
{y(u)}u∈U∩ . The global prediction structure adopts the form
of concatenating the latent representations at the coordinator
and generating predictions by global parameters ω, b:

Z(u) =
∑
p∈P

zp(u) (7)

ŷ(u) = δ
(
ω⊤[zA(u); zB(u); zC(u) + b]

)
(8)

where, [·;·] represents vector concatenation; δ is the
activation function sigmoid; ω, b are global trainable param-
eters. The loss function is binary cross-entropy:

L =
1

N

∑
u∈U∩

[−y(u) log ŷ(u)− (1− y(u)) log(1− ŷ(u))]

(9)
Parameter updates follow the backpropagation chain. The

coordinator calculates the gradient ∂L/∂zP with respect
to the aggregate representation and distributes the gradient
back to each platform in the form of secret sharing. Each

platform obtains the gradient of its parameters based on the
chain derivation of the local model [22,23]:

∂L

∂θP
=

∑
u∈U∩

(
∂L

∂Z(u)

)⊤
∂zP (u)

∂θP
(10)

The parameter update θP ← θP − ηP∂L/∂θP is com-
pleted locally. The coordinator also updates the global
trainable parameters ω, b. During model training, for each
round of communication, each u ∈ U∩, platform P locally
calculates its latent representation zP (u). To prevent the
leakage of unilateral representation, the platform generates
a random mask vector sP (u) that satisfies the secret sharing
construction of

∑
P sP (u) = 0 and sends the masked

representation [24]:

z̃P (u) = zP (u) + sP (u) (11)

The coordinator performs vector summation on the re-
ceived z̃P (u):

Z̃(u) =
∑
P

z̃P (u) =
∑
P

zP (u)+
∑
P

sP (u) = Z(u) (12)

Since the random masks added locally cancel each other
out during global aggregation, the coordinator can only
recover the true aggregation result Z(u), but cannot dis-
assemble the individual contribution of any participant,
ensuring privacy security at the implicit representation level
[25,26].

The label holder calculates the predicted ŷ(u) and sample
loss l(ŷ, y) based on Z(u) and label y(u), and then obtains
the gradient with respect to Z(u):

∂L

∂Z(u)
= (ŷ(u)− y(u))ω (13)

The coordinator returns ∂L/∂Z(u) to each platform in
the form of secret sharing, and each platform performs
gradient clipping after receiving it locally [27]:

gP =
gP

max(1, ∥gP ∥2/c)
(14)

Gaussian noise is then added to achieve DP:

g̃P = gP +N (0, T 2c2I) (15)

The noise scale T is configured by the target (ϵ,ϕ) budget.
c is the sensitivity. After the local parameters are updated,
the platform submits the necessary update summaries in
encrypted or secret-shared form, and the coordinator updates
ω, b based on this information [28,29]:

ω ← ω − ηω
1

N

∑
u

∂l

∂Z(u)
· Z(u)T (16)

b← b− ηω
1

N

∑
u

∂l

∂Z(u)
· Z(u) (17)
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FIGURE 3. VFL framework and collaborative training

The above updates are completed in the ciphertext domain
to ensure that a single party cannot infer the other party’s
representation through intermediate quantities. Training is
iterated in rounds of t = 1, · · · , T , and the system is
triggered based on the data increment threshold ∆D

(t)
P =

∥x(t)
P − x

(t−1)
P ∥F /∥x(t−1)

P ∥F > ς . In SMPC, each party P
generates a random vector fragment rP,q(u) for each ui and
sends it to other participants Qq , respectively, so that:

sP (u) =
∑
q ̸=P

rP,q(u)−
∑
q ̸=P

rq,P (u) (18)

To achieve the desired goal (ϵ,ϕ), the single release
condition of the Gaussian mechanism is adopted: when the
sensitivity is c, the noise standard deviation is assumed to
satisfy:

T ≥
c
√
2 ln(1.25/ϕ)

ϵ
(19)

Then, the single report satisfies (ϵ,ϕ). The total privacy
loss of multiple rounds of training is accumulated and
calculated by the advanced composition theorem, thereby
adjusting the rounds. The risk of implicit representation
inversion attack decreases as the noise variance increases;
gradient clipping limits the sensitivity of a single sample to
c, and combined with masking and SMPC, the probability
of single-party inversion is reduced to a negligible level.
To avoid the long-term cumulative risk of sample leakage,
the system periodically resets the session key K and mask
generation seed during long-term operation. To alleviate the
imbalance of sample size and feature dimension between
platforms, an adaptive local learning rate is adopted:

ηP = η · αP (20)

The weight is αP =
√
NP/

∑
q

√
Nq , and NP is the

number of intersection samples of platform P . A weighted
update with regularization is performed on the coordinator

side to suppress the noise amplification effect of small-
sample parties. The gradient clipping, DP noise, and com-
munication overhead of each round in model training are
shown in Figure 4:

Figure 4 illustrates the privacy protection mechanism
and communication efficiency control of VFL in practical
applications. Figure 4A shows the evolution of gradients
from original gradients to clipped gradients and then to
noisy gradients. Clipping limits the upper limit of a single
user’s contribution to the overall model, preventing extreme
values from leaking feature information. Gaussian noise
perturbation ensures that user data meets the (ϵ,ϕ) constraint
when uploaded, thus achieving a balance between availabil-
ity and privacy. In Figure 4B, after implementing secure
aggregation and gradient compression mechanisms, the per-
round communication cost of each platform remains within
a relatively controllable range.

V. DYNAMIC EFFECT ESTIMATION AND CAUSAL
INFERENCE
User behavior data collected from various social media
platforms is converted into standardized feature vectors that
can be inferred online. Based on the trained VFL model,
cross-platform user conversion probabilities and marketing
influence indices are dynamically calculated to achieve real-
time effect evaluation. Finally, through federated attribution
and causal inference analysis, the contribution of each
platform to the overall marketing effect is decomposed;
causal relationships are identified; and precision marketing
strategy optimization is supported. The dynamic evaluation
in this paper is mainly achieved through a two-layer update
mechanism:

(1) Model level: The federated model adopts an incremen-
tal, trigger-based retraining strategy, performing a complete
collaborative training every 24 hours. Simultaneously, when
the amount of new behavior logs from any platform exceeds
a preset threshold, an asynchronous local update is triggered
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FIGURE 4. Privacy protection and communication efficiency mechanism. Figure 4A: Gradient clipping and DP noise; Figure 4B:
Per-round communication cost

to ensure the model captures user behavior drift in a timely
manner.

(2) Attribution and inference level: A streaming pipeline
built on Apache Flink continuously aggregates real-time
user behavior using a sliding time window (window size
= 1 hour, sliding step = 15 minutes), generates standard-
ized feature vectors, and calls the latest federated model
for online inference. The attribution module synchronously
calculates Shapley values according to the window, forming
a time series of platform contributions.

First, the real-time behavior log stream SP = {(u, t, eP )}
is received through the API provided by each platform. eP
represents the event that occurred to user u on platform P at
time t. The log stream is processed by Apache Flink to build
a streaming feature engineering pipeline based on a time
sliding window. Assuming that the window size is ∆T = 5
min, and the sliding step size is ξT = 1 min, for each user u,
the behavior features x

(t)
P (u) = [f

(Wt)
click , t

(Wt)
dwell, d

(Wt)
share, ρfan]

are aggregated in the current window Wt. fclick is the
click frequency; tdwell is the average dwell time; dshare is
the forwarding link depth; ρfan is the static social graph
attribute vector. Subsequently, each platform uses the local
normalization parameter (µP , σP ) to normalize the features:

x
(t)
P (u) =

xP (u)− µP

σP
(21)

A standardized input vector is generated. This vector
is input into the locally deployed federated model, and
forward propagation is performed to calculate the local
hidden representation:

z
(t)
P (u) = gP (x

(t)
P (u); θP ) (22)

Following the aggregation protocol, z(t)P (u) is uploaded
to the coordination server through the SMPC and masking
mechanism. Without decrypting the unilateral representa-
tion, the coordinator reconstructs the aggregated latent vec-
tor Z(t)(u):

Z(t)(u) =
∑
p∈P

z
(t)
P (u) (23)

The final prediction score is calculated as follows:

ŷ(t)(u) = δ
(
ω⊤[z

(t)
A (u); z

(t)
B (u); z

(t)
C (u) + b]

)
(24)

To further realize the causal level of platform contribution
attribution, the system applies the Shapley value decom-
position mechanism in the federated environment. In the
platform set P = {A,B,C}, the feature contribution func-
tion v(S) is defined as the expected conversion probability
predicted by using only the features of the subset S ⊆ P :

v(S) = Eu∼D[δ(ω⊤
S ZS(u) + b)] (25)

The Shapley value of platform P is defined as [30,31]:

ϕP =
∑

S⊆P\{p}

|S|!(|P | − |S| − 1)!

|P |!
[x(S ∪ {p})− v(S)]

(26)
where, ϕP represents the weighted average of the

marginal performance improvement brought by platform P
in all possible feature combinations. Given that accurately
calculating the Shapley value requires traversing all combi-
nations of platform subsets, its time complexity is O(2M )
(where M is the number of participating platforms), which
is an NP-hard problem in cross-platform scenarios. This
article adopts an approximate Shapley value algorithm based
on Monte Carlo sampling [32]:

ϕ̂P =
1

M

M∑
m=1

[ŷ(ZSm∪{p})− ŷ(ZSm
)] (27)

The system sets the number of samples K to 500, reduc-
ing the complexity to O(KM), where Sm is a randomly
sampled feature subset. This calculation is completed on
the coordinator side based on the aggregated latent vector,
without accessing the original features of any unilateral
party, thereby meeting the privacy constraint. To support
dynamic attribution, the system continuously calculates ϕ̂(t)

P

in a sliding window to form a time series ΦP = {ϕ̂(t)
P }Tt=1

for analyzing the contribution evolution of each platform
in different marketing stages. The attribution results are
weighted and smoothed [33,34]:
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ϕ̃
(t)
P = αϕ̃

(t−1)
P + (1− α)ϕ̂

(t)
P (28)

In the decision feedback layer, the high-dimensional,
time-varying federated evaluation results are converted into
a visualization view to assist operators in understanding the
cross-platform synergy effect. Based on the dynamic attri-
bution results and ROI trends, intelligent budget reallocation
decisions are made.

In the platform contribution visualization, the intensity
of the normalized ϕ̃

(t)
P is mapped to reveal the evolution

of the relative influence of each platform in different time
periods. The user path restoration graph reconstructs the
typical conversion path based on the Markov chain model
and calculates the state transition probability from platform
i to platform j [35,36]:

Pij =
Ni→j∑

k∈P Ni→k
(29)

where, Ni→j is the frequency of the user’s next contact
point being j after contacting platform i, which is used
to identify high-frequency communication links. The ROI
dynamic curve calculates the input-output ratio of each
platform at the hourly granularity:

ROI
(t)
P =

∑
u∈U

(t)
P

ŷ(t)(u) · value

cost
(t)
P

(30)

where, value is the average customer unit price, and
cost

(t)
P is the advertising expenditure of platform P in time

window t, which is used to guide budget allocation.

VI. PERFORMANCE VERIFICATION OF THE DYNAMIC
EVALUATION SYSTEM FOR CROSS-PLATFORM SOCIAL
MEDIA MARKETING EFFECTIVENESS
A. EXPERIMENTAL DATA
The experimental data sources for this article consist of
two main components: the first is the actual marketing data
from three mainstream social media platforms (Platform A:
TikTok, Platform B: Weibo, and

Platform C: Rednote); the second is the publicly avail-
able digital_marketing_campaign_dataset, which supple-
ments comparative experiments and validation in cross-
platform marketing scenarios. By combining real platform
data with publicly available datasets, the system’s valida-
tion is broad and reproducible. For Platform A (TikTok),
video behavior data is extracted from a brand’s advertis-
ing campaign on TikTok, with a sample size limited to
125,031 behavior logs corresponding to 20,000 users. For
Platform B (Weibo), a sample of brand topic promotion on
Weibo is selected, encompassing 15,000 users and 98,366
interaction records. For Platform C (Rednote), a community
note promotion sample is used, sampling approximately
5,000 users and 22,014 note-related interaction records.
In the public dataset section, this article uses the digi-
tal_marketing_campaign_dataset from Kaggle. This dataset

contains advertising and social media interactions from mul-
tiple digital marketing campaigns, including 5,000 users and
their behavior records. Table 1 shows the basic experimental
data information:

The VFL model constructed in this article uses neural
networks in local nodes on each platform, with a central
coordinator performing weighted aggregation. The core pa-
rameter configuration is shown in Table 2.

To comprehensively evaluate system performance, vali-
dations are conducted from the perspectives of marketing
effectiveness evaluation, causal effect identification, market-
ing optimization, and privacy protection and compliance,
and the following comparison methods are set:

(1) FedAvg: Each platform independently trains the model
locally and then performs a global update through weighted
averaging, without considering feature heterogeneity or
cross-platform causal relationships.

(2) FedTime: Based on FedAvg, it adds time series feature
input of user behavior but still does not model causal effects.

(3) FedDP: Based on FedAvg, it adds gradient clipping
and DP noise to achieve user privacy protection.

This article aims to achieve cross-platform causal attribu-
tion under privacy constraints. Current mainstream causal
attribution methods, such as the Shapley Attribution Model,
rely on centralized user behavior sequences and cannot
be directly applied to federated environments. To maintain
the fairness and feasibility of the experiment, this article
selects three widely used benchmark models in federated
environments—FedAvg, FedTime, and FedDP—as controls
to examine the incremental improvement of the proposed
federated causal attribution framework in causal consistency
metrics under the same privacy protection conditions.

VII. EXPERIMENTAL RESULTS
A. MARKETING EFFECTIVENESS EVALUATION
To verify the effectiveness of the system constructed in this
article, the accuracy and stability of the model in cross-
platform conversion prediction tasks are analyzed in the
dimension of marketing effectiveness evaluation. Logarith-
mic loss is used to measure the calibration of the model’s
predicted probabilities, while prediction accuracy is used
to evaluate overall classification performance. The perfor-
mance of the proposed model compared to the comparison
models on the same test set is shown in Figure 5:

In Figure 5, the proposed model outperforms the three
comparison models—FedAvg, FedTime, and FedDP—in
both logarithmic loss and accuracy. This demonstrates that
the proposed model is able to more effectively integrate
cross-platform user data while preserving the privacy of lo-
cal features, thereby achieving more precise cross-platform
marketing effect predictions. Figure 5A shows that the
logarithmic loss of each model decreases with each training
epoch, indicating that the training process is gradually
converging. The proposed model converges quickly and
achieves the lowest final loss. In Figure 5B, the proposed
model achieves the highest accuracy of 0.876, surpassing
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TABLE 1. Basic experimental data information

Platform/Dataset Data Type Number of Users Time Span Key Features

TikTok Video interaction data 20,000 01/2023–12/2023 Views, likes, comments, reposts, follower conversions
Weibo Topic and blog post data 15,000 01/2023–12/2023 Views, reposts, comments, topic popularity, user tags
Rednote Note interaction data 5,000 01/2023–12/2023 Exposure, likes, engagement rate
digital_marketing_campaign_dataset Advertising and social media marketing campaign data 5,000 Multi-platform, multi-year Conversion rate (CVR), click-through rate (CTR), website

visits, social shares

TABLE 2. Model parameter configuration

Classification Parameter Specification

Training Configuration Local batch size 128
Training Configuration Learning rate 0.001 (Adam optimizer)
Training Configuration Hidden layer dimensions 128, 64
Training Configuration Communication frequency Once every 24 hours
Training Configuration Number of local training epochs 5 local iterations before each communication round
Privacy Protection Mechanism Gradient clipping threshold 1
Privacy Protection Mechanism Noise standard deviation 1.2
Privacy Protection Mechanism Security protocol SMPC + secret sharing

FIGURE 5. Logarithmic loss and accuracy. Figure 5A: Logarithmic loss results; Figure 5B: Accuracy results

all other models. Overall, the proposed model is able to
fully utilize heterogeneous cross-platform information while
ensuring data privacy, demonstrating its ideality and appli-
cability. FedTime and FedAvg, as conventional FL methods,
achieve basic performance but fail to consider dynamic
causality and feature heterogeneity. While FedDP enhances
privacy protection, it sacrifices performance.

In cross-platform marketing effectiveness evaluation, user
conversion prediction is a core task in measuring the
effectiveness of marketing strategies. To comprehensively
evaluate the model’s discriminative ability across different
social media platforms, this article uses AUC as an evalu-
ation metric. This reflects the model’s ability to distinguish
between converting and non-converting users at various de-
cision thresholds and measures the impact of cross-platform
feature heterogeneity on prediction performance. The results
are shown in Figure 6.

In Figure 6, the proposed model demonstrates a sig-
nificant advantage in capturing user behavior patterns and
predicting conversions. In Figure 6A, the proposed model
achieves the highest AUC value, reaching 0.897, demon-
strating its strong ability to distinguish between converting
and non-converting users. It fully captures cross-platform
feature heterogeneity and dynamic behavior patterns, en-
abling more precise marketing effectiveness evaluation. The
FedDP model in Figure 6B performs second, with an AUC
of 0.862, slightly lower than the proposed model. While

the application of DP noise protects data privacy, it also
reduces prediction accuracy. FedTime in Figure 6C further
degrades, achieving an AUC of 0.784. This is due to its
simple averaging strategy, which ignores feature differences
and platform bias, limiting its predictive power. The FedAvg
model in Figure 6D performs the worst, with an AUC of
0.761. While it has some advantages in processing time se-
ries features, it is prone to information loss when integrating
heterogeneous data from multiple platforms, resulting in a
reduced ability to distinguish between positive and negative
samples.

B. CAUSAL EFFECT IDENTIFICATION
To verify the accuracy of the proposed model in identifying
causal effects in cross-platform marketing scenarios, attribu-
tion consistency and platform blocking prediction error are
used as evaluation metrics. The former measures the consis-
tency between Shapley attribution results and counterfactual
effects, comparing the model’s Shapley attribution output for
each platform with the change in counterfactual conversion
probabilities constructed based on real intervention data.
The latter evaluates the system’s sensitivity to platform
loss, simulating the prediction error in user conversion
probabilities after closing platform touchpoints to measure
the model’s causal sensitivity to missing platform behavior.
The comparison results are shown in Figure 7:

In Figure 7, compared with the comparison models, the
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FIGURE 6. User conversion prediction AUC values. Figure 6A: AUC values of the proposed model; Figure 6B: AUC values of FedDP;
Figure 6C: AUC values of FedTime; Figure 6D: AUC values of FedAvg

FIGURE 7. Attribution consistency and platform blocking prediction error. Figure 7A: Attribution consistency; Figure 7B: Prediction
error

proposed model is generally more ideal in terms of attri-
bution consistency and platform blocking prediction error.
As shown in the Spearman’s ρ results in Figure 7A, the
attribution consistency of the FedAvg, FedTime, and FedDP
models is 0.523, 0.580, and 0.611, respectively, while the
proposed model reaches 0.766, representing improvements
of 46.5%, 32.1%, and 25.4%, respectively. This indicates
that the Shapley attribution results output by the model
are more strongly correlated with the true counterfactual
effect. This demonstrates that, with the synergistic effect
of multiple platform touchpoints, the proposed model can
more accurately capture the causal contribution of each
platform, avoiding the attribution bias caused by informa-
tion fragmentation in traditional FL models. Regarding the
prediction error in Figure 7B, although the proposed model
has a slightly higher overall error, reaching 0.228, 0.181,
and 0.204 for each platform, respectively, this sensitivity to
missing platforms reflects that the model better identifies the
causal role of cross-platform touchpoints in the conversion
path. In contrast, while FedAvg and FedTime are more
robust to platform masking, their attribution consistency is

significantly lower, suggesting that their robustness stems
from their neglect of causal structure. By combining these
two types of indicators, the proposed model can sensitively
capture the impact of platform omissions on causal predic-
tions while ensuring attribution rationality.

C. MARKETING OPTIMIZATION
To validate the effectiveness of the proposed system model
in actual marketing activities, this article constructs 30
days of simulated experimental data, covering three bud-
get modes: uniform allocation, historical allocation, and
optimization strategy, and applies counterfactual inference
methods to quantify conversion improvement. By comparing
the ROI curve with the trend of conversion numbers, its
effectiveness in improving marketing effectiveness and mit-
igating attribution bias is demonstrated, as shown in Figure
8.

Figure 8 demonstrates that the proposed system achieves
relatively promising results in marketing optimization. In
Figure 8A, ROI fluctuates over the duration of the campaign.
The uniform and historical allocation strategies maintain
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FIGURE 8. ROI and conversion improvement. Figure 8A: ROI comparison of budget optimization strategies; Figure 8B: Conversion
improvement based on counterfactual estimation

a low ROI. However, the optimization strategy based on
feedback from the proposed evaluation system significantly
increases ROI after applying dynamic budget adjustments
on day 16, and maintains a high level for subsequent
days. The proposed optimization strategy achieves signifi-
cant improvements compared to both uniform and historical
allocation, demonstrating that dynamic budget allocation
based on attribution results can effectively maximize mar-
keting return on investment. This mechanism stems from
the fact that the system model in this article can identify
the contribution of each platform and user group in real
time based on attribution results, thereby rationally tilting
marketing budget to efficient platforms and high-potential
users, achieving optimal resource allocation, and thus im-
proving overall ROI. Figure 8B illustrates the conversion
improvement based on counterfactual estimation. Compared
to the baseline conversion and counterfactual estimates, the
actual conversion number is higher, demonstrating that the
optimization strategy informed by this evaluation system
can effectively drive changes in user behavior. Leverag-
ing the cross-platform information integration capabilities
of the proposed VFL framework, the quantification of
contribution through attribution analysis, and the real-time
budget adjustment of the proposed dynamic optimization
strategy, significant conversion improvements are achieved
in actual marketing campaigns, validating the reliability
and effectiveness of the proposed optimization strategy in
dynamic marketing budget allocation and user conversion
improvement.

D. PRIVACY PROTECTION AND COMPLIANCE
In the privacy protection and compliance evaluation section
of this article, the advantages of the proposed dynamic
cross-platform social media marketing effectiveness evalua-
tion system in protecting user privacy and meeting compli-
ance requirements are validated. By setting different privacy
budgets, the information leakage risk and compliance cov-
erage of each model are evaluated. Information leakage risk
is measured by the probability of a simulated attack success,
while compliance coverage is represented by the pass rate
of the system’s compliance checks on each platform. The
results are shown in Figure 9:

In Figure 9, as the privacy budget increases, the risk
decreases, and the compliance coverage increases. In Figure
9A, when the privacy budget is 0.5, the information leakage
risk probabilities of the other three models reach 0.382,
0.351, and 0.200, respectively, while that of the proposed
model is 0.184, representing reductions of 51.8%, 47.6%,
and 8.0%, respectively, compared to the comparison models.
In Figure 9B, the compliance coverage of the other three
models is lower than that of the proposed model at all pri-
vacy budgets. FedDP effectively reduces risk and improves
compliance through gradient clipping and DP noise, but still
falls slightly short of the proposed model. The FedTime
model improves slightly by applying time series features, but
still maintains a certain level of leakage risk and struggles
to fully meet platform compliance requirements. FedAvg
performs the worst, demonstrating that model design alone
cannot fully meet privacy and compliance requirements. The
proposed method is based on a cross-platform FL framework
to achieve collaborative training under the premise of ensur-
ing that data is not shared, and combines causal modeling to
improve the accuracy of dynamic evaluation. With the joint
application of the DP mechanism and compliance strategy,
a more ideal privacy protection and compliance guarantee
is formed.

VIII. ANALYSIS OF THE COMPUTATIONAL OVERHEAD
INTRODUCED BY THE PRIVACY MECHANISM
To objectively evaluate the impact of privacy mechanisms
on system efficiency, this article compares the training
and inference times under three configurations in the same
hardware environment:

(1) Non-Private VFL: standard vertical federated neural
network, without SMPC and DP.

(2) VFL+SMPC: only SMPC based on secret sharing is
enabled for secure aggregation of hidden layers.

(3) Full Privacy (the model in this article): SMPC and
gradient pruning plus Gaussian noise DP mechanism are
enabled simultaneously.

The average training time and single inference latency
are recorded in each communication cycle. The results are
shown in Table 3.

Table 3 shows that the increase in training time due to
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FIGURE 9. Information leakage risk and compliance coverage. Figure 9A: Information leakage risk; Figure 9B: Compliance coverage

TABLE 3. Comparison of computational overhead under different privacy configurations

Specifications Average Training Time per Round (seconds) Single Inference Latency (milliseconds) Communication Volume per Round (MB)

Non-Private VFL 18.3 12.4 0.82
VFL + SMPC 36.7 28.9 1.95
Full Privacy 41.2 31.6 2.03

the introduction of SMPC is mainly due to the additional
operations of encrypted fragment generation, cross-platform
exchange, and secure aggregation. Further addition of the
DP mechanism increases training time again, primarily due
to the local computational overhead of gradient pruning
and noise injection. During the inference phase, the latency
increases from 12.4 ms to 31.6 ms due to the need to per-
form masked implicit representation upload and coordinator
secure reconstruction, and the communication volume also
doubles due to SMPC fragment transmission. Despite these
overheads, the proposed system still meets the timeliness
requirements of real-world marketing scenarios: under the
business constraints of daily model updates and second-
level online inference, the latency is within an acceptable
range. By adopting gradient compression and asynchronous
scheduling strategies, the communication burden can be
further reduced in subsequent optimizations.

IX. CONCLUSIONS
To address the vulnerability in causal effect identification
from heterogeneous cross-platform user behavior and data
privacy—challenges particularly acute for the industry’s
multi-channel marketing strategies—this article constructs
a dynamic cross-platform social media marketing effec-
tiveness evaluation system integrated with FL. By building
a privacy-coordinated framework based on PSI and VFL,
this system securely aligns user identities across multiple
platforms and jointly models local features without leaving
the domain. A federated attribution mechanism combining
Shapley values with counterfactual analysis improves the
causal rationality of cross-platform contribution decompo-
sition. In experimental analysis, the model in this article
achieves an AUC of 0.897 in terms of predictive perfor-
mance, with an accuracy of up to 0.876 and an attribution
consistency of 0.766. Its marketing optimization effect is
superior to the FedAvg, FedTime, and FedDP baseline
methods. At the same time, it has a lower risk of information

leakage and a higher compliance coverage rate under a low
privacy budget. This article provides a reference for cross-
platform marketing evaluation in privacy-sensitive scenarios,
offering a valuable framework for the global industry to
promote the trusted, intelligent application of FL in its
complex digital marketing efforts.
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