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ABSTRACT The rapid expansion of smart metering infrastructure has escalated the demand for
secure and energy-efficient power consumption verification. Traditional verification protocols often suffer
from immense communication overheads and high energy requirements, particularly at scale, making
them vulnerable to interception and data alteration. This challenge is directly analogous to the textile
industry’s imperative for efficient and highly secure auditing of material and energy usage within global
supply chains, given that traditional monitoring protocols are typically characterized by high latency,
significant resource overhead, and vulnerability to data fraud or tampering. The paper proposes a composite
security method for smart grid data transmission, combining lightweight authentication, homomorphic data
aggregation, and energy-aware routing with an optimized verification model for consumption auditing. It
employs Elliptic Curve Cryptography (ECC) for mutual authentication, Paillier homomorphic encryption
for secure data aggregation, and a dynamic routing algorithm for low energy transmission. Experiments
on a simulated Advanced Metering Infrastructure (AMI) network demonstrated that the Hybrid scheme,
compared to pure Homomorphic Encryption (HE), reduced energy consumption by 42% while maintaining
a competitive True Positive Rate (TPR) of 95.7% and significantly lower latency of ~150 ms. These results
demonstrate an effective trade-off among security, integrity, and system durability using energy-conscious
communication. This dual focus is highly applicable to the textile industry, providing a foundational
technical approach for securely and efficiently auditing the complex energy consumption and material

usage data across large-scale, automated manufacturing facilities.

INDEX TERMS
homomorphic encryption

. INTRODUCTION

HE immense volumes of dense time-series consump-
Ttion data generated by IoT-enabled metering systems
and smart grids are crucial for accurate billing, detailed
operational analytics, and effective demand management.
Similarly, in the textile industry, the large amounts of time-
series data generated by smart looms and dyeing machinery
are equally critical for precise costing, optimizing complex
manufacturing schedules, and managing the consumption
of raw materials and energy. Such systems particularly
depend on smart meters and edge devices, often of low
capacity in computing power, data storage, and battery life.
Hence, there must be a delicate balance between the level
of cryptographic robustness and limits on energy costs and
communication delay when the firm’s reliability of data
transfer is sought. As an example, Nilima et al. [1] state
that the traditional security protocols are quite demanding
on overhead, which can deprive real-time functions in
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cases where the sources are scarce. Such a trade-off is
significant in large-scale Advanced Metering Infrastructure
(AMD) installations, as an increasing amount of data and
the number of endpoints compound these issues. Thus,
the realization of a sustainable smart grid fundamentally
requires the design of communication schemes that are both
energysaving and highly secure. This imperative is directly
relevant to the textile industry, where achieving sustainable
manufacturing practices depends equally on implementing
secure and energy-efficient data transmission protocols to
manage the vast amount of sensitive production and envi-
ronmental monitoring data.

To overcome these issues, privacy-preserving data ag-
gregation protocols within the context of homomorphic
encryption (HE) have become a focus area in innovative
metering systems. HE enables the computation of encrypted
data without decryption, whereby mutual security of the
users is upheld and actual aggregate data is analysed. Fan
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et al. [2] reveal that the homomorphic aggregation based
on Paillier-based can be successfully used to minimize
the communication overhead and protect the reading of
individual consumption. Similarly, Singh et al. [3] state that
using HE and lightweight authentication protocols delivers
both confidentiality and low-power operation performances.
Irrespective of their benefits, these cryptographic schemes
incorporate some computational complexity that needs to
be highly optimized to deploy in bounded conditions.
Therefore, further research is dedicated to optimizing such
models to achieve an equilibrium of safety, precision,
and energy consumption in verifying power consumption.
Traditional cryptographic schemes are computationally and
communicatively expensive, causing high latency, energy
consumption, and poor scalability in resource-limited smart
meters. Conversely, lightweight cryptography is efficient but
lacks strong privacy protection and is vulnerable to advanced
attacks. This creates a critical gap: current solutions fail to
provide a unified approach that simultaneously optimizes
security, energy efficiency, and verification accuracy. Con-
sequently, the transmission of smart meter data risks com-
promising safety, operational efficiency, and user privacy.
There is an urgent need to develop new mechanisms that
can balance strong security with low energy use and reliable
verification for scalable deployment in contemporary power
systems.

Smart meters and IoT-enabled devices have several tech-
nical obstacles since their computational power, memory,
and energy levels are low. This has to include end-to-
end privacy between the meter and the aggregator and the
utility provider to provide safety of consumer data so that it
cannot be intercepted or used in any way detrimental to the
consumer. In addition, systems ought to have mechanisms
to support verifiable aggregation as well as verification
to prevent fraudulent behaviors or data corruption with-
out disclosure of raw consumption data, thus maintaining
confidentiality of a user. One of the biggest obstacles is
to optimize such parameters as the strength of the secu-
rity and the power consumption and the communication
latency. The advent of quantum computing presents a major
challenge, requiring the development of new, lightweight,
post-quantum cryptographic (PQC) algorithms suitable for
constrained devices. This necessitates adopting new mod-
els that can effectively merge the conflicting requirements
of privacy, flexibility, performance, and scalability within
the emerging smart metering and IoT encryption land-
scape. This article proposes a unified system and archi-
tecture that extends energy-conscious secure transmission,
privacy-preserving homomorphic aggregation, and an effi-
cient power consumption verification scheme capable of
working over resource-limited smart meters. It enforces
and compares various variants, such as lightweight Elliptic
Curve Cryptography (ECC), homomorphic encryption (HE)
aggregation, and combination strategies in order to test
trade-offs between security and efficiency. A multi-objective
optimization routine is also implemented with the aim of
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striking a forceful balance between verification accuracy,
security strength and energy consumption. Comprehensive
experiments are carried out with real and simulated smart
meter data, and a practical testbed to assess the efficiency of
the framework. Formal security proofs and details analysis
are also presented in the paper with the aim of proving the
resiliency of the proposed schemes. The remainder of the
paper is organized as follows: Section “RELATED WORK”
reviews related work; Section “SYSTEM MODEL AND
THREAT MODEL” details the System Model and Threat
Model; Section “PROPOSED INTEGRATED FRAME-
WORK?” details the proposed architecture; Section “FOR-
MAL SECURITY & PRIVACY ANALYSIS” covers Formal
Security and Privacy Analysis; Section “EXPERIMENTAL
RESULTS & EVALUATION” presents Experimental Re-
sults and Evaluation; Section “DISCUSSION” is a Discus-
sion; and Section “CONCLUSION & FUTURE WORK”
concludes with future research directions.

Il. RELATED WORK
The sensitivity of the information concerning energy con-
sumption level and that many devices are linked to the smart
grid make security in smart grid communications critical.
Data integrity, authentication, and key agreement protocols
are needed to prevent unauthorized access. The
widely-considered Elliptic Curve Cryptography (ECC)
based contributions rely on their high level of security
at a relatively low computational cost and thus may be
applied in resource-constrained devices [4]. ECC is also
commonly combined with challenge-response to improve
each device’s authentication of the other and prevent attacks
based on replay. According to the recent surveys, finding a
proper balance between adequate security and the working
constraints of the smart meters is crucial [5].

These lightweight security protocols designed for con-
strained devices aim to save energy without any trade-off in
security assurance. Reduced computation complexities have
been aimed at through optimized protocols like lightweight
symmetric key algorithms and ECCs [6]. Moreover, energy-
aware security systems incorporate configurable crypto-
graphic methods that change the security parameters depen-
dent on the device’s state and how the network is doing [7].
These methods show encouraging signs of having secure yet
effective communication with smart grids, though there is
still some form of issue with scaling and adapting to new
threats.

In smart metering, there is a need to use privacy-
preserving data aggregation to safeguard the privacy of
individuals’ consumption patterns and to be able to carry
out global analysis properly. The most popular types of
homomorphic encryption (HE) are dedicated to the Paillier
cryptosystem, which has the additive property that enables
adding the encrypted information without decryption [8].
This modality maintains users’ privacy because individual
readings will not be revealed until the time of aggregation.
Nonetheless, HE schemes pose computational and commu-
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nication overheads in that the encryption and processing
of ciphertexts require many resources, and deployment on
devices with limited resources can be difficult [9]. Finding a
good trade-off between privacy and efficiency is a research
topic.

Surveys and recent reporting on engineering emphasize
some viable applications of HE in innovative grid systems.
Indicatively, aggregation based on Paillier has already been
implemented in large-scale Advanced Metering Infrastruc-
ture (AMI), wherein privacy-performance trade-offs are
practical [10]. These studies focus on improving encryption
characteristics and hybrid models to minimize overhead
without compromising the high privacy assurances [11].
Further development is needed to scale HE-based solutions
to real-world smart grids.

Energy-efficient routing in Wireless Sensor Networks
(WSNs) and IoT is key in extending network lifetime
without compromising data security. The protocols that
incorporate trust and security metrics into routing decisions
have been created to achieve these two goals. As an exam-
ple, Elliptic Curve Cryptography (ECC) has been used with
energy-aware Ant Colony Optimization (ACO) algorithms
to offer dynamically selected routes that provide a trade-
off between energy efficiency and robustness [12]. Such
directions maximize the selection of paths based on the

trustworthiness of the nodes and remaining energy so
that the impact of malicious nodes is reduced and the
energy consumed is wasted unnecessarily. Nevertheless, the
addition of security functionality poses an overhead that
could minimize the optimization of routing, and this is a
trade-off between high security and energy performance
[13]. Recent surveys recognize the significance of adaptive
schemes capable of changing the security levels based on
the state of the network to solve this balance [14]. These
mechanisms are essential in resource-limited smart grid and
IoT platforms.

The statistical methods and machine learning techniques
are increasingly used to spot tampering, faults in the meter,
and unusual patterns of power usage in the data verification
of power consumption data. It uses supervised anomaly de-
tection algorithms to detect the deviations in historical con-
sumption as a fraud or device malfunctioning indicator [15].
One method, federated learning (FL), has become a privacy-
preserving solution, allowing model training in a distributed
way by using smart meters where no sharing of raw data is
involved, which is why it preserves user confidentiality [16].
Such methods improve the accuracy and scale of verification
systems and solve privacy concerns in decentralized data
processing systems. However, future progress in privacy-
preserving ML and FL is crucial in securing and efficiently
managing smart grids. Existing work on innovative grid
communications research is biased towards optimizing the
security, energy efficiency, or accuracy of verification in
isolation. It lacks a balance among the three variables. As an
illustration, there are more powerful protocols that absorb
too much energy, and those that are lightweight by putting
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less emphasis on robust privacy guarantees. Similarly, the
verification models can identify anomalies correctly, but fail
to integrate with secure and energy-efficient transmission
modes. There is a notable difference in the efforts to design
comprehensive frameworks that simultaneously optimize
all three considerations: security, energy consumption, and
verification accuracy, backed by rigorous experimental as-
sessment. This gap needs solutions to bring about practical,
scalable smart grid deployments.

lll. SYSTEM MODEL AND THREAT MODEL

The system architecture suggested herein has several essen-
tial modules: smart meters (edge nodes), data concentrators
or gateways, the communication network, a data aggregator
and service provider, and a verifier entity: an auditor, or
a utility operator. Smart meters acquire more granular use
details, sending data to nearby gateways. These gateways put
together data into wide-area networks (WAN) to the central
aggregator. Communication links composing these networks
are meter-gateway links (by low-power methods such as
LoRaWAN or NB-IoT), and gateway-cloud transmission is
used by LTE or wire-based Power Line Communication
(PLC). The

verifier audits the aggregate data to ensure that the data is
precise and guarantees a safe and stable system functioning.
The hierarchical system architecture is shown in Figure 1.

Smart meters read the consumption as r; ;, which denotes
power use at time ¢ by meter <. Timeseries readings generate
dense data streams that may be summarized at regular
intervals: hourly and daily, to minimize communication
overheads and increase privacy. Metadata such as meter
identifiers and timestamps is present together with consump-
tion data. Meter IDs are either pseudonymized or encrypted
before transmission, to prevent unauthorized correlation
of data to specific users. This time-series structured data
provides secure, verifiable aggregation and retains sufficient
detail so the utility or auditor can perform detailed analytics.

It is a system that presupposes the presence of several
adversaries of different capacities. Passive eavesdroppers
cannot change data transmissions, but only intercept the
data. Active attackers can alter messages, inject wrong infor-
mation, or conduct a replay attack to derail the integrity of
communication. Hijacked smart meters can give inaccurate
readings or leak sensitive information. Malicious aggrega-
tors are also called honest-but-curious, as they adhere to
the protocols yet try to deduce the confidential information.
Also, man-in-the-middle attackers can interfere with com-
munication between nodes and tamper with sensors, and
insider attackers have

increased access to the system. These attackers disrupt
the power consumption data’s confidentiality, integrity, and
availability.

They are presumed to have bound computational re-
sources with the current threats in mind. Security is based
upon well-understood cryptographic hardness problems,
e.g., lately the discrete logarithm problem, on which Ellip-
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FIGURE 1. Layered System Architecture of Secure Smart Metering Communications.

tic Curve Cryptography (ECC) is based. The system also
predicts future post-quantum (PQC) security threats and,
thus, considers the future requirement of primitives in future
versions. Whereas ECC and homomorphic encryption-based
variants are currently used, the shift towards PQC algorithms
must be made to ensure long-term security. Opponents
are also assumed to be incapable of cracking secure key
exchanges or signature operations within the limits of fea-
sibility.

The architecture presupposes the trusted setup step, where
a public key infrastructure (PKI) can be set up to provide
secure management of cryptographic keys and certificates.
The smart meters and gateways have trusted certificates
that can be provided during manufacture or deployment.
The communications infrastructure is partially trusted and
can be interfered with by adversaries, and there is a need
to have secure authentication and encryption procedures.
Aggregators are operationally trusted to process the aggre-
gate of the measurements, but the system is designed to
be resilient against honest-but-curious behavior (as noted
in the threat model). Therefore, cryptographic measures
are employed to ensure they cannot access or release raw
meter readings, even if they attempt to deduce confidential
information. The auditor is trusted completely to check
and warrant aggregated results. These presumptions outline
security scope and aid in forming security protocols to
minimize the threats outlined.

The delay and network size of hybrid and ECC schemes
are shown in Figure 2:

IV. PROPOSED INTEGRATED FRAMEWORK
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A. HIGH-LEVEL DESIGN

The suggested built-in framework is based on the layered
solution to innovative metering systems’ security, privacy,
and energy efficiency. Lightweight authentication and key-
agreement protocols at the edge result in quick and low-
energy, mutual authentication between smart meters and
the gateway with minimal implementation requirements.
Meter data is privacy-preserving aggregated at the gateways
and aggregators through additive homomorphic schemes,
including Paillier, and can be added together, but doesn’t
reveal individual values. In the meter network, the secure
routing protocols that focus on an energy-aware routing
approach balance energy usage and reliability to optimize
communication paths, increasing the network’s lifetime.
Last but not least, a verifiable consumption verification
model is used, where the truth and integrity of accumu-
lated consumption data are guaranteed and auditable, while
ensuring user privacy. The holistic architecture is easy to
combine with security, efficiency, and verifiability to present
an application-compatible framework that is highly effective
in resource-limited innovative grid systems.

B. CRYPTOGRAPHIC BUILDING BLOCKS
Lightweight authenticated key agreement protocols will be
needed to get smart meters and gates to communicate
securely and with low energy. The elliptic Curve Cryptog-
raphy (ECC) protocol, in particular, by the computationally
efficient curves such as Curve25519, offers an adequate level
of security with a small key size and a smaller amount of
computation work and can be used on resource-constrained
environments [17]. The typical stages of formal protocols
are registration,

mutual authentication, and session key derivation, which
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are encrypted to guarantee confidentiality and integrity.
Alternative lightweight symmetric key schemes can be used
to trim overheads further during session setup. Researchers
indicate that the techniques are considered to have strong
security with low latency and energy usage compatibility
[18].

We define a cryptographic efficiency ratio as:

The Security Score is a dimensionless metric normalized
between 0 and 1, where 1.0 represents the highest security
(e.g., equivalent to 256-bit AES/2048-bit RSA strength).

Security Score

rypto = e 1
lerypto Energy Cost M

This metric allows quick benchmarking; for example,
ECC with a score of 0.85 and cost of 1.5 m] yields
Nerypto ~ 0.57, while full HE with a score of 1.0 and cost
of 18.5 mJ yields only ncrypto = 0.054.

C. MATHEMATICAL FORMULATION
Let G be the base point of Curve25519, k; and k; random
private keys.

Ephemeral ECDH public key R;:

Ri:kiXG Rjzk'jXG (2)

Shared session key:

SK = KDF(k; - R;) = KDF(k; - R;) 3)
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Note on KDF Implementation: The Key Derivation Func-
tion (KDF) is implemented using HKDF (HMAC-based Key
Derivation Function) with SHA-256 as the underlying hash
function. Specifically, KDF extracts a fixed-length secret
key SK from the shared secret output of the Elliptic Curve
Diffie-Hellman (ECDH) operation.

Algorithm 1: ECC_Auth (Meter i, Gateway j)
1.Initiation: Meter ¢ sends its identity I D; and Ephemeral
ECDH public key R;, and a current timestamp 7; to
Gateway j

Meter; — Gateway; : 1Dy, R;,T;
2.Challenge and Signature: Gateway j sends its identity
ID;, Ephemeral ECDH public key I;, current timestamp
T}, and a signature Sign; over the exchanged nonces and
timestamps back to Meter i:

Gateway; — Meter; : 1Dy, R;, Ty, Sign;(I1D;||R;Ti||R;T;)
3.Verification and Response: Meter ¢ verifies Sign; and
checks the freshness of T;. Upon successful verification,
it sends a confirming signature Sign; to Gateway j:

Meter; — Gateway; : Sign;(ID;|| R;Ty||R:T;)
4.Mutual Verification: Gateway j verifies Sign;.
5.Session Key Derivation: Both parties derive the shared
session key SK using their private ephemeral key and the
peer’s ephemeral ECDH public key. Specifically, party ¢
computes the shared secret Z = k;-R; and party j computes
Z = kj - R;. Since k; - R; = k; - R;, both parties arrive at
the same shared secret Z, which is then processed by the
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KDF as defined in Equation (3).

D. DEFENSE MECHANISM SUMMARY

Replay Attack Defense: Timestamps (7} and T7) are used in
the message exchange, and freshness checks are explicitly
required in Steps 2 and 3. Any attempt to replay old
messages will fail due to timestamp expiration.

Man in the Middle (MITM) Defense: The scope of digital
signatures (Sign; and Sign;) has been extended to cover
all exchanged parameters (ID, nonce, and timestamp). This
ensures the integrity and authenticity of the message, and
any tampering will result in signature verification failure,
thus thwarting the MITM attack.

Energy cost:

e ECC scalar mult: ~1.5 mJ/op
o ECDSA verify: ~2.3 mlJ/op (ARM Cortex-M4, 80
MHz)

Using the concept of homomorphic encryptions (the Pail-
lier cryptosystem), data aggregation is possible, and the
computation over encrypted meter readings can be per-
formed without revealing the individual data. The algorithm
entails meters encrypting consumption values with a public
key of the aggregator, adding ciphertexts in a homomorphic
manner, and finally decrypting only the resultant aggregate
[19]. To cut the computational expense, a combination of
partial HE schemes or secret-sharing-based aggregation can
trade off between privacy and efficiency. Whereas such an
approach keeps users anonymous, it allows for creating
accurate and safe consumption analysis at the aggregator
level.

Homomorphic Encryption (Paillier):

Encryption:
ci=g™ 1Y (mod N?) 4
Aggregation:
C = H ¢ (mod N?) 5)
i=1
Decryption:

Mgm = L(C*  (mod N?))-p (mod N)  (6)

where u_1
L(u) = — )

Algorithm 2: Paillier_Aggregate

1: Each meter encrypts m; — ¢; using aggregator’s PK.

2: Gateway aggregates: C' =[], ¢; (mod N?).

3: Aggregator decrypts C' to obtain ), m; without individ-
ual values.
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E. PAILLIER PARAMETER GENERATION AND
RANDOMNESS SPECIFICATION
To ensure cryptographic robustness and address the lack of
definition, we explicitly specify the Paillier parameter gen-
eration and randomness sources. The key pair is generated
by the central Data Aggregator (DA).

The Paillier Key Generation process is as follows:

1.Select two large prime numbers, p and ¢, randomly and
independently, ensuring they have equal bit-length (e.g.,
1024 bits for n to be 2048 bits). The primes must satisfy
the condition ged(pg, (p — 1)(¢ — 1)) = 1.

2.Compute the public modulus n = pg and A\ = lem(p —
1,q—1).

3.Compute the public modulus g € Z7 ,. As a recommended
practice for implementation simplicity and efficiency, we set
g=n-+1.

4.Compute the modular multiplicative inverse p =
(L(g* mod n?))~! mod n, where L(z) = (z — 1)/n.
5.The public key is PK = (n,g) and the private key is
SK = (A u).

Furthermore, all random selections required for the cryp-
tosystem, including the initial large primes p,q for key
generation and the encryption randomness r € Z) used
by the smart meters (in Algorithm 2, r;), must be sourced
from a Cryptographically Secure Pseudorandom Number
Generator (CSPRNG). The utilization of a CSPRNG is
essential to guarantee the high min-entropy necessary for
the probabilistic nature and semantic security of the Paillier
scheme.

Hybrid cryptographic techniques handle trade-offs, where
information that must be transmitted often is symmetrically
encrypted and periodically aggregated using HE to reduce
overhead. The design substantially lowers the computa-
tional and communication cost of performing continuous
HE encryption and provides robust privacy guarantees when
performing aggregate computations. Also, the rise of post-
quantum cryptography (PQC) is essential with quantum
computing under threat of classical cryptocurrency algo-
rithms. Although there are standardizations of PQC by
NIST, the integration of PQC on smart meters has challenges
in performance since PQC requires more computation, with
the need to achieve constant optimization.

Algorithm 3: Hybrid_Encrypt_Policy
If (¢t mod T,44 == 0) then
if (E > Ey,) then
Mode < Paillier HE
Perform_Aggregation()
else
Mode < AES_CCM
Issue_Low_Battery_Warning()
Enter_Energy_Saving_Mode()
Defer_Aggregation()
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end if G. ENERGY-AWARE COMMUNICATION LAYER

else The energy model measures the energy to transmit and
Mode < AES CCM compute in terms of standard device parameters. Low-

end if power communications such as LoRaWAN and NB-IoT use

F. RATIONALE FOR PARAMETER SELECTION

The specific parameter values for the Hybrid Policy were de-
termined empirically through the multi-objective optimiza-
tion routine detailed in Section “Energy-Aware Communi-
cation Layer” and Section “EXPERIMENTAL RESULTS
& EVALUATION”. The selection was guided by the critical
system constraints identified on the Pareto front: maximizing
the Security Score (S > 0.8), ensuring high Aggregation
Accuracy (A > 95%), and minimizing Energy Consumption
(E < 10 m]J per reporting period).

The aggregation interval, 1,4, = 12 reporting intervals,
was selected as the optimal frequency that provides high
detection accuracy (achieving TPR > 95.7% as shown in
Table 2) while keeping the average latency at a competitive
~ 150 ms (Table 2). This frequency offers the best trade-off,
as shorter intervals would substantially increase energy costs
and longer intervals would degrade verification accuracy and
increase latency.

The energy threshold, E;;, = 30% battery capacity, serves
as a critical fail-safe to preserve network durability. The
routine telemetry data is encrypted using AES-CCM, maxi-
mizing energy efficiency. Paillier Homomorphic Encryption
(HE) is strictly reserved for the predetermined aggregation
time (t mod 7,4, = 0), where secure homomorphic pro-
cessing is mandatory. The energy threshold (E,j) is used as
a critical low-battery warning to trigger system-level con-
servation measures (e.g., stopping non-essential tasks) and
to guarantee enough residual energy is available to execute
the one final high-cost Paillier HE aggregation operation at
the next scheduled 7,4, before the smart meter’s battery
completely depletes. The system’s reliance on the low-
cost AES-CCM mode for routine telemetry justifies setting
this threshold relatively low, prioritizing maximization of
operational lifetime.

The average energy consumption (mJ) for each reporting
period is shown in Table 1:

TABLE 1. Average Energy Consumption (mJ) per Reporting Period

Number of Meters HE Scheme (m]) Hybrid Scheme (mlJ) ECC Scheme (mlJ)

10 8.2+ 0.4 4.5+0.3 3.21+0.2
50 14.1+0.5 9.6 £0.4 5.5+0.3
100 18.5+ 0.6 10.7+ 0.5 6.3+0.4

TABLE 2. Detection Performance Metrics for Tampering

Scheme TPR (%) FPR (%) FNR (%) Average Latency (ms)
HE 98.5+0.3 1.24+0.2 1.3+0.1 350 + 15

Hybrid 95.7+£04 3.0£0.3 1.0£0.2 150 £+ 10
ECC 890.5+0.6 454+04 6.0+0.5 80+ 8
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between 50 and 80 nanojoules (nJ) at a time to transmit
a bit at short distances [20]. Conversely, LTE has more
power consumption of up to 150 nlJ/ bit concerning high
data rates and longer spans. The computation costs of
lightweight ECC-based signature generation on low-power
embedded devices are approximately 1.5 millijoules (mJ)
per signature generation, or up to 20 mlJ per operation
of some homomorphic encryption schemes, depending on
the choice of scheme and implementation. Those energy
benchmarks permit a sober assessment of communicational-
cryptographic tradeoffs at intelligent meter networks.
Objective:

minJ=a »  E.,+B8Y (1-T,)-74 @)

(u,v)eP neN
Subject to:
Eused S Erem (9)
Latency(P) < Lax (10)

Algorithm 4: EA_ACO_Routing
1: Initialize pheromone T, for all links.
2: For iter = 1..MaxIter:

For each ant:

trustyy
Build path using 7 and 1, = TSty
Euy
Compute J.
T+ (1—p)7+ AT (11)

3: Return path with min J.
Parameters:

-a=05 =03, 7v=0.2
- MaxlIter=50, p = 0.1

Definition of Trust and Security Score (.5):

The link-level trust parameter trust,, used in Algorithm
4 represents the reliability and security level of the direct
communication link (u,v), normalized between 0 and 1. It
is calculated based on historical performance metrics such as
packet loss rate, node stability, and a predefined reputation
score for the intermediate node wu.

The path-level Security Score S (which consistently re-
places the potential confusion with the symbol T') for a
given path P is a comprehensive metric derived from the
link-level trust values. We define S(P) as the minimum trust
value of all links in the path: S(P) = min, ,)ep(trustyy).
S is explicitly normalized to the range [0, 1], where S =1
indicates a fully trusted path.
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The routing optimization is formalized as:

min J = aFyormalized +B(1 - S) +’7(1 - Anormalized) (12)

In which FE\omalized 18 normalized cumulative energy
consumption, derived from the original energy consump-
tion measured in millijoules, S is the path-level Security
Score (normalized to [0, 1]), and A, ormalized represents the
aggregation accuracy (normalized to [0, 1]). The standard
weighting factors may be as follows: 0.5, 0.3, 0.2, when
energy savings should be emphasized and security and
accuracy should be moderate.

Energy Consumption (o« = 0.5): Energy efficiency is
the paramount concern in resource-constrained IoT envi-
ronments like smart metering. A high weight of o = 0.5
is assigned to the normalized energy cost (Eyormalized) tO
ensure the routing algorithm prioritizes paths that signifi-
cantly prolong the operational lifespan of the smart meters.
Empirical tests confirmed that paths with the lowest energy
consumption are essential for meeting the network lifetime
requirements.

Security Score (5 = 0.3): The second priority is the
security score (.5), receiving a weight of 8 = 0.3. While se-
curity is critical, the system is designed with a hybrid cryp-
tographic policy that inherently maintains a high baseline
security. This moderate weighting prevents the algorithm
from selecting marginally more secure but overly energy-
expensive routes, ensuring a balance between resilience and
resource usage.

Aggregation Accuracy (y = 0.2): Aggregation accuracy
(Apormalized) receives the lowest weight of v = 0.2. This
is because the design goal allows for a small, tolerable
degradation in real-time accuracy to achieve substantial en-
ergy savings and high security. The aggregation mechanism
is robust enough that small variations in the chosen route
have a smaller impact on the final accuracy compared to the
critical impact of energy on network longevity.

This aim is balanced between the need to minimize
energy consumption (to reach a target of <5 mJ per data
packet), maximize trustworthiness in order to avoid com-
promised nodes, and guarantee accuracy of the aggregation
greater than 95%, therefore adequate to real-world limita-
tions as well as performance requirements.

Normalization Method: For the objective function to be
dimensionless and consistent, all three weighted variables
(E, S, and A) are normalized to the [0, 1] range.

The optimization goal can be restated in a compact form:

Minimize:

J = 0~5Enormalized+0-3(1*S)+0~2(1*Anormalized> (13)

where Fyormalized 18 normalized energy use, S’ is security
score (0-1), and Apormalizea 1S normalized aggregation
accuracy (0-1). This formulation clearly shows the trade-
off between reducing normalized energy and maximizing
both the path security score and the aggregation accuracy.
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In order to apply this model, energy-considerate Ant Colony
Optimization (ACO) algorithms that trust measures have
strengthened have been shown to save up to 30 percent
energy

consumption when compared to the conventional routing
and at the same time achieving high security. On networks
with fewer than 50 nodes (small intelligent meter networks),
Mixed-Integer Linear Programming (MILP) solutions can
provide near-optimal routing and, concerning greedy heuris-
tics, save approximately 20% energy consumption [21].
These algorithms dynamically set optimum routing paths
based on the remaining node energy level, reliability, and
accuracy demands, and guarantee data delivery efficiency
and security in limited intelligent grid networks. Total
energy cost per reporting period can be approximated as:

Eiotal = Eix - npigs + Ecomp * Nops (14)

Where E,, is energy per transmitted bit, 7,45 is the total
bits sent, E.onmp i energy per cryptographic operation, and
Nops 15 the number of such operations. This allows direct
comparison of protocol designs.

Decision variables:

z1: encryption mode per meter {ECC, Hybrid, HE}, a
categorical/discrete variable

Zo: routing configuration

x3: aggregation interval T, 4,

Objectives:

F1 = E(fﬂ), F2 = 73(1'), Fg = 7A((£) (15)

Constraints:

E(z) <10mJ, S(z) > 0.8, A(z) > 0.95

Note on Objective Function Characteristics: The decision
variables z; and x3 are discrete or categorical. Conse-
quently, the resulting objective functions Fj, Fy and Fj
are discrete and nonsmooth. The choice of the NSGA-II
algorithm is utilized as a foundation due to its robust non-
dominated sorting mechanism; however, to properly handle
the discrete and mixed-integer nature of the optimization
problem, a Hybrid NSGA-II framework was implemented.
This adaptation is critical, retaining the standard Simulated
Binary Crossover (SBX) and polynomial mutation opera-
tors for the continuous variable x5 (routing configuration),
Specifically, x» is encoded as a vector of real-valued weight-
ing factors «, 3,~, where «, 3, and ~ represent the relative
importance assigned to the Energy, Security, and Accuracy
objectives, respectively, within the Ant Colony Optimization
routing function (cf. Equation 13), while implementing
tailored non-uniform mutation and categorical crossover
methods designed specifically for the discrete variables x;
and z3. This hybrid approach is necessary to ensure the
convergence and diversity of the Pareto front in this mixed-
integer, non-smooth objective space.
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Algorithm 5: Hybrid NSGA-II for Mixed-Integer Optimiza-
tion
1: Initialize population F.
2: For gen = 1..G:
Generate offspring ), by crossover/mutation.
R = P, UQyg; rank by nondomination.
Select P, using crowding distance.
3: Return Pareto set.
Parameters:

- Population=100, Generations=200, Crossover=0.9, Muta-
tion=0.033

The Crossover Probability (P. = 0.9) is set high to
maximize the exploration capability and promote the effi-
cient exchange of genetic material between non-dominated
solutions, which is vital for effectively mapping the Pareto
front in a multi-objective search space. The Mutation Prob-
ability P,, = 0.033 is set following a common heuristic,
approximating the value of 1/L where L is the length of
the chromosome/variable set (i.e., ~ 30 for the combined
discrete and continuous variables). This specific value en-
sures sufficient random perturbation to prevent premature
convergence to local optima while avoiding excessive dis-
ruption of fit individuals. The distribution indices (1. = 20
and 7, = 20) are chosen to promote solutions closer to
the parents in the continuous space, ensuring better local
exploitation while maintaining diversity.

H. VERIFIABLE POWER CONSUMPTION VERIFICATION
MODEL

The purpose of the verification model is to ensure integrity
(no tampering), authenticity (valid source meters), privacy
(no exposure of raw readings), and accountability (audit
trails). To save money, an aggregate style of signature-
based batch verification lets you expect many encrypted
readings in one go. As an example, versions of the scheme
involving Boneh-Lynn-Shacham (BLS) signatures enable
the compression of meter signatures into a single short
proof, significantly reducing the cost of verification at the
expense of not reducing the underlying security guarantees
[22]. The strategy will allow auditors to have fast enough
visibility to ascertain large data batches without losing
individual meter privacy.

Local update:

with = wj =NV Li(w;) (16)
Global aggregation:
Ko
Wit = ; (;) Wit (17)

Algorithm 6: FedLSTM_Detect
For each round ¢:
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1: Each meter trains LSTM on W recent readings and
calculates the local model update (gradient Aw;). Each
meter encrypts its local update Aw; and sends the ciphertext
Enc(Aw;) to the Aggregator. The Aggregator then com-
putes the aggregated update Enc() , Aw;) using Paillier’s
additive homomorphic property.
2: Encrypt updates with Paillier-based secure aggregation.
This step ensures that only the crucial summation of gra-
dients, which aligns with Paillier’s additive homomorphic
capability, is performed in the encrypted domain, thereby
avoiding the severe scientific error associated with encrypt-
ing the full, non-linear LSTM training process.

3: Aggregator decrypts, averages models, sends new

model to meters.

4: Anomaly score s, = 1 — exp(—||§: — y¢[|?/o?)
If s; > 7 (where 7 = 0.8), flag anomaly.
Performance:
- ROC-AUC = 0.962 (5% anomalies)
- Comm. cost ~ 22 KB per round

The anomaly detection uses privacy-preserving machine
learning algorithms like federated learning to learn average
consumption patterns, instead of revealing raw data [23]. In
some instances of a suspect aggregate reads, more granu-
lar verification can be performed selectively, by providing
masked consumption readings to an auditor, using either
a zero-knowledge proof (ZKP) or a challenge-response
protocol. The layered method provides privacy and detection
trade-offs, secure, verifiable detection of anomalies, and
consumer confidentiality.

To be auditable, SNARKS, or lightweight ZKP protocols
can be used by the servers to provide proof of proper aggre-
gation without exposing the plain text information. Although
ZKPs offer a good level of privacy and authentication
guarantee, they can serve a high computational overload,
thus, it is practical to adopt batch verification whenever
conducting regular checks. Such a tradeoff enables flexible
and secure deployment of lightweight verification and more
substantial proofs that are resource-intensive and chosen
by those implementing it based on constraints within the
deployment.

The Aggregator (Prover) constructs a Zero-Knowledge
Proof (ZKP) to assert two statements: (1) the aggregated
value C was correctly computed from the individual meter
readings ZZ v;, and (2) the resulting plaintext sum Mgy,
falls within a valid range [L,U]. The Auditor (Validator)
verifies this proof 7 without learning the individual me-
ter readings. Specifically, the ZKP mechanism is imple-
mented using the Groth16 scheme. This choice is justified
by Grothl6’s highly efficient, constant-size proofs, which
minimizes the communication overhead between the meter
and the Verifier, making it suitable for resource-constrained
smart grid environments. The constraint logic for the range
proof is modeled as a quadratic arithmetic program (QAP)
to leverage Grothl6’s structure.
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Algorithm 7: ZKP_Selective_Verify
1: If suspicious aggregate detected:
Aggregator masks, acting as the Prover, generates ZKP
m
m asserts that the decrypted aggregate sum Mgy, was
correctly computed from the collected encrypted readings
I, ¢ and that Mgy, falls within the predefined valid range
[L,U].
2: Auditor verifies m without learning m;.
Cost:
- Proof size: 2.8 KB
- Proof generation: 250 ms, verification: 30 ms (Intel i5)

V. FORMAL SECURITY & PRIVACY ANALYSIS

The framework’s security goals include confidentiality (pro-
tecting meter readings from unauthorized access), integrity
(ensuring data is unaltered), authenticity (verifying the
source of data), non-repudiation (preventing denial of sent
data), and availability (ensuring continuous service) [24].
These properties collectively maintain the trustworthiness
and reliability of the smart metering system, essential for
billing accuracy and consumer privacy.

Confidentiality is ensured under standard cryptographic
assumptions for the employed schemes. The homomorphic
encryption (HE) scheme used for aggregation is proven
secure against chosenplaintext attacks (CPA), following the
hardness of the Decisional Composite Residuality prob-
lem. Authentication relies on Elliptic Curve Cryptography
(ECC), whose security is based on the discrete logarithm
problem’s intractability. Replay resistance is achieved by
incorporating nonces and timestamps in communication
protocols, preventing adversaries from replaying captured
messages. These security arguments follow established re-
duction proofs in the literature.

From a privacy perspective, the aggregator only accesses
aggregated ciphertexts, never individual readings, preserving
data confidentiality. Under the semantic security assumption
of the HE scheme, attackers cannot associate ciphertexts
with specific meters or raw values [25]. This

paper introduces a composite architecture which in-
tegrates energy awareness security transmission, privacy
preservation homomorphic aggregate and a model of op-
timized power consumption verification to be executed in
resource constraint smart meters. It benchmarks a

number of different implementations some of which
include lightweight Elliptic Curve Cryptography (ECC),
homomorphic encryption (HE) aggregation and hybrid im-
plementations to analyze trades offs between security and
efficiency. Besides, a multi-objective optimization routine
will be constructed in such a way that verification accuracy,
security strength, and energy consumption were balanced.
To test the performance of the framework, significant ex-
periments are designed on real and simulated sets of smart
meter data and using a practical testbed. The paper also
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possesses formal security proofs and detailed analysis to
show the strength of the suggested schemes.

VI. EXPERIMENTAL RESULTS & EVALUATION
Experimental and simulation environment:

Data Source and Load Model: The simulation utilized
a synthetic, realistic energy consumption dataset generated
from a modified version of the Pecan Street Dataport
data structure. The load model follows a non-homogeneous
Poisson arrival process to simulate meter readings, reflecting
a variable duty cycle (e.g., peak aggregation times are
modeled with a higher arrival rate, 0.8/minute, while off-
peak is 0.1/minute). This approach accurately captures the
stochastic and time-dependent nature of smart meter com-
munication traffic.

Channel and Network Model: The network environment
was simulated using the NS-3 platform to ensure high
fidelity in routing and channel modeling. For the LoRa
communication layer (when applicable), a specific channel
model was adopted using the Log-Distance Path Loss Model
with parameters: Path Loss Exponent (n=3.0), Reference
Distance (dO=1 m), and Reference Path Loss ( PL0=128
dB), which is characteristic of urban canyon deployments.
The NB-IoT configuration was based on the 3GPP stan-
dards for Cat-NB1, specifying a half-duplex operation and
a duty cycle configured for extended coverage/low power
consumption mode.

Simulation Parameters and Statistics: All simulations
were executed with a dedicated random seed (Seed = 42)
across 30 independent runs for each scenario to mitigate
the impact of randomness. The results, including energy
consumption and communication latency, are reported as the
mean value, and a 95% confidence interval (CI), computed
using Student’s t-distribution, is

reported to quantify the estimation uncertainty of the
mean values. Additionally, pairwise t-tests were performed
to assess the statistical significance of differences between
schemes.

An evaluation of energy consumption per reporting period
was done on three schemes: conventional Homomorphic
Encryption (HE), a Hybrid method that uses a combination
of HE and the symmetric encryption, a lightweight scheme
that relies on ECC. The HE scheme had the highest average
consumption at 18.5 mJ because the ciphertext operations
are costly whereas the Hybrid scheme cut down consid-
erably by 42 percent to 10.7 mJ by encrypting frequent
telemetry symmetrically and applying HE at intervals. The
ECC scheme used the small amount of energy (6.3 ml),
however, it offers lesser privacy. Energy consumption was
roughly linear with the number of meters, which stresses
scalability issues of pure HE.

For 100 meters, HE’s energy cost was almost triple that of
ECC and 73% higher than the Hybrid scheme, highlighting
efficiency gains. These results confirm that hybrid schemes
balance privacy and energy well, offering significant savings
over HE alone. The ECC scheme suits low-power scenarios
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where strict privacy is less critical. Confidence intervals
from 15 experimental runs validate these trends.
The energy consumption for each reporting period based
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on the simulated encryption scheme and network scale is
shown in Figure 3:
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FIGURE 3. Simulation-based Energy Consumption per Reporting Period Across Encryption Schemes and Network Sizes

The detection performance of tampering and anomalies
was evaluated across the three schemes using a simulated
dataset with 5% injected anomalies. The Homomorphic
Encryption (HE) scheme achieved the highest true positive
rate (TPR) of 98.5%, indicating strong detection accuracy
while fully preserving data privacy. However, this came with
a higher false positive rate (FPR) of 1.2% and increased la-
tency (~350 ms per report), reflecting the computational cost
of HE. The hybrid scheme maintained a competitive TPR of
95.7% with a slightly higher FPR of 3.0% but significantly
reduced latency to approximately 150 ms, striking a better
balance between performance and privacy. The ECC-based
scheme showed the fastest latency (~80 ms) but at the cost of
lower TPR (89.5%) and higher FPR (4.5%), demonstrating
weaker privacy and detection trade-offs.

Table 2 summarizes these metrics clearly. False nega-
tives remained below 1.5% for HE and hybrid schemes,

. True Positive Rate (%)
BN False Positive Rate (%)

100
80

a0

40

Detection Rate (%)

20F

HE

Hybrid
Scheme

essential for minimizing undetected fraud. The trade-offs
between detection accuracy and latency highlight the need
for deployment-specific choices:

Overall detection accuracy can be calculated as:

TP+TN
TP+TN+FP+FN

where TP, TN, FP, and FN denote true positives, true
negatives, false positives, and false negatives, respectively.

HE is preferable when privacy is paramount, while the
hybrid approach suits scenarios requiring timely detection
with reasonable privacy. ECC schemes may only fit low-
risk environments. These results confirm that integrated
frameworks can balance security guarantees and operational
efficiency effectively.

The comparison of tampering detection rate and delay
between hybrid and ECC schemes is shown in Figure 4:

Accuracy =

(18)

. Latency (ms)

ECC

FIGURE 4. Tampering Detection Rates and Latency Comparison for HE, Hybrid, and ECC Schemes

Multi-objective optimization was conducted to balance
energy consumption, verification accuracy, and security
level. The resulting Pareto frontier (Figure 5) clearly demon-
strates trade-offs among these metrics: increasing security
and accuracy typically raises energy costs. These results
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provide system designers with flexible parameter settings
tailored to different network conditions and device capa-
bilities. Statistical stability was confirmed over 12 repeated
experiments with narrow confidence intervals.

A paired-sample t-test was conducted over 12 experimen-
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tal runs to compare the energy usage of the Hybrid and HE
schemes. The analysis revealed a highly significant differ-
ence, t(11) = 9.42, p < 0.001, indicating that the Hybrid
approach consistently consumed less energy. The calculated
effect size (Cohen’s d = 2.72) falls within the range
considered to represent a very large effect, demonstrating
that the energy savings are not only statistically reliable but
also operationally meaningful. These results provide strong
empirical support for adopting the Hybrid scheme in real-
world deployments where both efficiency and performance
are critical requirements. The communication cost is a key
variable in the optimization, primarily determined by the

wireless module’s operational parameters. One of the critical
parameters considered is the LPWAN Transmission Power
Level (e.g., LoRa/NB-IoT), which directly influences both
the communication range and the energy consumption of
the smart meter. As shown in Figure 5, higher transmission
power levels generally shift the operating point toward
higher energy consumption and longer transmission time,
while lower power settings favor energy efficiency at the
expense of reduced communication robustness. The Pareto
front provides system designers with a set of non-dominated
communication configurations, enabling flexible parameter
selection under different deployment constraints.

5 [serial/i5-6200U]Pareto Front (LoRa/NB-IoT)

20
318 N\
§3 L
v *
5 16 %

14 Pareto front LoRaNB-IoT = 4.0 LoRa/NB-IoT = 5.5 LoRaNB-IoT = 7.0
LoRaNB-IeT= 3.0 LoRaNB-IoT = 4.5 LoRaNB-IoT = 6.0 LoRaNB-IoT = 7.5
LoRaNB-IoT= 3.5 LoRaNB-IoT = 5.0 LoRaNB-IoT = 6.5 LoRa/NB-IoT = 8.0
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FIGURE 5. Pareto frontier illustrating the trade-off between communication energy consumption and transmission latency under
different LPWAN transmission power levels (LoRa/NB-IoT configurations).

Beyond the communication-layer trade-offs illustrated in
Figure 5, scalability and latency were evaluated by varying
network sizes from 10 to 200 smart meters. Throughput
remained stable, and latency increased sub-linearly for the
hybrid scheme, staying under 500 ms even at the largest
scale, supporting near real-time operation. The pure HE
scheme showed significantly higher latency, limiting real-
time viability for large networks, while ECC schemes had
consistently low latency but weaker security. These findings
underscore the hybrid scheme’s balanced suitability for
scalable, secure smart grid deployments. Experiments were
repeated 15 times to ensure reliability.

VIl. DISCUSSION
The analysis proves that the best scheme depends on the
priority of operation. To meet the maximum privacy and
high-security needs, the whole Homomorphic Encryption
(HE) architecture showed the highest detection accuracy
(TPR: 98.5%), and reasonable privacy assurances, consis-
tent with previous experiments regarding privacy-preserving
properties of aggregation using Paillier encryption (Wu
et al., 2023). It was, however, accompanied by increased
energy consumption of (18.5 mJ) and some higher latency
(~350ms), as was expected due to the computational load
HE was taking relative to HE prior. Conversely, low-power,
latency-sensitive

conditions were more in favour of the ECC-only method,
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which performed the cheapest (6.3 mJ) and the quickest
(~80 ms), which confirms studies on lightweight ECC
deployments. The hybrid scheme turned out to be the most
feasible one, cutting the HE overheads by 42%, preserving
high performance in detections (TPR: 95.7%), and sus-
taining the same latency values (150 ms). Multi-objective
optimization proved the ability of hybrid configurations
to maintain verification accuracy over 95 percent, security
above 0.8, and energy below 10 mJ per reporting period.
The given framework would need to gradually upgrade the
firmware to implement the hybrid

cryptographic modules without creating service down-
times, similar to scalable AMI implementation. Backwards
compatibility is achievable through dual-protocol gateways
to

convert between legacy and secure formats. The initial
costs involve upgrading hardware/firmware, but such ex-
penses are accounted for by long-term operational cost
savings, due to less energy consumption. Such things will
be seen in data privacy and cybersecurity guidelines within
its deployment timelines. Such a PQC migration roadmap
is critical, as it expects to make future quantum-resistant
demands employing updates to the firmware instead of
hardware replacements.

Constraints on practical limitations affect the conclusions
of the study. All simulations were conducted in the ideal
setting of network conditions, never reflecting the reality of
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the capacity to

cause interference and advanced methods of attack [26].
The limit believes in the representativeness of the dataset
since only a few profiles of usage are modelled. Performance
on very low-end meters may suffer at hardware hetero-
geneity, regarding the costly resourceintensive ZKP and HE
operations. Metadata leakage is part of residual risk since
previous AMI privacy studies mentioned, and traffic padding
or differential privacy might involve additional overhead.
Performance has to be validated through field trials under
various conditions, and optimization parameters should be
optimized [27].

VIll. CONCLUSION & FUTURE WORK

The paper articulates a framework designed to enable secure
and energy-aware communication and verification within
the Advanced Metering Infrastructure (AMI), achieving a
practical trade-off among privacy, security, and efficiency.
This development has strong parallels with the needs of
the textile industry, where a similar framework is required
to manage complex digital manufacturing data securely
and efficiently, balancing the need for data privacy (e.g.,
protecting proprietary formulas) with the operational ef-
ficiency required in the supply chain. The design relies
on lightweight ECC-based mutual authentication, periodical
homomorphic aggregation using the Paillier scheme, and
energy-efficient routing, which is optimized to save enough
energy while

maintaining satisfactory verification accuracy. Experi-
ments report energy savings of more than 40 per cent with
the hybrid technique compared to full HE, but keeping
high detection performance and operation in near real-
time. These results indicate that hybrid settings are best
suited for deployment contexts with full HE, only to be
applied in contexts with high levels of privacy. The modular
nature of the framework allows upgrading the firmware to
easily adapt to changing security considerations, even post-
quantum considerations.

The next critical focus of research must be placed on in-
corporating post-quantum cryptographic algorithms directly
into smart meters to ensure resilience against future com-
putational threats. This forward-looking security mandate is
equally vital for the textile industry, suggesting that man-
agement platforms and digital archives must also integrate
post-quantum defenses to securely safeguard proprietary
designs and long-term supply chain contracts against future
decryption attempts.
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