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ABSTRACT In blockchain-enabled supply chain finance, traditional credit risk assessment models suffer
from conflicts between data sharing and privacy protection, reliance on static evaluation methods, and
limited data credibility. To overcome these challenges, this paper proposes a blockchain-based dynamic
credit risk assessment model that integrates privacy computing and intelligent risk monitoring. First,
blockchain’s immutability and traceability ensure the authenticity and transparency of supply chain
transaction data, effectively mitigating information asymmetry and data tampering. Second, privacy-
preserving technologies, including homomorphic encryption based on the Paillier algorithm and zk-
SNARKS, enable secure data sharing and validity verification without exposing sensitive enterprise
information, thereby improving assessment reliability. Third, a dynamic risk monitoring framework is
constructed by combining smart contracts, long short-term memory (LSTM) networks, and an improved
dynamic graph neural network (DGNN). LSTM models temporal risk evolution in transaction data,
while DGNN captures risk propagation among upstream and downstream enterprises. Smart contracts
synchronize transaction states in real time, allowing continuous updates of credit risk levels. The proposed
secure information processing and dynamic graph modeling strategy also provides a valuable reference
for trustworthy data interaction and intelligent decision-making in distributed electromagnetic sensing and
communication networks, where reliable information propagation and adaptive resource management are
essential. Experimental results based on a textile supply chain dataset show that the proposed model
achieves approximately 94% credit assessment accuracy, outperforming traditional static models by
15%-20%, while maintaining excellent response speed and throughput for dynamic financial decision-
making. The proposed framework provides a practical and secure solution for blockchain-based credit
risk management and offers methodological insights for data-driven engineering systems requiring secure
information fusion and dynamic network analysis.

INDEX TERMS credit risk assessment, blockchain technology, dynamic graph neural network, electro-
magnetic information processing, intelligent communication networks

. INTRODUCTION

ITH the rapid growth of Supply Chain Finance

(SCF), especially in complex sectors like the textile
industry, credit risk assessment has become paramount.
However, traditional models rely on centralized data and
static analysis, leading to critical failures such as infor-
mation asymmetry, insufficient data authenticity (particu-
larly for tracing raw materials like cotton and combating
"greenwashing"), and a fundamental lack of dynamic risk
management capabilities needed to track the sector’s fast-
moving production cycles and volatile prices. In recent
years, blockchain technology has been widely used in the
field of SCF due to its characteristics of decentralization, im-
mutability, and transparency, providing new possibilities for
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solving the above problems. However, although blockchain
technology has significant advantages in improving data
credibility and multi-party collaboration efficiency, it still
faces many challenges in practical applications and urgently
needs further research and improvement.

At present, the SCF credit risk assessment model based
on blockchain has made certain progress. Huang combined
blockchain with artificial intelligence to build a financial
default prediction model to ensure data credibility while
improving prediction capabilities [1]. Chen used on-chain
associated transaction network embedding combined with
Shapley Additive Explanations analysis to improve the ef-
fect of corporate default prediction [2]. Jovanovic proposed
a blockchain + federated learning + easy-to-explain artificial
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intelligence framework for automated credit scoring, taking
into account privacy, security, and interpretability [3]. Wang
confirmed the application effect of blockchain and machine
learning algorithms in SCF system and used blockchain
and fuzzy neural network to create a credit risk assessment
model for SCF small and mediumsized enterprises [4].
Deng discussed how commercial banks can use blockchain
to monitor customer status in real-time and realize credit
risk control before, during and after loan [5]. To increase
the trade risk resistance of international trade enterprises,
Lian used the transaction data of multiple multinational
companies on mobile devices, analyzed the risk factors faced
by enterprises in the transaction process, and developed a
blockchain-based international trade enterprise credit assess-
ment system [6]. It can be seen that the existing blockchain
has advantages such as transparency and difficulty in tam-
pering in financial risk assessment, but there are still signif-
icant shortcomings in practical applications. First, there are
technical limitations, such as performance bottlenecks and
poor cross-chain compatibility, which lead to delayed risk
identification in financial markets, especially high-frequency
transactions. Second, there is a conflict between privacy
and compliance. The openness and transparency of data
on the public chain makes it difficult to protect sensitive
information, and the regulatory rules are not yet perfect.
Third, there are frequent risks of security vulnerabilities
and smart contract defects, such as vulnerabilities in smart
contracts and threats of cyber attacks, which may cause risk
assessment results to deviate from reality.

To solve the bottleneck of high-frequency data processing
in risk assessment of blockchain, some researchers have
combined Long Short-Term Memory (LSTM) for research.
Guo proposed combining multi-scale residual convolution
with LSTM to predict the closing price of Bitcoin. The
model used on-chain transaction information and macro
variables to identify the risk level of highly volatile crypto
assets [7]. Patel built a federated learning + LSTM model
on the blockchain architecture to achieve price prediction
of multiinstitutional collaboration without sharing private
data. This method improved the stability of risk prediction
while protecting data privacy [8]. Liu combined blockchain
data storage and neural networks for risk monitoring in the
financial field. Taking the Shanghai and Shenzhen stock
markets in China as examples, it was verified that the
application of blockchain transparent records could improve
the accuracy of risk identification [9]. Some researchers
have also combined blockchain with Graph Neural Network
(GNN) to solve the vulnerabilities of smart contracts and
the threats of network attacks they face. Wang constructed
the smart contract bytecode as a control flow graph and
used GNN to accurately identify contract vulnerabilities,
providing an automated method for on-chain security risk
assessment [10]. Kanezashi proposed to use GNNs such
as Relational Graph Convolutional Network to effectively
identify fraud in the Ethereum transaction network based
on heterogeneous graph models (including node types such
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as transactions, addresses, and contracts) [11]. Zhang used
a multi-channel GNN model to identify phishing scams by
constructing a user transaction pattern graph. The model
considered multiple feature channels to achieve efficient
fraud detection [12]. It can be seen that LSTM and GNN
can effectively solve the dynamic changes and propagation
path quantification problems of credit risk in SCE. LSTM
captures the dynamic change trend in time series, and GNN
quantifies the credit risk propagation path in spatial relation-
ships. In the textile supply chain, transaction details, logis-
tics nodes, performance records, and even characteristic data
such as production efficiency and raw material loss rates of
various stakeholders, including core enterprises, small and
medium-sized suppliers, and logistics service providers, are
completely and immutably preserved using the distributed
ledger structure of blockchain. Zero-knowledge proofs and
homomorphic encryption technologies alleviate enterprises’
concerns about sharing sensitive data, allowing multidimen-
sional features that were previously scarce due to privacy
concerns to be securely aggregated. This blockchain-verified
real data is not isolated, single-point information, but rather
constitutes a feature network rich in spatial correlations
through the transaction relationships between upstream and
downstream of the supply chain. This perfectly matches
the requirements of DGNN for node attributes and edge
relationship features. Simultaneously, the continuous accu-
mulation of data in the time series dimension complements
the time-series modeling capabilities of LSTM, enabling the
model not only to make risk assessments based on reliable
data but also to capture the transmission patterns of supply
chain risks in the spatiotemporal dimension through rich
and diverse feature inputs. This transforms data authenticity
into dynamic quantitative accuracy, bridging the logical gap
between "reliable data" and "accurate modeling." This paper
proposes an innovative model based on privacy comput-
ing technology and dynamic risk monitoring framework
to address the problems of insufficient privacy protection,
lack of dynamic risk management capabilities, and limited
system efficiency in existing blockchain and SCF credit risk
assessment models. Firstly, privacy computing technologies
such as homomorphic encryption and zero-knowledge proof
are used to achieve efficient data sharing and trusted verifi-
cation under the premise of effectively protecting enterprise
sensitive data, significantly enhancing the data integrity and
credibility in the credit assessment process. Secondly, a
dynamic risk monitoring system based on smart contracts
is constructed, which integrates time series analysis and
optimized graph neural network algorithms. It can perceive
the supply chain transaction status and risk change trends
in real-time from the two dimensions of time and space,
thereby realizing dynamic quantitative analysis of credit
risk. Experimental findings indicate that the model has good
robustness in complex scenarios and high-noise environ-
ments, while performing well regarding credit assessment
accuracy and data privacy preservation rate. The results of
this research provide crucial theoretical support and practical
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guidance for deploying blockchain technology within Sup-
ply Chain Finance (SCF), particularly benefiting the textile
industry. This has significant academic value by advancing
dynamic risk modeling and practical significance by en-
hancing the financial reliability and transparency required
for sustainable and efficient operations within the complex
global textile supply chain.

Il. METHODS

PRIVACY COMPUTING MODULE

In SCF, sensitive data between enterprises is an important
basis for credit risk assessment. However, due to the limita-
tions of privacy protection, enterprises are often reluctant
to upload complete data to the blockchain, resulting in
incomplete data on the blockchain, which in turn affects the
accuracy of credit assessment. To resolve this contradiction,
this paper applies two privacy computing technologies,
homomorphic encryption and zero-knowledge proof, to en-
sure efficient data sharing and verification while protecting
sensitive data.

Homomorphic encryption is a technology that allows
direct calculations on encrypted data. Its core idea is to
complete the required mathematical operations without de-
cryption [13,14]. Assuming E(x) represents the encryption
operation on data x, homomorphic encryption satisfies the
following properties:

E(ml)@E(.TQ) ZE(.Tl —i—xg) (1)

@ represents the operation in the encryption domain. For
SCF scenarios, homomorphic encryption can be used to
encrypt transaction amounts or credit scores and perform
addition or multiplication operations on the blockchain [15].
If the total transaction amount x1+x2 of two enterprises
needs to be calculated, it can be achieved by the following
steps:

First, x1 and x2 are encrypted respectively to obtain E(x1)
and E(x2).

Encryption domain operations are performed on the
blockchain:

The result is decrypted to obtain x1+x2. In practical ap-
plications, this paper uses the Paillier encryption algorithm
as a specific implementation of homomorphic encryption.
The core formula of Paillier encryption is as follows:

E(m) = g™ -r™ mod n? 3)

m is plaintext data; g and r are random numbers; n
is the public key parameter. Through Paillier encryption,
the security of transaction data on the blockchain can be
ensured, while supporting the addition operation required
for credit assessment.

Zero-Knowledge Proof (ZKP) is a cryptographic protocol
that allows one party (the prover) to prove to another party
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(the verifier) that a statement is true without revealing
any additional information [16,17]. In SCF, zeroknowledge
proof can be used to verify the authenticity of transaction
data. For example, if a company claims that its transaction
amount X meets certain conditions, it can generate a proof
through zk-SNARKS technology. The core formulas of zk-
SNARKS are as follows:

Prove(z) : m = ZK-SNARK(z, w) 4)

Verify(m) : True/False = ZK-SNARK-Verify(m,z) (5)

w 1s the witness, that is, the secret information used
by the prover to generate the proof; m is the result of
the zero-knowledge proof. Through zk-SNARKS, verifiers
can confirm the authenticity of the original data without
decrypting it, thus solving the problem of tampering before
the data is uploaded to the chain.

DATA SHARING AND VERIFICATION FRAMEWORK
Distributed Ledger Technology (DLT) is the core component
of blockchain. It records all transaction data in a decentral-
ized manner to ensure data consistency and immutability
[18,19]. In SCF, the design of distributed ledgers needs to
meet the needs of data results and consensus mechanisms
[20].

Data structure: the ledger needs to record the core trans-
action information in the supply chain, including orders,
invoices, logistics status, etc. Each transaction record con-
tains a timestamp, signatures of the participating parties, and
transaction content.

Consensus mechanism: to ensure the trust basis of multi-
party collaboration, this paper adopts the PBFT (Practical
Byzantine Fault Tolerance) consensus algorithm.

Consensus(T;) : Valid = MajorityVote ({v;(T;)}}—;)
(6)

Ti represents the i-th transaction record, and vj(Ti) repre-
sents the verification result of node j on Ti. PBFT can reach
a consensus in the case of a maximum of f malicious nodes,
where n>3f+1.

Smart contracts are programs that automatically execute
preset rules and can significantly improve the efficiency
and credibility of data verification [21,22]. In this paper,
smart contracts are designed to verify the authenticity and
integrity of transaction data. Enterprises submit transaction
data to the blockchain. Afterwards, smart contracts verify
the data according to preset rules [23]. For example, whether
the order amount is consistent with the invoice amount is
verified:

if Order Amount = Invoice Amount,

otherwise.

Valid = J 17U
False,

@)
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Through the combination of distributed ledgers and smart
contracts, efficient sharing and verification of transaction
data in SCF can be achieved.

DYNAMIC RISK MONITORING FRAMEWORK

In SCF, the dynamic change of credit risk is one of the
major challenges faced by the evaluation model. Traditional
static evaluation methods are difficult to capture sudden
risk events or market fluctuations in the supply chain in
real-time, resulting in delayed and inaccurate credit risk
prediction. To solve this problem, this paper proposes an
innovative framework based on time series analysis LSTM
and DGNN, combining LSTM model and DGNN algorithm
to quantify and monitor credit risk from time and space
dimensions respectively. LSTM is used to process time
series data in SCF to capture the dynamic trend of credit
risk. The core idea is to control the flow of information
through three key gating mechanisms (forget gate, input
gate, and output gate) [24,25]. The forget gate determines
which information needs to be discarded from the cell
state; the input gate is responsible for selecting which new
information needs to be added to the cell state; the output
gate controls how the current cell state affects the final
output [26]. This mechanism enables LSTM to flexibly
remember important historical information while ignoring
irrelevant noise data.

In the SCF scenario, LSTM is used to model the time se-
ries characteristics of transaction data, such as order amount,
payment status, logistics information, etc. These data are
arranged in chronological order to form a continuous time
series = {x1,22,...,27}. LSTM processes the data of
these time steps one by one and gradually accumulates and
updates the information through the internal cell state.

By training the LSTM model, the risk trend in the future
can be predicted [27,28]. Assuming that the target variable
y; represents the credit risk score at the t-th moment, the
predicted value can be calculated by the following formula:

g = FC(hy) (®)

4y is the predicted credit risk score; FC represents the
fully connected layer, which is responsible for mapping the
hidden state h; to the final predicted value.

To further quantify the propagation path of credit risk
in the upstream and downstream of the supply chain, this
paper applies the DGNN algorithm. DGNN is an improved
GNN specifically designed to process dynamic graph data
[29,30].

First, the enterprise relationship in the supply chain is
modeled as a dynamic graph G = (V, E,T). Among them,
V' represents the node (enterprise); £ represents the edge
(transaction relationship); 7" represents the time dimension.
The initial embedding hq(JO) of each node v can be gener-
ated by enterprise attributes (such as financial indicators,
historical credit records, etc.).
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The core of DGNN lies in its dynamic update mechanism,
which can adjust node embedding according to the time
dimension and the information of neighboring nodes [31].
The specific formula is as follows:

M=ol > alfWhi= +b )

u€EN (v)

hsjt) represents the embedding of node v at time ¢; aq(fg

is the attention weight; W is the shared weight matrix; b is
the bias term. The attention weight a&? is calculated by the
following formula:

) = LeakyReLU (aT [Whit=D ||Wh£f-1>]) (10)

exp(e,(fg)

t
ZuEN(v) exp(egg)

ol =

an

e§f3 represents the attention score of node w and node

v, and a is the attention vector. Through the attention
mechanism, DGNN can adaptively focus on nodes that have
a greater impact on credit propagation. Based on the node
embedding h,(,t) of DGNN, the credit risk score Ri(,t) of each
node can be calculated:

R® = Softmax(MLP(h(!))) (12)

MLP represents a multi-layer perceptron, which is respon-
sible for mapping node embedding to credit risk score.

The supply chain status changes are captured in real-time
through smart contracts, and the credit score is adjusted by
combining the dynamic algorithm of LSTM and DGNN.
When a company defaults, the smart contract immediately
updates its credit score:

CreditScoregt) = CreditScorel(-tfl) —As (13)

As is the impact value of the default event on the credit
score.

By combining LSTM and DGNN, dynamic monitoring
and quantification of credit risk in SCF are achieved. LSTM
captures risk trends from the time dimension, while DGNN
quantifies credit propagation paths from the spatial dimen-
sion [32,33].

MODEL INTEGRATION AND OPTIMIZATION

In the credit risk assessment model of SCF, privacy protec-
tion, risk prediction accuracy, and computational efficiency
are three core objectives. However, there is often a conflict
between these objectives: improving privacy protection may
increase computational overhead, while improving predic-
tion accuracy may reduce the real-time response capability
of the system. To find the best balance between these
objectives, this paper uses the multi-objective optimization
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algorithm NSGA-II (Non-dominated Sorting Genetic Algo-
rithm II) to globally optimize the model and generate the
optimal parameter configuration [34].

The goal of multi-objective optimization is to optimize
multiple conflicting objective functions simultaneously. In
this paper, the objective function includes the following
three aspects:

Data Privacy Protection Rate (DPPR): measuring the
effect of privacy computing technology on data privacy
protection. The formula is as follows:

fiz) = ProtectedData
1= TotalData

ProtectedData represents the amount of privacy-protected
data, and TotalData represents the total amount of data.

Credit Evaluation Accuracy (CEA): evaluating the
model’s ability to predict default events. The formula is as
follows:

(14)

CorrectPredictions
fa(z) =
CorrectPredictions represents the number of correct pre-
dictions, and TotalPredictions represents the total number of
predictions.
System Throughput (ST): measuring the number of trans-
actions processed per unit time and reflecting the system
efficiency. The formula is as follows:

15
TotalPredictions (as)

ProcessedTransactions

fa(z) =

ProcessedTransactions represents the number of transac-
tions processed, and Time represents the processing time.

To address the computational overhead and latency issues
that homomorphic encryption and zeroknowledge proofs
may introduce, this paper employs a three-layer technical
design to achieve a balance between real-time performance
and cost: First, in selecting the privacy computing module,
HE uses the Paillier algorithm instead of the more compu-
tationally complex fully homomorphic encryption, encrypt-
ing only operations necessary for credit assessment such
as summing transaction amounts and accumulating credit
scores, thus avoiding redundant and complex calculations;
ZKP, based on the zk-SNARKS protocol, introduces a pre-
computation mechanism to generate common parameters re-
quired for transaction data verification in advance, reducing
the time for generating a single proof by more than 30%.
Second, in the model integration stage, the NSGA-II multi-
objective optimization algorithm dynamically adjusts the
privacy protection strength and system resource allocation—
when supply chain transactions enter high-frequency pe-
riods, the algorithm automatically reduces the encryption
precision of non-core data, maintaining system throughput
at over 300 transactions/minute to meet the transaction
processing requirements of real-time risk monitoring. Third,
in the collaborative design of DGNN and LSTM, the graph
structure feature extraction process is lightened: only the

1
Time (16)
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dynamic embedding and updating of the core nodes of the
supply chain are retained, and offline batch computing mode
is adopted for second-level and lower-level nodes to reduce
the amount of real-time parameter iteration.

Through the multi-objective optimization algorithm, this
paper hopes to maximize f3(x) while maximizing f1(x) and
2(x).

NSGA-II is a classic multi-objective optimization algo-
rithm. Its core idea is to find the Pareto optimal solution
set in the solution space through non-dominated sorting and
congestion calculation [35].

A set of initial solutions is randomly generated as the
population F,. Each solution represents a set of model
parameter configurations. Assuming the population size is
N, the initial population can be expressed as:

TN} an

xi is the i-th solution, containing multiple parameter
variables.

Non-dominated sorting is used to stratify the solutions
in the population. In non-dominated sorting, the dominance
relationship is first defined. For any two solutions xi and xj,
if xi is not inferior to xj in all objective functions and is
better than xj in at least one objective function, then xi is
said to dominate xj. The formula is as follows:

PO = {1‘1,1‘2,..

r; Sz = Vk, fr(z:) > fuz;) AL fi(zs) = filz;)
(18)
fk(x) represents the value of the k-th objective function.

According to the dominance relationship, the solutions
in the population are divided into multiple Pareto fronts.
The first front (Front 1) contains all solutions that are not
dominated by any other solution; the second front (Front 2)
contains solutions that are not dominated after removing the
first front, and so on. Each front is assigned a rank value,
the solution of the first front has the highest priority; the
second front is second, and so on.

To ensure the diversity of solutions, NSGA-II calculates
the crowding degree of each solution in its front [36,37]. The
crowding degree reflects the distance between the solution
and its neighboring solutions. The larger the value, the
sparser the distribution. The specific formula is as follows:

Tiy1) — fe(wio1)
max __ fmin

k k

M
CrowdingDistance(z;) = » L (19)
k=1

M is the number of objective functions; fi(z;4+1) and
frx(x;—1) represent the objective function values of solution
x;’s front and rear neighboring solutions on the k-th objec-
tive function; f"** and f,’cnin represent the maximum and
minimum values of the k-th objective function, respectively.
The higher the crowding degree, the sparser the distribution
of the solution in its front, and the more conducive to
maintaining the diversity of solutions.
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lll. EXPERIMENTAL DESIGN

DATA SOURCE AND SELECTION

The experimental data comes from the public DataCo Global
supply chain dataset, which is widely used in SCF and risk
management research. The DataCo Global dataset covers
multi-dimensional data such as product information, order
process, transportation logistics, customer behavior (such as
clickstream logs), etc. This dataset is suitable for studying
inventory forecasting, demand analysis, customer segmen-
tation, anomaly detection, and supply chain optimization. It
is an important practical resource for SCF and operational
analysis modeling. To ensure the comprehensiveness of the
experiment, the data is classified and counted, as shown in
Table 1:

TABLE 1. Data classification and statistics

Data category Data volume Proporti on (%) Main fields Time span
(items)
Basic information 500 0.5 Registered capital, 2019-2023
of the enterprise establishment date,
industry category,
employee size, etc.
Transaction data 80,000 80 Order amount, 2019-2023
invoice amount,
payment time,
payment status,
etc.
Logistics data 10,000 10 Goods 2020-2023

transportation

status, delivery

time, warehousing

information,

logistics costs, etc.
Historical credit 9,500 95 Default, credit 2019-2023
record score changes,

repayment records,

etc.

EXPERIMENTAL INDICATORS AND COMPARISON
METHODS

The experimental design revolves around five core indicators
to comprehensively evaluate the model’s performance: data
privacy protection rate (DPPR), credit evaluation accuracy
(CEA), dynamic response time (DRT), system throughput
(ST), and model robustness (MR). These indicators measure
the actual application effect of the model from the aspects of
privacy protection, prediction accuracy, real-time response
capability, and system stability.

To verify the effectiveness of the credit risk assessment
model based on privacy computing technology and dy-
namic risk monitoring framework proposed in this paper,
the experiment selects the following comparison methods:
traditional static credit assessment model, single blockchain
model, dynamic model without privacy protection, and
credit assessment model based on federated learning. The
traditional static credit assessment model relies on central-
ized data processing and static analysis methods, and does
not apply blockchain technology and dynamic monitoring
mechanisms. It is mainly used to compare the improvement
of the dynamic adaptation ability of the model in this
paper; the single blockchain model only uses blockchain
technology to record transaction data, and does not combine
privacy computing and dynamic risk monitoring framework,
which can improve data transparency and credibility; the
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dynamic model without privacy protection uses LSTM and
DGNN algorithms for dynamic credit risk assessment, but
does not apply privacy computing technology, and the data
is directly shared on the chain; the credit assessment model
based on federated learning enhances privacy protection
through distributed training. Through the above comparison
method, the innovations and advantages of the model in
this paper in terms of privacy protection, dynamic risk
monitoring, and system performance can be fully reflected.

IV. RESULTS

DATA PRIVACY PROTECTION EFFECT

To verify the superiority of the credit risk assessment model
based on privacy computing technology proposed in this
paper in terms of data privacy protection, Figure 1 shows
the impact of different privacy protection technologies on
the data privacy protection rate, and compares it with the
traditional static credit assessment model.

As can be seen from Figure 1, when only homomorphic
encryption or zero-knowledge proof is used, the data privacy
protection rate is about 85% and 82%, respectively, showing
that the protection ability of a single technology is limited.
However, when homomorphic encryption is combined with
zero-knowledge proof, the data privacy protection rate is
significantly improved to about 93%, fully reflecting the
advantages of the synergy of the two technologies. The
performance of the proposed model is compared with that of
the traditional method. The results show that the privacy pro-
tection rate of the traditional static credit assessment model
is only about 71%, while the proposed model has obvious
advantages in privacy protection. This result verifies the
effectiveness of privacy computing technology in protecting
sensitive data, and at the same time lays the foundation for
data integrity and credibility for subsequent dynamic risk
monitoring. Overall, Figure 1 not only shows the potential
of privacy computing technology in improving data privacy
protection rate, but also highlights the innovation of the
proposed model in solving the contradiction between privacy
protection and data sharing. By combining multiple privacy
protection technologies, the proposed model can achieve
efficient data sharing and verification under the premise
of ensuring data security, providing more reliable technical
support for credit risk assessment of SCF. In the credit
risk assessment of SCF, although the application of privacy
protection technology can effectively ensure data security,
its impact on system performance cannot be ignored. To
explore the trade-off between privacy protection strength
and system throughput, Figure 2 analyzes the changing trend
of system throughput under different privacy protection
strengths. Figure 2 can intuitively observe the impact of
privacy protection level on system efficiency and verify the
ability of the model in this paper to achieve a balance
between privacy protection and system performance.

As can be seen from Figure 2, as the privacy protection in-
tensity increases, the system throughput shows a downward
trend, indicating that the application of privacy computing
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FIGURE 2. Impact of privacy protection level on system efficiency

technology has a certain impact on system performance. As
the privacy protection intensity increases, the throughput of
both models shows a downward trend, but the overall pro-
cessing capacity of the model in this paper remains higher,
indicating that it has achieved a better balance between pri-
vacy and performance. In the throughput difference between
the two models at medium privacy protection intensity, the
throughput of the model in this paper is significantly higher
than that of the single blockchain solution at this intensity,
verifying its performance advantage in typical scenarios.
The scatter plot further verifies the negative correlation trend
between the two, indicating that while ensuring data privacy,
optimizing the system structure can effectively alleviate
performance loss.

DYNAMIC RISK ASSESSMENT CAPABILITY

In SCF, the dynamic change of credit risk is one of the
important challenges facing the assessment model. To solve
the problem that traditional static assessment methods are
difficult to capture sudden risk events in real-time, this
paper designs an innovative framework based on time series
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analysis (LSTM) and DGNN, combined with smart con-
tracts to achieve dynamic quantification of credit risk. To
intuitively demonstrate the effect of dynamic risk assessment
capabilities, the credit assessment accuracy of different
methods is compared, and the results are shown in Figure
3:

As can be seen from Figure 3, there are significant differ-
ences in the performance of different methods on CEA. The
CEA of the traditional static credit assessment model is only
75%-81%, and it fluctuates greatly in dynamic scenarios,
indicating that it has poor adaptability to sudden risk events.
Although the single blockchain model and the dynamic
model without privacy protection have improved CEA to
a certain extent, their prediction accuracy is still limited to
about 82% and 85%, respectively, due to the lack of dynamic
adaptation mechanism or insufficient privacy protection. In
contrast, the model based on federated learning has achieved
a good balance between privacy protection and dynamic
adaptation, and the CEA has reached about 90%. The
model proposed in this paper combines LSTM and DGNN
algorithms, fully utilizing the advantages of time series and

843



JOURNAL
¢ ORG

AE

X. Lietal

(%)

Z 100 Traditional Static Model

aluation Accura

[ | l o

. mmEHl [ | T
1 2 3 4 5 6 7 8 9 10

Tim hase

Dynamic Model without Privacy Protection

d ||| [[[TF

9 10

aluation Accuracy (%)Credit Ev

Credit Ev

Time Phase

100

Credit Evaluation Accuracy (

Standalone Blockchain Model

1 2 34 5 6 7 8 9 10
Ti ¢

Federated Leaming-based Model

1 2 34 5 6 78 9 10

~ Time Phase

Models in This Paper

70
1 2 34 s 6 7 8 9 10

Time Phase

FIGURE 3. Assessment accuracy of different methods

spatial relationships, and has reached about 94% in CEA,
which is significantly better than other methods.

Overall, Figure 3 intuitively shows the superiority of
the model in this paper in terms of credit assessment
accuracy. The experimental results show that the model in
this paper can not only effectively capture the dynamic trend
of credit risk in SCF, but also quantify the risk transmission
path between upstream and downstream enterprises, thereby
achieving more precise risk assessment. This ability makes
the model in this paper more applicable when dealing with
complex and changing supply chain scenarios, and provides
reliable technical support for practical applications.

Further, this paper analyzes the relationship between
dynamic response time and system throughput, focusing on
comparing the performance of the model in this paper with
the credit assessment model based on the federated learning
algorithm under different privacy protection strengths. The
experiment sets different privacy protection strengths and
tests the changing trends of each model in dynamic response
time and system throughput. The results are shown in Figure
4:

upward trend, but the model in this paper controls the
response time at a low level by optimizing the algorithm
design. In contrast, the dynamic response time of the model
based on federated learning is significantly higher than that
of the model in this paper due to the large distributed
training overhead. The bar chart compares the throughput
performance of the model in this paper and the federated
learning model under medium privacy protection intensity.
The results show that the throughput of the model in this
paper is about 17% higher than that of the federated learning
model. The scatter plot further reveals the negative correla-
tion between dynamic response time and system throughput,
but the data points of the model in this paper are closer to
the efficient area, indicating that it can better balance real-
time and efficiency in practical applications.
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SYSTEM THROUGHPUT

In the credit risk assessment model of SCF, system through-
put is one of the important indicators to measure model
performance, reflecting the ability to process transactions
per unit time. To comprehensively analyze the performance
of the model in this paper in terms of system throughput,
the system throughput of the model under different privacy
strengths is compared, and the results are shown in Figure
5:

As can be seen from Figure 5, with the increase of privacy
protection strength, the throughput of each model shows a
downward trend, but the decline and initial performance are
significantly different. Among them, the overall throughput
of the traditional static model is low and decreases rapidly;
the blockchain model, the dynamic model without privacy
protection, and the federated learning model perform better
under medium and low strengths; the model proposed in this
paper shows the highest system throughput under all privacy
protection levels, indicating that it can effectively improve
the system processing capacity while ensuring privacy, and
has better comprehensive performance.

SYSTEM ROBUSTNESS

In the SCF credit risk assessment model, system robustness
is an important indicator to measure the stability of the
model under noisy data or abnormal conditions. Figure 6
shows the change trend of the prediction accuracy of the
model and the comparison method under different noise
ratios to verify the stability of the model in a noisy en-
vironment.

Figure 6 shows the prediction accuracy performance of
five different credit assessment models when the noise ratio
changes from 0% to 50%. As the noise ratio increases,
the prediction accuracy of all models generally shows a
downward trend, indicating that noise poses a significant
challenge to the model’s robustness. Among them, the per-
formance of the traditional static model is most significantly
affected by noise, and the accuracy drops rapidly from 90%
to 30%, indicating that its adaptability to data anomalies and
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interference is poor. The single blockchain model and the
dynamic model without privacy protection perform slightly
better in the early stage, but as the noise increases, their
accuracy also drops to 40%-45%, and their anti-interference
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ability is still greatly limited.

In contrast, the model based on federated learning can still
maintain a relatively high prediction accuracy in a high noise
environment, reflecting a certain degree of robustness. The
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model proposed in this paper always maintains the highest
accuracy in the full noise range, slowly dropping from 96%
to 75%, which is better than all the comparison models.
This result shows that the model in this paper has stronger
fault tolerance and generalization ability in a noisy envi-
ronment, and can effectively cope with the impact of data
quality degradation. Therefore, in practical applications, the
stability and reliability of this model under complex and
non-ideal data conditions are more advantageous.

Afterwards, the stability performance of each model in
extreme scenarios is compared, focusing on the robustness
of this model and the credit assessment model based on
federated learning in different scenarios. The results are
shown in Figure 7:

Cross-chain Incompatibility Scenario

FIGURE 7. Model robustness in different scenarios

As can be seen from Figure 7, the prediction accuracy of
the model in this paper in the five extreme scenarios is 96%,
92%, 88%, 85%, and 80%, respectively, which is maintained
at a high level overall and performs best compared with
other models. In the high-concurrency transaction scenario,
the accuracy of the model in this paper reaches 92%, which
is significantly higher than the 75% of the traditional static
model and the 80% of the blockchain single model; in
the network attack scenario, the model in this paper still
maintains an accuracy of 80%, while the traditional static
model is only 40%, showing strong anti-interference ability.
From the trend, the accuracy of all models decreases as
the difficulty of the scenario increases, but the decline of
the model in this paper and the federated learning model
is smaller, which decreases by 16% and 29%, respectively,
while the traditional static model decreases by 50%. This
shows that the model in this paper can better maintain stable
performance when facing complex and extreme environ-
ments, reflecting its strong robustness and adaptability, and
is suitable for high-risk and complex practical application
scenarios.

ABLATION EXPERIMENT

To verify the effectiveness of each module and key tech-
nology in the model of this paper, an ablation experiment
is designed to gradually remove or replace the core com-
ponents in the model to observe its impact on the overall
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performance. By comparing the performance difference be-
tween the complete model and the simplified version, the
contribution of each module in improving the credit risk
assessment ability is further demonstrated. The results are
shown in Figure 8:

Privacy Computing Module

Dynamic Risk Monitoring Fre

Module

LSTM Algorithm

LSTM+DGNN

FIGURE 8. Contribution of each module

As can be seen from Figure 8, it can be seen that the
module combining LSTM and DGNN algorithms shows the
highest accuracy in all scenarios, ranging from 90% to 97%,
showing its strong robustness in dealing with different noise
levels and complex environments. In contrast, the accuracy
of using LSTM or DGNN algorithms alone is slightly lower,
especially in high noise and extreme scenarios, reflecting the
advantages of algorithm fusion.

In addition, the privacy computing module and dynamic
risk monitoring framework also maintain a high accuracy
in dynamic and extreme scenarios, indicating that they have
good effects in dealing with actual volatile environments. To
intuitively demonstrate the effect of the ablation experiment,
the prediction effect of each module under different noise
conditions is tested, and the results are shown in Figure 9:

100 Ablation Study: Impact of Different Modules on Prediction Accuracy
— Full Model
- = No Privacy Computation Module:

No LSTM Module

9s|- “No DGNN Module

0 5 10 15 20 30 35 40 45 50

25
Noise Ratio (%)

FIGURE 9. Results of ablation experiments under different noises

As can be seen from Figure 9, after removing the privacy
computing module, the model accuracy decreases slightly,
especially in a high noise environment, which shows that the
module has a certain effect in improving anti-interference
ability. After removing the LSTM module, the accuracy
decreases greatly, indicating that the time series information
has a strong influence on the model judgment results.
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The model performance decreases most significantly after
removing the DGNN module. Especially when the noise
ratio is 50%, the accuracy is only 65%, which shows that
the graph neural network plays a key role in capturing spatial
structural characteristics.

Furthermore, this paper quantifies the incremental value
of supply chain graph structural features compared to sim-
pler time series features. During the experiment, the model
backbone and hyperparameters were kept consistent to elim-
inate the interference of time series modeling differences on
the experimental results. The results are shown in Table 2:

TABLE 2. Quantization performance of each group of features

Feature Grouping AUC-ROC F1 Score (Default MAE (Risk Score) RMSE (Risk
(Default Prediction) Score)
Prediction)

Baseline Group 0.782 0.725 1.85 231

(Time Series

Only)

Center 0.851 0.798 1.52 1.93

Enhancement

Group

Complete 0.903 0.838 1.44 1.72

Structural Feature

Group

Table 2 shows that compared to the baseline group
using only time series features, the centrality-enhanced
group achieved a significant performance leap—AUC-ROC
increased by 8.8%, and MAE decreased by 17.8%. This
indicates that even basic graph structure features can cap-
ture relational attributes that time series features cannot
cover. Empirical results confirm that supply chain graph
structure features can provide unique predictive information
that simple time series features cannot cover, and that the
DGNN layer is a necessary component for achieving high-
precision dynamic credit risk quantification, rather than an
"unnecessary layering of complexity."

V. CONCLUSIONS

This paper introduces an innovative model based on pri-
vacy computing technology and a dynamic risk monitoring
framework, specifically designed to solve the critical issues
of sensitive data protection and the need for real-time risk
adaptation within existing blockchain-enabled SCF credit
risk assessment models in the textile industry. This solution
ensures that suppliers can participate without compromis-
ing confidential business data, while the core enterprise
gains the necessary financial agility to manage the textile
sector’s inherent dynamism. The experimental results show
that the model is superior to existing methods in data
privacy protection, credit assessment accuracy, and dynamic
response capability. Specifically, by combining LSTM and
DGNN algorithms, the model in this paper fully utilizes
the advantages of time series and spatial relationships, and
achieves a credit assessment accuracy of about 94%, which
is significantly better than traditional static models and
single blockchain models. At the same time, by optimizing
the algorithm design, the model in this paper can still
maintain a low dynamic response time and a high system
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throughput under high privacy protection intensity, solving
the contradiction between privacy protection and system
efficiency. Furthermore, the ablation experiment decisively
validates the contribution of each module, confirming that
the privacy computing module and the dynamic risk mon-
itoring framework play a key, synergistic role. This is
particularly relevant in the textile sector, as these modules
are essential for boosting the model’s robustness against
supply chain fluctuations and enhancing its adaptability
to sudden changes in raw material prices or fast-fashion
demand cycles.
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