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ABSTRACT Distributed intelligent systems increasingly require collaborative learning across het-
erogeneous data sources while preserving data confidentiality, a challenge that is also relevant to
networked sensing and communication environments. To address the security and efficiency limitations
of centralized training in textile enterprises, this study develops a federated-learning-based English
job skills training platform that integrates differential privacy and secure multi-party computation into
a unified collaborative framework. Local model updates are protected through Gaussian perturbation,
while segmented encryption and secret sharing secure parameter transmission and aggregation without
exposing raw data. The proposed strategy enables stable global optimization while maintaining privacy
guarantees under cross-enterprise collaboration. Experimental results show that the platform converges
to a global loss of 0.1619 by the 44th training round and improves the average oral expression score
from 73 to 87. Under a privacy budget of 0.50, the perturbation index is reduced to 0.39, outperforming
representative federated baselines in privacy preservation while maintaining model utility. The integrated
mechanism also demonstrates improved robustness against model poisoning attacks and lower aggregation
overhead under multi-enterprise participation. Beyond enterprise training scenarios, the proposed privacy-
preserving collaborative architecture provides methodological insights for secure distributed intelligence
and data fusion in communication-oriented engineering systems where reliable information exchange and
decentralized optimization are essential.

INDEX TERMS federated learning, differential privacy, secure multi-party computation, distributed

optimization, privacy-preserving collaboration

I. INTRODUCTION
ROM a broader perspective, the rapid globalization
Fof the textile industry has made the job skills of
native English-speaking employees increasingly important
to the success and competitiveness of related companies.
Therefore, effective English training is closely related to
the company’s ability to communicate effectively through
external means and customers’ perception of the value of
products and services in the international market [1,2].
Companies are also facing significant challenges with re-
spect to scattered data and strict privacy issues when it
comes to developing intelligent training [3]. The inability
to create secure channels to share information and integrate
knowledge into the process of developing intelligent models
for training represents a significant research void regarding
how to both secure data and enhance training effectiveness
[4,5].
The emerging demand for job-skills training is broadly
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affected by some of the most significant organizational
barriers as described above. Large amounts of scattered
information across all industries create a barrier to creating
a centralized model on performance and make performance
research more appropriately for local contexts [6,7]. Fur-
thermore, business training data often contain highly confi-
dential information. Cross-domain transfer of data presents
serious risk to both the security and the competitive advan-
tage of businesses’ confidential information, whether or not
such information is classified [8,9]. Differences in the scales
and distributions of business training data have the effect
of weakening any possibility for reliable convergence and
stability between enterprises, increasing the risk and com-
plexity associated with the development and implementation
of training programs across businesses.

Through a broader lens, many researchers are looking
at how to alleviate the various struggles of today. Feder-
ated Learning allows collaborative modelling because each
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participant can train locally and then share or aggregate
model parameters; however, there is still risk associated
with privacy backtracking during the parameter exchange
[10,11]. With Differential Privacy, uploads are protected
through the addition of noise; however, if the privacy budget
is not accurately set, it can cause a large decrease in model
accuracy [12,13]. Secure Multi-Party Computation provides
confidentiality through external sharing but increases both
communication and computing costs, thus reducing large-
scale processing efficiency [14,15]. Ultimately, balancing
the need for privacy, efficiency, and stability in cross-
enterprise job and skill training is a challenging feat.

This paper analyzes the English job-skills corpora in the
textile industry and finds a striking difference with those in
other industries: They only appear in textile jobs and talk
about product specifications, order communication, and ex-
port certification, where fabric composition, weaving, color
matching, and export compliance etc. frequently appear.
Such high domain-specificity makes the generic models
puzzled and bilingual customization complicated. It is hard
to render the commercial sensitive information anonymous
while preserving their meanings. Moreover, data distributed
from ERP or archives is often heterogeneous in encoding
and metadata. These phenomena motivate people to explore
federated learning with differential privacy and secure multi-
party computation to protect confidential information while
preserving semantics, ensuring the stability of models’ train-
ing and convergence in view of the linguistic accuracy and
heterogeneous data conditions.

The goal of this study is to establish a means for both
data security and modelling performance within the arena
of cross-enterprise training for job skills through the use of
collaborative mechanisms established by Federated Learn-
ing. The study incorporates Differential Privacy by utiliz-
ing Gaussian noise during local training and implements
Secure Multi-Party Computation (SMPC) with Segmented-
Encrypted-Parameters (SEP) with Secret Share (SS) to keep
local parameters secure; optimally, Collaborative Optimiza-
tion provides stable global convergence to provide an enter-
prise with the ability to exchange knowledge, but protect its
raw data. Consequently, this study provides a mechanism
for enterprises to remain secure and efficient at a large-
scale while providing intelligent and personalised job skills
training.

Il. SECURITY MODELING MECHANISM OF ENGLISH
JOB SKILLS TRAINING PLATFORM FOR TEXTILE
ENTERPRISES

A. CROSS-ENTERPRISE DISTRIBUTED MODELING
PROCESS UNDER THE FEDERATED LEARNING
FRAMEWORK

The platform is built on a federated learning framework with
a unified local model to keep parameter spaces consistent
for global aggregation [16,17]. Each enterprise uses a dual-
stream deep neural network combining a bidirectional GRU
to capture temporal linguistic patterns and a convolutional
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encoder to extract syntactic and lexical features. Their hid-
den representations are concatenated into a shared embed-
ding layer for multimodal alignment. Using the same layer
structure, activation functions, and optimization settings
across enterprises ensures compatibility for global parameter
fusion and avoids feature-space or gradient mismatches. The
model contains six trainable layers with about 1.2 million
parameters, trained with Adam at a 0.001 learning rate and
a batch size of 64. Assuming that the enterprise set is
{E1, Ea,...,E,}, where n represents the total number of
enterprises participating in the distributed modeling process,
and F; denotes the i-th enterprise in the set. Each enterprise
E; has a local training dataset D; with feature dimensions
d and sample size m;. The local model is represented by a
parameter vector w; € R?. During each round of training,
enterprise E; performs gradient descent updates based on
the local loss function L;(w), and its update rule is:

wi™ = w! — nVL;(w}) (1

In formula (1), w! represents the local parameter vector
after the t-th iteration; 7 is the learning rate; VL;(w!) is
the gradient of the loss function calculated by enterprise E;
on the local dataset D;. By updating parameters locally, the
original data never leaves the enterprise, helping avoid the
privacy risks associated with centralized cross-domain data
storage [18,19].

What appears to emerge within the global aggregation
phase, given these methodological considerations, is that the
central coordination server seems to generally receive the
encrypted parameter vectors uploaded by each enterprise
and subsequently tends to perform a weighted average to
obtain what appears to represent the overall model parame-
ters w?. What this tends to indicate is that, assuming what
appears to be the overall sample size of enterprise FE; is
M, the aggregation formula for the overall model is shown
below. In this aggregation process, M represents the total
number of samples involved in the global modeling process,
which is computed as the sum of the sample sizes of all
participating enterprises, that is, M = mj+mg+---+my,.
The ratio m; divided by M reflects the proportion of data
contributed by enterprise F; to the global model update,
ensuring that the weighting factor corresponds to the actual
data scale of each enterprise during aggregation.

wBtHl= Z (3 M) Wit+1 ()

1

In formula (2), w appears to represent what seems to
be the global parameter vector of round ¢ + 1. The aggre-
gation strategy uses sample-size ratio weighting to match
each enterprise’s contribution to its data volume, helping
avoid bias from unequal dataset sizes during parameter
convergence [20,21].

What the platform appears to accomplish is the iterative
update of global parameters through multiple rounds of in-
teraction, ostensibly forming what seems to be a convergent
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and stable parameter solution at what tends to be designated
as time ¢t — 7. What this appears to suggest is that
this convergence seems to be reflected by the substantially
monotonically decreasing characteristics of the loss function
sequence {L(w*)}, where L(w") is generally understood to
be defined as the global expected loss function, that is:

L wg‘){ (1) M) L w) 3)

The definition of formula (3) ensures the consistency of
the global training objective and the local objective function
of each enterprise, and maintains the stability of the global
optimization direction by weighting the sample size. As the
number of iterations increases, L(w*) theoretically tends
to the lower bound, ensuring the convergence effect under
cross-enterprise distributed conditions.

This design allows federated learning to support col-
laborative modeling across multiple data sources while
keeping each enterprise’s data local, and the parameter
aggregation builds a shared global model, providing the
basis for integrating differential privacy and secure multi-
party computation [22,23].

B. PARAMETER PERTURBATION DESIGN OF
DIFFERENTIAL PRIVACY MECHANISM

In the cross-enterprise distributed modeling process, simply
relying on parameter aggregation cannot completely block
the risk of reverse inference of sensitive information [24,25].
Therefore, a differential privacy mechanism is applied dur-
ing the local training phase to implement parameter pertur-
bations during the gradient update process. Assuming that
the local gradient calculated by enterprise F; during the ¢-th
iteration is g! = VL;(w}), in order to avoid leaking sensitive
features related to a single sample through g!, noise must
be injected into it before uploading. The perturbed gradient
is denoted as g;, and its form is:

9t =gt + N(0,0%1) 4)

In formula (4), N (0, 021) represents a multivariate Gaus-
sian noise vector with mean 0 and variance o2; o2 controls
the noise intensity; [ is the d-dimensional unit matrix, and
in this context, it explicitly denotes an identity matrix of
size d x d. Diagonal elements are equal to 1, and all
off-diagonal elements are equal to O, ensureing that the
added Gaussian noise is applied independently across all
parameter dimensions. This operation ensures that even if
an attacker obtains the perturbed gradient information during
the parameter upload process, it is difficult to accurately
restore the original data features [26,27].

To measure the strictness of privacy protection, the defini-
tion of privacy budget € is applied. If for two datasets D and
D’ that differ only in a single sample, the probability ratio
of the algorithm output distribution satisfies the following
condition:
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Pr[A(D) € S] < e -PrlA(D)) € S]+6  (5)

In formula (5), A represents the randomized training
algorithm; S is any set of possible results; J is the relaxation
parameter. The algorithm is said to satisfy (e, 0)-differential
privacy. The smaller the privacy budget ¢, the stronger
the model’s ability to resist leakage. Under the Gaussian
differential privacy mechanism, a tighter privacy budget
requires a larger variance o2, so the noise intensity increases
as € decreases in order to satisfy the privacy constraint
[28,29]. The platform adjusts the value of o2 to ensure a
balance between privacy and usability within the set range
of e.

During local model training, each update process follows
the principle of perturbation gradient substitution, that is,
gl is used instead of g! for parameter transmission. In this
way, the actual input used by the aggregation server during
global update is:

wg ™t = Z% (w} —ng) (6)

In formula (6), the noise-corrected parameter updates
prevent convergence from depending on any single sample,
preserving the optimization direction while providing a
quantifiable privacy guarantee and reducing the risk of
sensitive information leakage during upload and aggregation
[30,31].

C. SEGMENTED ENCRYPTION AND SECRET SHARING

FOR SECURE MULTI-PARTY COMPUTATION

Even with differential privacy, parameter exchanges may
still face traffic or reconstruction attacks at the aggregation
server. Therefore, the platform applies secure multi-party
computation with segmented encryption and secret sharing
to prevent leakage and enhance the robustness of global
aggregation [32,33]. Let ¢ € R? be the perturbed gradient
vector that enterprise F; is about to upload after the ¢-
th iteration. It is divided into k equal-length segments
{9%(1),94(2),...,gL(k)}, and the secret sharing function F’
is applied to each segment to generate s sub-shares:

§LG.r) = F3LG),r)s G €L ook}, refl,. . s}
(N
In formula (7), g!(j) represents the j-th segment vector,
and 7 is the subshare index. The secret sharing function
F' is constructed to ensure that any set of subshares not
less than a threshold ¢ can reconstruct the original vector
segment, while subshares less than ¢ cannot obtain any
valid information, thus ensuring the fault tolerance and
irreversibility of encryption in a distributed environment.
On the server side, the aggregation calculation process
is completed by performing weighted superposition on
the subshares, without recovering the complete vector of
each enterprise. The global aggregation formula is therefore
rewritten as:
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under a unified optimization process, the platform defines
, the global parameter update rule as follows:
g1 m; t stis
W= gy | anjR(si(% ) )

In formula (8), within this broader analytical frame-
work, R(3%(j,-)) appears to tend to suggest what might
be characterized as the j-th perturbation gradient, which
seems to have been reconstructed from what appears to be
no less than ¢ sub-shares. During the calculation process,
given the complexity of these theoretical relationships, the
aggregation server seems to generally access what appears
to be predominantly the encrypted segmented data, what
appears to tend to suggest a mechanism for ostensibly,
avoiding the risk of directly exposing the local training
results.

What appears particularly significant about these find-
ings, in light of these methodological considerations. What
seems to emerge from these findings, therefore, is that
this segmented encryption and secret sharing process seems
to lend support to what may represent a mechanism that
typically ensures confidential parameter interaction across
enterprises, within these evolving conceptual parameters,
what appears to constitute a balancing act between fault
tolerance and security through threshold ¢ settings [34,35].
Even if some enterprises fail to submit all sub-shares due to
network delays or system outages, the aggregation process
can still maintain stable convergence as long as the threshold
conditions are met. As a result, the platform forms a leak-
resistant parameter interaction path during the global mod-
eling phase, making it impossible for any single entity to
independently recover the perturbed gradient g! of enterprise
E;, thus ensuring the security and reliability of cross-domain
collaboration at the mechanism level.

D. COORDINATED OPTIMIZATION OF FEDERATED
LEARNING AND DATA SECURITY MECHANISMS

On this platform, federated learning supports distributed
modeling among multiple enterprises, while the technolo-
gies of differential privacy and secure multi-party computing
secure data both during the training phase (through local
model updates) and when sharing parameters. Maintaining
a balance between privacy and the overall convergence of
models requires that the optimization of the three compo-
nents (federated learning, differential privacy, and secure
multi-party computing) is coordinated.

Let the global loss function be J(6'), where 6* € R?
represents the global parameter vector for round ¢. The
goal of federated learning is to minimize J(#) through
distributed training. However, differential privacy applies
Gaussian noise when uploading gradients, causing a shift
in the effective update direction. Secure multi-party compu-
tation performs piecewise encryption and secret sharing on
perturbed gradients during the parameter interaction phase,
increasing the computational complexity of communication
and reconstruction. In order to coordinate federated learn-
ing, differential privacy, and secure multi-party computation
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In formula (9), « is the global learning rate; Q! is the en-
crypted residual produced by the secret-sharing reconstruc-
tion function R; @ denotes the homomorphic addition op-
erator executed in the ciphertext domain, which aggregates
encrypted residuals and encrypted noise components. After
homomorphic aggregation, a single decryption step maps the
result back to the plaintext parameter space for the global
update. This update rule directly defines how the global
parameter vector §'*! is obtained from #' under encrypted
aggregation and differential privacy perturbation, ensuring
dimensional consistency and statistical convergence.

In the convergence analysis, to characterize the opti-
mization error under privacy perturbation and encrypted
aggregation, the expected suboptimality gap A’ is defined
as follows:

A'=E[J(6;)] - J(67) (10)

In formula (10), 8* denotes the global optimal parame-
ter vector, and E[] denotes the expectation operator. The
platform controls the variance of the noise intensity, o2, the
privacy budget, €, and the secret sharing threshold, ¢, so
that A" decreases in expectation under the iterative update
process. Due to stochastic client participation and Gaussian
perturbation, the error sequence is not strictly monotonic
but converges in expectation. Under the assumptions that
the global loss is convex, L-smooth, and has bounded
gradients, the expected error converges to an arbitrarily
small neighborhood of zero as iterations increase, rather than
reaching zero in finite steps. This indicates that the global
optimization still converges reliably under strong privacy
and security conditions, reducing the risk of training failure
from excessive noise or overly high privacy thresholds.

Together, the collaborative optimization shows a comple-
mentary role among the three components: federated learn-
ing enables effective cross-enterprise knowledge sharing,
differential privacy limits the reversibility of sensitive local
information, and secure multi-party computation protects
the interaction process. Their combination provides secure
convergence and supports intelligent, personalized cross-
enterprise English skills training.

lll. EXPERIMENTAL DESIGN AND ANALYSIS

Experimental results are reported under different federa-
tion scales. Convergence and learning-effect experiments
are based on 20 enterprises, while aggregation efficiency
experiments additionally evaluate settings with 5, 10, 20,
and 50 enterprises. Each enterprise trains the dual-stream
model on 12,000 labeled text—speech pairs, starting from
identical initial parameters. The recurrent branch evaluates
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oral expression, the convolutional branch predicts writing
accuracy, and together they produce the overall skill score.
In this experiment, 20 textile enterprises participate. The
dataset consists of 240,000 text—speech pairs in total, which
are annotated by a centralized team of twelve business
English instructors following unified guidelines. Each en-
terprise holds a disjoint subset of the annotated data, with
approximately 12,000 samples per enterprise. Each sample
is double-annotated, with disagreements reviewed, resulting
in 0.87 interannotator agreement. Data is split 70% training,
15% validation, and 15% testing, with each employee’s
records confined to a single subset to avoid leakage.

A. ANALYSIS OF CONVERGENCE CHARACTERISTICS
OF CROSS-ENTERPRISE DISTRIBUTED MODELING

This experiment compares the proposed platform with three
baselines-local training, FedAvg (Federated Averaging), and
FedProx (Federated Proximal)-to assess convergence under
multi-source data. Local training depicts performance inde-
pendently of any collaborative effort, while Federation Aver-
age (FedAvg) and Federation Proximal (FedProx) establish
federated versions that serve as baselines and benchmarks,
respectively, for both federated and collaborative solutions.
The use of FedAvg without modification relies on traditional
averaging techniques; however, the use of proximal terms
in FedProx adds additional functionality to accommodate
heterogeneous datasets, thus creating a basis to measure
the performance of all federated algorithms based on their
algorithmic functionality, not simply based on the presence
or absence of collaborative efforts. The results of the study
display global loss versus number of training rounds (4 -
60) plotted against the same model, which is applied to the
20 participating enterprises and calculated for the purpose
of determining how well these various federated algorithms
optimize the globale aggregations. The results are shown in
Figure 1.

Figure 1 shows that the platform’s loss drops to 0.1619
by the 44th round and then stabilizes, indicating much faster
convergence than its 0.7543 value in the 4th round. In
contrast, FedAvg and FedProx reach higher losses of 0.2290
and 0.2127 at the same round, and local training remains
at 0.3591, suggesting stagnation without cross-enterprise
collaboration. These results indicate that the platform con-
verges faster and more stably than the three baselines under
identical conditions, with the key comparison being its clear
advantage over FedAvg and FedProx-methods that better
represent federated constraints-rather than over isolated lo-
cal training.

B. MODEL TRAINING ERROR EVALUATION

This study uses mean squared error (MSE) as a unified
metric to assess convergence efficiency and stability across
the platform, FedAvg, FedProx, and local training. Error
values are recorded from the 10th round onward at fixed
intervals, as shown in Figure 2.
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Figure 2 shows that the platform reaches an MSE of about
0.52 at epoch 10, lower than FedAvg at 0.58, FedProx at
0.56, and local training at 0.67. By epoch 30, the platforms
reduce their overall error to approximately 0.20 and hold
steady to approximately 0.10 by epoch 60, indicating much
faster and sustained rates of convergence than FedAvg and
FedProx, with both achieving around 0.20 and 0.18 by
the conclusion of the epochs. In contrast, Local training
maintains an error rate of approximately 0.36 throughout
the duration of the epochs. Therefore, these overall results
illustrate that not only do the platforms exhibit a superior
rate of convergence and error control versus the afore-
mentioned alternatives in multi-source environments; they
also outperform these alternative methods by approximately
three times in regard to these important metrics.

C. VERIFICATION OF THE EFFECTIVENESS OF
EMPLOYEES’ ENGLISH JOB SKILLS IMPROVEMENT
A study is performed to determine the effectiveness of a
given learning platform to improve employees’
English-learning abilities. The four employee roles stud-
ied include: foreign trade, product technology, customer
service, and after-sales; as well as management support.
Employees are evaluated by way of testing before using
the platform, and then again after using the platform to
gauge their improvement in these areas of ability; English-
speaking, listening, reading, writing, and translation skills.
The data suggests that the use of this platform results in
varying levels of improvement based upon the employee’s
position. These findings provide insight into how best to
improve future training programs. A summary of the average
score change for each employee role is depicted in Figure
3. The data presented here is descriptive not inferential.
With clear improvements in all areas measured after
training, as illustrated in Figure 3, foreign trade staff (foreign
trade staff have major increases in oral expression - 73 to 87
and writing 77 to 89) are ideal representatives for the job.
There is also a similar increase for customer service/after-
sales staff; listening skills increase from 71 to 85, while
speaking improves from 72 to 86. Technical documentation
is a good example of the kind of material Product Tech-
nology staff use, which is evident in the reading score (ged
89; increased by more than ten points since baseline) and
writing scores (ged 88). Staff of Management Support have
improved significantly in translation skills (80 to 91). The
increase in skills correlates with the key task demands of the
employee, which shows that the skills are selected for based
on fit within the position. Additional evidence supporting the
benefit of this training process is provided by the adaptive
feedback system that utilizes global model output to define
task difficulty and content distribution, thus allowing for
customized training to meet the individual learner’s needs.
Lab convergence provides stable support for learners, rather
than directly impacting skill acquisition.
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FIGURE 1. Convergence curve comparison of distributed modeling across enterprises
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FIGURE 2. Radar chart comparing the MSE of different methods at each epoch

D. ANALYSIS OF PRIVACY PROTECTION EFFECT
UNDER DIFFERENTIAL PRIVACY MECHANISM

In differential privacy, the amount of noise recorded deter-
mines the privacy budget, which is the controlling factor in
the difference between protected and original model outputs.
The experiment compares the perturbation index for each of
the four platforms: FedAvg, FedProx, and local training. The
privacy budgets vary from a low of 0.05 to a high of 2.00
in terms of the four methods. The goal is to assess each
method’s ability to suppress noise under identical privacy
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conditions and to evaluate the balance between privacy
protection and utility. The perturbation index is defined as
the normalized Euclidean distance between outputs from
the privacy-protected model and those from an unperturbed
baseline. If g}f P denotes the output vector of the differentially
private model for sample 4, and §?**¢ denotes the corre-
sponding unprotected output, the perturbation index PI is
expressed as:
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n is the number of evaluation samples, and ||-||2 represents
the L2 norm. The perturbation index reflects the L2-norm
deviation between perturbed and baseline outputs, where
smaller values indicate better utility preservation and larger
values indicate greater distortion. Based on this definition,
the results in Figure 4 report averaged normalized distances
such as 0.39 and 1.00 under different privacy budgets. Figure
4 presents how the perturbation index varies as the privacy
budget changes.

Figure 4 shows that at a privacy budget of 0.05, all meth-
ods exhibit high perturbation, with values of 1.00 for local
training, 0.97 for FedAvg, 0.93 for FedProx, and 0.82 for the
platform method, indicating strong noise effects under tight
privacy. When the budget of 0.50 is imposed on the model,
the results reveal that the indices have decreased to 0.39,
0.63, 0.58, and 0.73, indicating that noise perturbation is
significantly reduced and the algorithm differences are much
more apparent. For the budget of 2.00, the results indicate
that the platform has improved robustness in lower privacy
conditions, with index results significantly lower than those
of the other three methodologies, with index results of
0.16 for the platform methodology, 0.34 for FedAvg, 0.31
for FedProx, and 0.50 for local training. Therefore, the
platform methodology consistently maintains a lower level
of perturbation across all budget values and provides a more
desirable equilibrium of privacy versus utility.

E. VERIFICATION OF THE EFFICIENCY AND
PROTECTION PERFORMANCE OF SECURE
MULTI-PARTY COMPUTATION

This section examines aggregation latency under different
encryption mechanisms in federated learning. The study
compares SecAgg, homomorphic encryption (HE), multi-
party homomorphic encryption (MHE), and the proposed
method across systems of 5, 10, 20, and 50 enterprises to
assess computational and communication overhead. Figure 5
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reports the time required to complete encrypted aggregation
under each setting. All tests are conducted on a server
with an Intel Xeon Silver 4314 CPU, an NVIDIA A100
GPU, 10 Gbps bandwidth, and 1.4 ms round-trip latency.
The NVIDIA A100 GPU is used exclusively for local
model training and inference acceleration. All cryptographic
operations, including encryption, decryption, secret sharing,
and ciphertext aggregation, are executed on the CPU, since
the adopted implementations of PySyft, SEAL, and Lattigo
operate in CPU environments. The measured delay includes
encrypted upload, ciphertext transmission, share reconstruc-
tion, and global aggregation for a gradient vector of 1.2
million parameters. SecAgg is implemented with PySyft,
HE with SEAL, and MHE with Lattigo, and the segmented
secret-sharing mechanism is developed independently.
Figure 5 shows that aggregation latency increases as
the number of participating enterprises grows across all
four methods. For all numbers of enterprises tested for the
proposed method, the corresponding cumulative delay is the
lowest overall, starting at approximately 200 milliseconds
for 5 enterprises and ending at around 1,700 milliseconds
for 50 enterprises, indicating a fairly linear relationship
between them. These findings indicate significant scalability
in efficiency. The cumulative delay experienced in the
proposed method arises out of the fact that, in segmented
encrypted transmissions of subshares, there is less single-
channel compute costs but an increase in overall overhead
associated with sending subshares over the communications
channels as the number of enterprises increased. Therefore,
in large consortia, real-time applications and synchronised
applications may be limited in their usability and, thus,
improvements in the proposed method could focus on the
ability to aggregate asynchronously and to use compression
of encrypted shares. With 50 enterprises, SecAgg for 50 en-
terprises is approximately 1,958 ms, and thus has an overall
delay greater than that of the proposed method (although
close to). Homomorphic Encryption (HE) demonstrates the
largest overall delays (2,916 ms), which can be attributed
to the additional compute costs associated with the making
and sending of ciphertexts. Finally, Multi-Party Encryption
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(MHE) records the highest overall delay, of 3,412 ms, and
is a product of managing the key of multiple parties along
with the interaction overhead caused by multiple parties’
methods of authentication working together. The proposed
method has lower aggregate delays than those presented by
SecAgg, HE, and MHE all else being equal in terms of time
to create aggregated results.

The robustness experiments evaluate model performance
under different attack intensities, defined as the proportion
of malicious clients among twenty total participants. Attack
levels of 10%, 20%, 30%, 40%, and 50% correspond to
2, 4, 6, 8, and 10 malicious clients, without changing
local data volume. The attack follows a model-poisoning
scheme in which malicious clients upload reversed and
amplified gradients to disrupt global optimization, while the
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server behaves normally. Four approaches are compared:
no protection, differential privacy, MPC, and the proposed
method. Accuracy under each attack level is reported with
95% confidence intervals based on five independent runs. To
isolate mechanism effects, additional baselines are tested:
DP, which adds Gaussian noise without encryption, and
MPC, which applies segmented encryption and secret shar-
ing without noise. The proposed method combines both
under the same federated settings. All models share identical
architectures, training strategies, and data partitions. Accu-
racy in Figure 6 reflects the proportion of correct predictions
on the fixed test set used in Section experimental design
and analysis and measures how well each method maintains
task performance under increasing attack intensity. This
experiment focuses on integrity-oriented model-poisoning
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attacks rather than privacy inference attacks, and evaluates
robustness instead of information leakage.
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FIGURE 6. Comparison of attack defense effects under the robustness
under poisoning attacks mechanism

At 50% attack intensity, the results of applying the
unprotected model show a loss of accuracy, dropping to 43%
accuracy. DP and MPC produce results of 66% and 73%,
respectively, while the proposed method produces the best
result, achieving 79% accuracy. DP reduces the effects of in-
dividual malicious updates by preventing these updates from
integrating with the training data. As a result, with continued
training of the model over time through using this approach,
the accuracy level drops over time due to the accumulation
of the errors introduced by these malicious updates. With
MPC, the impact of the abnormal gradients is restricted
during the aggregation process, which is what leads to the
associated increase in resistance that an aggregation-based
approach to DP can provide. The combined method of DP
and MPC produces both complementary effects of prevent-
ing interference by the injected gradients, while at the same
time, preventing secondary leakage to other nodes during the
aggregation process, ultimately producing superior overall
resistance of these approaches when subjected to high attack
intensity levels.

IV. CONCLUSION

This study constructs a federated-learning-based English
skills training platform for textile enterprises. Differential
privacy and secure multi-party computation are adopted
to protect local data, while textile enterprises collaborate
across enterprises. The experimental results demonstrate that
the distributed modeling performance of the platform is
enhanced: when compared with FedAvg (0.2290 at the 44th
round) and local training (0.3591 at the 44th round), the loss
reaches 0.1619 at the 44th round under mean squared error
evaluation, which demonstrates that the platform has better
convergence stability. When compared with DP and MPC
under fifty-percent attack intensity, the platform achieves
79 percent accuracy, outperforming MPC at 73 percent and
DP at 66 percent, demonstrating stronger robustness under
combined protection. The skill improvement of the platform

VOL. 15, NO. 3, AUGUST 2026

is derived from model-guided adaptive instruction, and the
secure model updating process of the federated process
ensures the security of model updating instead of learning
gain. However, the scalability of the platform is limited by
communication overhead and encryption complexity. The
privacy budget and secret-sharing configuration do not have
cross-scenario adaptability. In future work, adaptive privacy
mechanism and lightweight secure computation combined
with transfer and reinforcement learning can be explored to
improve scalability in large and heterogeneous settings.
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